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Abstract

With the rapid integration of the Internet of Things (IoT) into the energy sector, the concept of the Energy
Internet (EI) has emerged, enabling real-time data monitoring and seamless interconnection between tra-
ditional smart grids and renewable energy resources. This paradigm promises enhanced efficiency and
sustainability in energy management. However, the explosive growth of interconnected devices and the
heterogeneity of the EI ecosystem introduce critical security challenges that remain significant barriers to
progress. The main objective of this thesis is to address these security challenges and mitigate vulnera-
bilities within the EI. To this end, we propose four security solutions leveraging emerging technologies
such as blockchain, post-quantum, quantum cryptography, and machine learning techniques, ensuring
the continued and secure operation of the EL

Keywords: Energy Internet, Internet of Things, Smart Grid, Security, Authentication, Blockchain,

Cryptography, Post-Quantum, Quantum, Machine Learning.
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General introduction

The global shift towards clean and sustainable energy systems has emerged as a key strategic priority for
sustainable development [1]. In this context, the use of renewable energy resources occupies first place as
an alternative to fossil fuels, giving rise to a new energy network called Energy Internet (EI), combining
the existing power grid, renewable energy resources, Smart Grid (SG), and Internet of Things (IoT) [2].
This can involve the integration of sensors, smart devices and communication technologies to improve
the performance, monitoring and management of energy-related systems.

Security holds paramount importance in the context of the EI. Given that these systems involve the col-
lection, processing, and sharing of sensitive data regarding energy consumption and distribution, any
security breach could lead to severe consequences, ranging from loss of user data confidentiality to ma-
jor disruptions in energy supply. Smart devices and communication networks used in the EI are often
attractive targets for cyber-attacks, as compromising them could directly impact the security of critical
infrastructure and the daily lives of users. Therefore, robust security measures need to be put in place
at all levels of the EI, from the design of devices and networks to the management of data and software
platforms [3]. This includes strong user and device authentication, encryption of sensitive data in transit
and at rest, continuous monitoring of networks to detect suspicious activities, and the establishment of
rapid and effective incident response protocols in case of an attack. By ensuring the security of the EI,
we not only guarantee the protection of critical infrastructure and user data, but also promote trust in the

widespread adoption of these technologies for more efficient and sustainable energy management [4].
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Problem statement

Given that the SG is a fundamental component of the EI, it can be assumed that the EI inherits all the
security vulnerabilities of the SG. In the first place, we have the centralized nature, the main architecture
of the SG reveals that each region has a centralized utility center responsible for management and control.
This center acts as a third party, which can sometimes be compromised [5]. Secondly, as energy demand
increases, it becomes more difficult for the system to adapt and respond effectively to growing needs,
posing scalability issues [6]. Thirdly, with regard to recent advances in security, we are facing the emer-
gence of quantum computers, which are exceptionally fast compared to classical computers, leading to
the risk of quantum attacks that threaten existing cryptographic methods, requiring more robust defense
strategies [7]. Fourthly, the El is a business network, means its design allows individual customers to par-
ticipate simultaneously in the production and distribution of energy. It is therefore crucial to identify and
mitigate unauthorized access and malicious activity within the system, requiring advanced techniques

for effective intrusion detection [8].

Goals and contributions

Numerous security strategies have been proposed to guarantee the security of EI. However, despite this
increase, a major gap remains in the existing research literature, namely the absence of security solutions
that address multiple security threats particularly quantum attacks. Thus this thesis aims to fill this gap by
proposing new solutions to strengthen its resilience against emerging threats. However, tackling all these
challenges together is a difficult multi-tasking objective, in this thesis we adopt a step-by-step approach
where we first solve each challenge separately and then combine the proposed solutions in a way that
maximizes benefit while preserving performance. To this end, we have proposed four solutions: Our
first solution in Chapter 4 is based on blockchain. By using blockchain, we addressed the challenges of
scalability, centralization, and third-party involvement. In the second solution (Chapter 5), we focused
on resistance to quantum attacks using post-quantum cryptography (PQC). PQC relies on mathematical

problems thought to be difficult to solve efficiently, even for quantum computers.
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In the third solution presented in Chapter 6, we have combined the first solution (based on blockchain)
with the second solution (based on PQC) to create a hybrid solution, this solution inherits the properties of
both approaches. The last solution in Chapter 7, relies on Deep Learning (DL) and eXplainable Artificial

Intelligence (XAI) to detect intrusions and suspicious activity.

Dissertation outline

All chapters in this thesis are manuscripts of our articles that have been published or submitted in scien-
tific journals. The thesis include seven chapters divided into two main parts: background and contribu-
tions. The background part overview the EI concept, key technologies, security threats and requirements,
existing solutions, and open challenges. While the contributions part includes our proposed solutions to

address the security challenges in EI. This dissertation is structured as follows:

¢ Chapter 1 introduces the term EI, while providing an in-depth understanding of the key technolo-
gies involved in the basic EI architecture. It also discusses the main security issues and the security

measures required.

¢ Chapter 2 provides an overview of existing solutions in the literature review that mitigate threats

within El security, and also discusses the limitations and challenges associated with these solutions.

¢ Chapter 3 summarizes the techniques and methods used to assess the security of the proposed

contributions in part II, including the evaluation metrics and tools used for simulation.

¢ Chapter 4 presents an enhanced mutual authentication protocol for IoT-based EI using blockchain
technology. The proposed protocol integrates blockchain-based security mechanisms to guarantee
secure communication between various IoT devices. The implementation was carried out on Hy-
perledger Fabric, a popular blockchain platform. While performance is evaluated using Caliper
benchmarking tool, security properties are also assessed using Burrows—Abadi-Needham (BAN)

logic and ProVerif tool.

¢ Chapter 5 proposes a defense mechanism against quantum computer attacks in IoT-based EI us-

ing the Goldreich-Goldwasser-Halev (GGH) cryptosystem and quantum key distribution (QKD).
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These techniques offer the best security features and contribute to secure authentication, eaves-
dropping detection and resistance to the best-known attacks. The proposed protocol is evaluated
using the Automated Validation of Internet Security Protocols and Applications (AVISPA) tool to

demonstrate the security properties it guarantees.

¢ Chapter 6 in this chapter, a combined approach from Chapters 4 and 5 is presented, integrating PQC
and blockchain technology to enhance security and authentication in EI. The proposed solution
benefits from the advantages of both solutions to ensure the confidentiality, integrity, and privacy
of critical information, reinforcing the resilience of the EI. The security of the proposed protocol is

validated using BAN logic and the Proverif tool.

* Chapter 7 provides an introduction to a robust intrusion detection system (IDS) specifically de-
signed for the environment and constraints of SGs. This IDS uses the convolutional neural network
(CNN) model to effectively identify and neutralize potential security threats. The proposed CNN
model is complemented by the integration of the SHapley Additive exPlanations (SHAP) algorithm

to enhance the transparency of the decision-making process.



Part 1

Background



Chapter 1

Security issues and requirements in Energy

Internet

1.1 Introduction

The adoption of renewable energy resources as a primary energy source has attracted a great deal of in-
dustry attention in recent years, due to the need to find environmentally-friendly energy solutions. In
response to this need, EI has emerged as a transformative network designed to integrate diverse renew-
able energy sources into a coherent, efficient and intelligent energy system.

This chapter offers a comprehensive exploration of EI, starting with a detailed discussion of its funda-
mental components, such as IoT, energy storage systems, SGs. We examine the architectural framework
that enables these components to interconnect and operate seamlessly, ensuring optimal energy distribu-
tion and management. In addition, this chapter examines the potential threats and vulnerabilities inher-
ent in EL. by doing this, it highlights the critical security requirements needed to protect and maintain

network resilience.
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1.2 Energy Internet (EI)

The terminology associated with the concept of the EI is particularly inconsistent, creating confusion in
both academic and industry communities. Various studies and papers have referred to the concept using
terms such as "Internet of Energy (IoE) [9, 10, 11]" or "Smart Grid 2.0 [12, 13, 14]." This inconsistency goes
beyond linguistic differences and includes variations in the architectural frameworks proposed to define
the components and functionalities of this network. Such ambiguity not only prevents a clear discourse
on EI, but also complicates efforts to standardize systems and interoperate technologies in this area.

Different definitions have been proposed by authors in the literature, Parvin et al. [15] describe EI as
an evolution of the SG, integrating its features with those of the IoT. Within this framework, EI facilitates
the exchange of data and information, encouraging seamless communication and coordination between
energy networks. Joseph et al. [16] explored the concept of EI based on two key studies: Rifkin [17, 18]
and Tsoukalas [19, 20]. Rifkin defines EI as the third industrial revolution, while Tsoukalas considers it as
the successor of the SG. These differences show that there is no single agreed model for EI

In our perspective, the El is a new concept that incorporates an idea or vision of future power systems,
which integrate different types of distributed and renewable energy resources, a SG and Information and
Communication Technologies (ICTs). The definition provided by Laroussi et al. [21] offers a comprehen-
sive overview of existing perspectives, drawing on Jeremy Rifkin’s book "The Third Industrial Revolution

[18]." This definition emphasizes five key concepts:
¢ An urgent transition to renewable energies as the primary energy source.

¢ Converting buildings into micro-energy systems that autonomously produce electricity and dis-

tribute surplus power to the grid or other consumers.

e Strategically deploying storage technologies alongside renewable energy systems to enhance grid

flexibility and seamlessly integrate dispersed renewable sources.

* Leveraging existing infrastructure to facilitate the shift from a centralized to a decentralized energy

sector.

¢ Electrifying the transport sector to reduce oil dependence while developing an interactive electricity

network.
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In summary, the term "EI" is inspired by the traditional internet, but rather than connecting comput-
ers and devices to exchange information, EI links various energy resources. It interconnects distributed
renewable energy systems, such as solar panels, wind turbines, electric vehicles, and storage systems to

exchange energy. Figure 1.1 provides a global overview of the EI.

<—>» Information Flow
- » Energy Flow

Smart Grid

r
Distributed and Renewable
Energy Resources

i

Figure 1.1: Global view of the Energy Internet.

Storage Systems

1.3 Energy Internet key technologies

Implementing the El is still a challenging task, here we discuss some key technologies that are essential

for such implementation.

1. Smart Grid (SG): SG serves as the foundational building blocks of the EI, representing an ad-
vancement in electrical infrastructure through the integration of communication technologies with
traditional power grid components, enhancing energy generation, transmission, and distribution
[3]. Unlike the traditional power grid, which supports unidirectional transmission, the SG enables

bidirectional communication and energy flow among its various components.
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The SG can be modernized as a Cyber-Physical System (CPS) illustrated in Figure 1.2, where it in-
corporate two layers, the physical layer, also known as the power system layer, encompasses key
components such as energy generation, transmission, and distribution, as well as energy end-users,
including homes, buildings, and industries. The communication within this layer is facilitated by
Home Area Networks (HANs), Building Area Networks (BANs), and Industrial Area Networks
(IANs), which enable seamless data exchange between these entities [22]. Central to the operation
of a SG is the Supervisory Control and Data Acquisition (SCADA) system, which provides real-
time monitoring, data acquisition, and control of the grid’s components, such as substations and
transformers. SCADA systems are essential for maintaining the stability of the grid and its oper-
ation efficiency, enabling operators to remotely control and automate various grid functions [23].
SCADA, along with distribution and microgrid control and consumer-side management, represent

the cyber layer of the SG, while wired and wireless communication serves as the cyber-physical

link.
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2. Internet of Things (IoT): IoT is a global network that connects physical objects via the internet,
enabling smart devices to collect, process and share data about themselves and their environment
[24]. In the energy sector, IoT plays a crucial role in providing sensing and actuation capabilities,
which are essential for improving operational efficiency and facilitating communication between
different components. One of the key features of the EI is its seamless integration with the IoT,

enabling extensive control and monitoring of all activities and functionalities within the SG [2].

3. Electric Vehicles (EVs) and V2G technology: The integration of EVs into the power grid via
Vehicle-to-Grid (V2G) technology offers a valuable opportunity to improve energy efficiency and
enhance grid stability, thus promoting the development of sustainable cities. EVs can operate as
both consumers and prosumers. In prosumer mode, made possible by V2G technology, EVs sup-
ply electricity to the grid, while in Grid-to-Vehicle (G2V) mode, they act as consumers, drawing
electricity as a load [25]. EVs also act as mobile energy storage devices [26], offering a flexible and

innovative approach to managing energy resources. Integrating EV with EI benefit both fields.

4. Energy storage system: Energy demand and supply are both subject to variations, which can lead
to grid disruptions. To mitigate this, the surplus energy generated from renewable resources is
stored in energy storage systems, ensuring its availability in the event of a power shutdown or grid
breakdown. There are various types of energy storage systems, including batteries, supercapacitors

and flywheels [27].

5. Energy Router (ER): When energy supply exceeds local demand, Energy Routers (ERs) play a
crucial role. These routers dynamically adapt to variations in demand and supply by scheduling,
converting and controlling energy, ERs differ from one another depending on the task assigned [27].

ERs ensure efficient management and distribution of surplus energy [4].

6. Smart Meter (SM): A Smart Meter (SM) is an advanced utility meter with both measurement and
communication capabilities. It measures energy consumption data, enabling remote readings and
secure display on home appliances. SMs can receive remote instructions, such as switching between
credit and prepayment modes, or updating tariff information. Their main functions are to provide
consumers with data on their energy consumption so that they can better control their consumption

and costs, and to send information to utilities for peak load management and pricing strategies.
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Within the energy infrastructure, SMs enable consumers to know how and when they consume
energy, and how much they pay per kilowatt-hour of energy. This improves price transparency,

enables more accurate billing, and speeds up outage detection and restoration by the utility [28].

1.4 Security threats and attacks

In the field of EI security, threats are a common concern and difficult to manage because EI involves
multiple connected infrastructures. Ignoring these threats without taking proper security measures can

lead to successful attacks.

1.4.1 Traditional attacks

Traditional attacks include a range of well-known threats, such as Man-in-the-Middle (MITM) attacks,
impersonation attacks, replay attacks, and Denial-of-Service (DoS) attacks. These attacks exploit vulnera-
bilities in communication, authentication, and system availability, posing significant risks to security and

functionality.

* Man-in-the-Middle (MITM) attack: The attacker basically sits in the middle of a communication
event and tries to hijack it by eavesdropping or cutting and intercepting the data exchanged be-
tween the communicating legitimate parties [29]. While in many cases, the intercepted data may
not be altered right away, often the attacker may use the recorded data at a later time to cause harm
or cause confusion in the system. When the data are actively altered, it is an attack on the data
integrity. Hence, sensitive installations like SG or power lines can be severely affected by this. The
main objective of MITM is to manipulate messages; in particular, it often targets communication

between hubs and networks or vehicles, in order to influence system accountability [30].

¢ Impersonation attack: An impersonation attack occurs when an adversary poses as a legitimate
user or device in order to gain unauthorized access to a system or network. This is often done by

imitating the target’s credentials, identifiers or communication patterns [31].
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Replay attack: A replay attack involves an adversary capturing a valid data transmission (e.g.
authentication messages) and replaying it later to trick the system into granting unauthorized access

or performing unintended actions [32].

Denial-of-Service (DoS) attack: A Denial of Service (DoS) attack aims to disrupt the availability
of a system, service or network by overwhelming it with excessive requests or malicious traffic,

rendering it inaccessible to legitimate users [33].

Brute force attack: A brute force attack is a systematic method by which an attacker attempts to
guess passwords or credentials by trying every possible combination until the correct one is found.

This attack is often automated using tools that quickly generate and test potential passwords [34].

Eavesdropping attack: An eavesdropping attack occurs when an unauthorized person intercepts,
modifies or deletes data sent between two devices. This type of attack takes advantage of unse-
cured or weakly encrypted networks, enabling the attacker to access sensitive information during
transmission. Often referred to as "sniffing" or "snooping", eavesdropping can be carried out in a
number of different ways. For example, it can be passive, when the attacker simply listens to the
communication, or active, when the attacker goes further by manipulating the data or posing as a

legitimate user in order to steal more information [35].

Session hijacking: Session hijacking occurs when an attacker impersonates a legitimate user by
stealing or manipulating session credentials (e.g. cookies, session IDs) to gain unauthorized access
to an active communication session. This attack exploits vulnerabilities in protocols such as TCP or

web applications where session management lacks strong authentication or encryption [36].

Information disclosure Refers to the unintentional exposure of sensitive data due to inadequate
security controls [37]. The concept is implicit in discussions about maintaining confidentiality in

communication protocols and the handling of structured /unstructured data.

Perfect forward secrecy: Ensures that the session keys used in encrypted communications cannot
be compromised, even if long-term secret keys are leaked [38]. To achieve this, temporary session

keys are generated by ephemeral key exchanges (e.g. Diffie-Hellman or Kyber algorithms) [39].
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1.4.2 Quantum attack

Quantum computers are another cutting-edge development that store data and perform calculations us-
ing the principles of quantum physics. While they can outperform classical supercomputers in specific
tasks, this unprecedented computational power also introduces a new category of threats known as quan-
tum attacks. These attacks jeopardize the security and confidentiality of widely used cryptographic al-
gorithms such as Rivest-Shamir-Adleman (RSA) and Elliptic Curve Cryptography (ECC), which rely on
mathematical problems that quantum computers can solve efficiently [40]. Acknowledging this emerg-
ing risk, major institutions such as the U.S. National Security Agency (NSA) and the National Institute
of Standards and Technology (NIST) have initiated efforts to transition toward quantum-resistant cryp-
tographic standards. Notably, NIST has launched a competition to identify and standardize public-key

algorithms resilient to quantum threats, with the final selection expected by 2026 [41].

1.5 Security requirements

Addressing security issues in the EI is a complicated task that needs to be handled systematically. By
defining and verifying each security requirement individually, we can effectively address security issues

in the EI Figure 1.3 illustrates the main security requirements of the EI, which are discussed below:

@ Authentication | .. Transparency

Security

Authorization Requirements

: for EI : \

Integrity

J

Figure 1.3: Security requirements for EI
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Authentication: Authentication can be defined as the process of verifying that a person is genuinely
the one who claims to be, i.e. guaranteeing the authenticity of the communication between the

parties. It makes communication trustworthy [42, 43].

¢ Privacy: In simple terms, it is about controlling with who and how a user’s personal information
is shared [42]. In the context of the EI, energy consumption information can provide a model of

personal life, which can simply be used by a thief, in the real world.

* Authorization: Authorization focuses on controlling user access to network resources [44], In other
words, it determines the type of actions the user is allowed to perform and the type of resources
they are allowed to access, which is highly recommended in the EI network, as it includes energy

resources and any unauthorized access to these resources would be costly.

¢ Integrity: Guarantees that the data is accurate, i.e., that it has not been modified by a third party

other than the authentic sender and receiver [45], which is a vital characteristic in energy systems.

* Transparency: Transparency refers to the clear and open visibility of energy-related data, processes
and transactions within the energy network. This transparency ensures that all stakeholders, in-
cluding consumers, suppliers, and regulators, have access to accurate and timely information on

energy production, distribution and consumption.

¢ Confidentiality: While authorization focuses on access control, confidentiality involves hiding pri-
vate information from unauthorized users or devices [46]. Again, the difference between privacy
and confidentiality is that privacy is deeply related to personal or private data while the confiden-
tiality in this context is a general requirement of keeping data secret or hidden from an entity who

is not entitled to possess it.

1.6 Conclusion

The EI represents the future of power systems, making its security a key priority. This chapter has pro-
vided an overview of the EI concept, discussing the essential key technologies that support its implemen-

tation, as well as its architecture, security threats and requirements.
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In the following chapter, we will explore the security challenges of the EI in greater depth, with a specific

focus on existing security solutions. The discussion will analyze the strengths and limitations of current

approaches across different categories.
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Chapter 2

Existing security solutions and their

limitations

2.1 Introduction

Security is a key factor in the successful deployment of the EI. As the EI evolves to incorporate a wide
range of renewable energy resources and distributed technologies, it simultaneously expands the attack
surface of the network. This increased complexity introduces new vulnerabilities that, if left unaddressed,
could undermine the reliability and resilience of the entire system. To ensure secure and efficient op-
eration, it is essential to implement robust security mechanisms capable of detecting, preventing, and
mitigating cyber-attacks.

In this chapter, we present a detailed overview of the security landscape. Section 2.2 provides a com-
prehensive examination of existing solutions that have been proposed to improve EI security. This anal-
ysis covers various methodologies and techniques, assessing their effectiveness and limitations in miti-
gating threats within the EI environment. Section 2.3 analyzes these approaches to identify best practices
and potential improvements. Subsequently, Section 2.4 explores the challenges and outstanding issues

that need to be addressed to establish robust and secure EI protocols.
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2.2 Security solutions for Energy Internet

Numerous studies have been conducted to enhance the security of the EI, leading to the development
of various proposed solutions. We classify these solutions into five main categories: traditional cryptog-
raphy, PQC and quantum cryptography, blockchain-based, Machine Learning (ML)-based, and hybrid

solutions.

2.2.1 Traditional cryptography based solutions

Cryptography is considered the oldest method in security solutions, with various types and methods

depending on the field of application.

2.21.1 Cryptographic techniques

ECC is a well-known and widely used cryptographic method, as it offers better security with the same
key length as RSA, and is well suited to devices with limited resources such as IoT devices, hence it is
considered a lightweight asymmetric encryption method [47]. An elliptic curve is a set of points described
by the equation [48]: 4> = x® + ax + b. Where a and b are chosen so that the curve has no singularities
(i.e. 4a® 4 27b% # 0). One of the basic ECC operations is scalar (or point) multiplication, which involves
multiplying a point P on the elliptic curve by an integer k to obtain a resultant point Q, denoted as
Q = k.P. The multiplication is performed using a repeated addition operation. As shown in Figure 2.1,
which is the elliptic curve used in Bitcoin named secp256k1 with the equation: y> = x* 4+ 7. To add the
two points P and Q, we draw a straight line that passes through the two points, the intersection of this
line is —R, the resulting point is the reflection of —R on the x-axis which is R. Given the point R, it is
difficult to find P, which is the Elliptic Curve Discrete Logarithm Problem (ECDLP) [45].

ECDLP is a crucial challenge within ECC, involving the discovery of a scalar multiple, k € Z7, such
that Q = k - G, where Q is a point on an elliptic curve E(IF,). Solving the ECDLP is recognized to be com-
putationally infeasible within polynomial time. Consequently, even with the most advanced computing
technology available today, determining the secret integer k from the public parameters of the elliptic
curve E(F,), and the points G and Q, requires an impractical amount of time. The ECC generated keys

will then be used in the Elliptic Curve Digital Signature Algorithm (ECDSA), which is a digital signature
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k_/ R=P+Q

Figure 2.1: secp256k1 point addition.

algorithm widely used in security systems such as Bitcoin and Transport Layer Security (TLS) [49].

The Schnorr signature algorithm relies on ECDLP and presents numerous benefits compared to al-
ternative signature schemes. It guarantees strong security characteristics including unforgeability, non-
repudiation, and authenticity. Additionally, it incorporates batch verification, enabling the concurrent
validation of multiple signatures, thus lowering computational expenses. The Schnorr signature algo-

rithm comprises three main steps [50]: key generation, signature generation, and signature verification.

* Key generation: The procedure initiates by selecting a random number, r € Z;. Subsequently,
compute P = r - G. The pair (r, P) forms the user’s public-private key pair, with r serving as the
private key and P as the public key. It is imperative to safeguard the private key and refrain from

disclosing it, whereas the public key can be distributed openly.

* Signature generation: The process start with the selection of a random scalar, k € Z;. Subsequently,
R is computed as R = k - G. Following this, a cryptographic hash function H is employed to derive
e = H(R||P||m), where m represents the message intended for signing. Ultimately, the signature on

m is denoted as (R,s), withs =r+k -e.

¢ Signature verification: To authenticate the signature, the recipient of the message and signature
initially obtains the point s on the elliptic curve from the signature pair (R,s). Then, the recipient
calculates P + R - e. Finally, the recipient verifies whether s - G ZP+R-e
To prove the correctness of this verification, we expand s.G as follows: s-G = (r+k-e)-G =
r-G+k-e-G.Sincer-G=Pandk-e-G=R-¢,weobtainis-G=P+R-e.
This shows that if s - G = P 4 R - ¢, the signature is valid, confirming the authenticity and integrity

of the message.

18



CHAPTER 2. EXISTING SECURITY SOLUTIONS AND THEIR LIMITATIONS

Homomorphic Encryption (HE) is a type of encryption that allows one to perform a series of opera-
tions on encrypted data and obtain the same result as performing these operations on unencrypted data
[51]. HE can be classified into three types according to the operations they support: Partially Homomor-
phic Encryption (PHE), Somewhat Homomorphic Encryption (SHE), and Fully Homomorphic Encryp-
tion (FHE). In PHE, an operation can be performed an infinite number of times on the ciphertext, while in
SHE, a multiplication or addition can be performed with a limited number of operations. FHE combines
the two, as a multiplication or addition can be performed an unlimited number of times.

The hash function is a one-way function, which means that it is easy to calculate the hash of a message,
but the reverse option is not possible. Calculating the hash of a message of any length will give a result
of a fixed length [52], such as SH-256 gives a 256-bit result, while MD5 gives a 128-bit result.

Certificate-Based Encryption (CBE) is a digital certificate-based cryptographic method, in which the
digital certificate is issued by a Certification Authority (CA) and contains public keys and identity infor-
mation. CBE relies on Public Key Infrastructure (PKI) to authenticate users and their public keys, enabling

secure and verified encryption and decryption processes [53].

2.2.1.2 Related works on traditional cryptography based solutions

Table 2.1 summarizes the most important works on cryptography-based solutions. It evaluates the per-
formance of each proposed cryptographic protocol in terms of communication, computation, and storage
costs, as these metrics are the primary criteria for comparing such security solutions. Detailed calculations
for these metrics are provided in Chapter 3.

Verma et al. [54] introduce a solution for secure data aggregation in El-based SM to grid commu-
nication, denoted as PF-DA, which serves as a pairing-free encryption technique. The proposed solu-
tion eliminates the requirement for pairing operations, thereby achieving a reduction in computational
cost through the utilization of CBE. Through a comprehensive security analysis, PE-DA demonstrates re-
silience against various attacks. The authors evaluate the performance of the proposed scheme in terms
of computational, communication, and storage costs.

Khan et al. [55] introduce an authentication and key agreement protocol designed to facilitate V2G
communication. The proposed protocol integrates ECC and hash functions, encompassing three principal

phases: initialization, registration of both the vehicle and the grid, and the key agreement phase.
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Table 2.1: Traditional cryptography based solutions.

Ref Year Secured Verification = Cryptosystem Performance
Feature Methods
[54] 2021  Privacy N/A CBE, Hash - Communication Cost= 2048 bits
Integrity - Computational Cost= 70 ms
- Storage Cost= 1024 bits
[55] 2021  Authentication AVISPA, ECC, Hash - Communication Cost=896 bits
Confidentiality BAN Logic, - Computational Cost=0.46 ms
ROM - Storage Cost = N/A
[56] 2022  Authentication ROM ECC, Hash - Communication Cost=1144 bits
Confidentiality - Computation Cost=26.906 ms
- Storage Cost = N/A
[57] 2022  Authentication ROM ECC - Communication Cost=1504 bits
Confidentiality - Computational Cost=200.6 ms
- Storage Cost = N/A
- Energy Consumption= 24.07 m]
[68] 2022  Privacy N/A PHE (Pail- - Communication cost=N/A
Integrity lier) - Computational Cost=54.0389 ms
- Storage cost = N/A
[59] 2022  Authentication N/A ECC, Hash - Communication Cost = N/A
Integrity - Computational cost=312.4 ms
- Storage cost= N/A
[60] 2023  Authentication Scyther, ECC, Hash - Communication Cost=1308 bits

ROM

- Computational Cost=5.332 ms
- Storage Cost=0640 bits

N/A: Not Applicable.

To assess its security, the protocol undergoes evaluation within the Random Oracle Model (ROM) as an

adversary model and employs BAN logic as its security model. Furthermore, the authors utilize AVISPA

as a verification tool. Performance evaluation of the protocol focuses primarily on communication and

computational costs.

The authors of [56] introduce a secure framework tailored for facilitating key agreement and authen-

tication between EVs and SG infrastructure, employing ECC and hash functions. Within this framework,

EVs are required to initiate a secure session with charging stations. The proposed scheme comprises three

distinct phases: initialization, encompassing the generation of public and private key pairs, registration

within the grid server database; and key agreement to establish a session key. Furthermore, the authors

assess the security of their scheme within the ROM. In terms of performance evaluation, they analyze

communication and computational costs, while storage costs remain unaddressed.

20



CHAPTER 2. EXISTING SECURITY SOLUTIONS AND THEIR LIMITATIONS

Safkhani et al. [57] introduce an enhanced protocol building upon the framework proposed by Khan
et al. [61], which had been found vulnerable to multiple attacks. The refined protocol integrates Physical
Unclonable Function (PUF) technology. In the original scheme, the compromise of a user entity enables an
attacker to successfully extract secret keys. Consequently, Safkhani et al. [57] incorporate PUFs, equipping
each user with this technology. This addition ensures that even if an attacker infiltrates a user entity,
retrieval of secret keys stored within the PUF becomes infeasible. The proposed scheme encompasses
four distinct steps: initialization, registration, login and key agreement, and password and identifier
modification. The security of the proposed scheme is examined using the ROM, alongside an assessment
of its performance in terms of computational, communication, and energy costs.

Rao et al. [58] introduce a novel multi-dimensional system designed to ensure the integrity and
privacy of user data. Central to their proposal is the integration of Paillier homomorphic encryption,
wherein every SM within the network encrypts electricity consumption data before transmitting it to
the edge server. Subsequently, the edge server undertakes data aggregation operations utilizing hash
functions and super incremental sequences. Authentication of the aggregated data is facilitated through
batch signature verification. The performance evaluation of this proposed system primarily focuses on
computational costs, while communication and storage expenses remaining unassessed.

In the realm of EI security, the strategy of assigning unique identities to edge devices and regularly
updating their private keys based on embedded timestamps is pivotal. This approach, exemplified by
[59], ensures robust security measures. For instance, a SM with the ID "SM001" may see its private key
refreshed every 24 hours, reflecting its validity period (e.g., SM001 | 12025.05.01-2026.05.02). During inter-
device communication, these updated private keys authenticate devices, maintain data integrity, and en-
sure confidentiality. Incorporating Real-Time Clock (RTC) information and timestamp-based mechanisms
reduces the risk of key leakage. The authors conducted an evaluation of the computational cost associated
with their protocol. Itoo et al. [60] introduced an authentication framework for V2G communication based
on ECC. This framework aims to facilitate the establishment of communication sessions between EVs and
charging stations (CGS). The proposed protocol consists of four distinct phases: initialization, registra-
tion, authentication, and password update. The security of the protocol is examined through assessment
using the ROM and the Scyther tool. Additionally, performance evaluation encompasses computational,

communication, and storage costs as key metrics.
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2.2.2 Post-quantum and quantum cryptography based solutions

Significant advancements have been made in the field of quantum computing in recent years, even though
it is still in its early stages. Currently, the most powerful quantum computer available is IBM’s Osprey,
which has 1121 qubits [62]. However, the RSA-2048 encryption standard, which is considered relatively
basic, requires 4000 qubits for potential decryption by quantum computers. To address this gap, IBM is
planning to release a new quantum computer with over one million qubits [62], highlighting the impor-
tance of developing cryptographic systems that can withstand quantum attacks. In this context, there
has been a significant focus on research aimed at addressing these vulnerabilities and developing strong

cryptographic methods.

2.2.21 PQC and quantum cryptography approaches

Quantum cryptography stands out as a promising approach such as QKD, utilizing the principles of
quantum mechanics. However, the complexity and high cost associated with quantum cryptography
make it difficult to integrate into current devices [63].

To address these challenges, a novel cryptographic discipline known as PQC or quantum-resistant
cryptography has emerged. This cryptographic approach aims to resist both classical and quantum at-
tacks by adopting NP-hard problems, which are computationally challenging even for quantum comput-
ers. By embracing such methodologies, the cryptography community aims to enhance data security in
the face of advancing quantum threats. PQC can be classified into four main classes: lattice-based, code-
based, hash-based, and multivariate cryptography [64]. However, lattice-based cryptography schemes,
considered as the most promising candidates in the NIST competition were based on hard lattice prob-
lems, such as the Closest Vector Problem (CVP) and the Shortest non-zero Vector Problem (SVP). These
two problems are fundamental in the field of lattice cryptography, but they are not practical for lattice
construction. Novel and suitable problems have been introduced, such as NTRU, Learning With Error
(LWE), and Short Integer Solution (SIS), which form the basis of current PQC [65]. Therefore, CRYSTALS-
DILITHIUM and FLCON were selected in the digital signature category in 2022 [66, 67].
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2.2.2.2 Related works on PQC and quantum cryptography based solutions

In this section, we outline the most important works that rely on PQC and quantum cryptography to
secure EI, which are summarized in Table 2.2.

The work in [68] analyzes the security and effectiveness of a quantum Virtual Private Network (VPN)
for securely transmitting power grid data. Using QKD, a quantum key is generated at User A’s terminal
and securely shared with User B through a quantum channel. This key is then used for encryption and
decryption within a VPN channel, enabling secure communication between the two users. Rigorous
testing with the Network Testing Tool (N11U) demonstrates the quantum VPN'’s capability to enhance
security, while evaluations of throughput, delay, and encryption efficiency confirm its performance. The
quantum-based approach provides an additional layer of security by detecting any interception attempts
during key exchange, ensuring a highly secure communication channel.

Jia et al. [69] outlines a conceptual framework for ensuring secure communication within the EI using
quantum technology. This work confirms the robust security measures implemented in corporate system
communication by utilizing QKD methods that rely on optical fiber modes. Furthermore, the paper dis-
cusses network configurations, service accessibility, and system evaluation for scenarios in power system
protection.

The authors of [70] implemented a PQC scheme called FrodoKEM, on hardware-constrained SM de-
vices using System-on-a-Chip (SoC) architecture. This scheme is designed to secure data communica-
tion between SMs and the Meter Data Management System (MDMS), specifically targeting protection
against eavesdropping attacks. Given that the use of PQC can lead to higher computational costs, they
employed a Field Programmable Gate Array (FPGA) to accelerate cryptographic operations, thereby en-
hancing overall efficiency.

The work in [71] presents a quantum-secure privacy-preserving protocol for SM authentication in SGs.
It enhances security through mutual authentication, key agreement and attack resistance, while guaran-
teeing identity confidentiality and message integrity. The protocol uses semi-QKD and hash functions for
secure key distribution and data integrity, demonstrating efficient performance with lower overhead and

optimized energy consumption.
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2.2.3 Blockchain based solutions

Blockchain is an innovative technology that emerged with the introduction of Satoshi Nakamoto, who
implemented it in Bitcoin in 2009 [73]. Although blockchain technology existed before the creation of
Bitcoin, it was Bitcoin that marked its first practical application [74, 75].

Blockchain consists of decentralized and distributed ledger relying on cryptographic methods [76, 77].
Figure 2.2 (adopted from [75]) illustrates this ledger containing a series of linked or concatenated blocks,
each containing a group of transactions. These transactions collectively calculate the Merkle root (the hash
of all individual transactions within a block). This calculation uses a hierarchical data structure known as
a Merkle tree, also known as a binary hash tree [78, 75].

Users initiate transactions by exchanging cryptocurrencies with each other. These transactions are
then broadcast across the network, and each node in the network maintains a memory pool where it
stores unconfirmed transactions. Miners (or validators) select a group of transactions from the memory
pool for inclusion in a new block, with higher-reward transactions being prioritized.

Miners create the block by forming the header section, which includes information such as the pre-
vious block hash, the Merkle root, and the nonce number (the header specifications depend on the
blockchain platform). In the case of Proof of Work (PoW)), the first node to solve the mathematical puzzle
earns the privilege of adding a new block. At this point, other nodes must verify the newly added block.

Blockchain can be classified into three categories: public, private, and consortium [79]. In a pub-
lic blockchain, individuals can join the network, observe transactions, and actively participate in the
consensus process without the need for authentication [75, 80]. Unlike the private blockchain, where
pre-selected nodes can join the network, allowing for the identification of nodes in case of issues during
block addition, this type of blockchain exhibits a form of centralization with a single controlling orga-
nization manipulating the blockchain. The consortium blockchain combines the benefits of both public
and private blockchains. In contrast to a single organization being solely responsible for creating blocks,
as seen in private blockchains, a consortium blockchain involves multiple organizations. Furthermore,
unlike public blockchains that permit anyone to join the network, only nodes affiliated with a specific

organization are allowed to join [81, 82].
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Figure 2.2: Transaction flow in blockchain.

2.2.3.1 Consensus algorithms

Blockchain security relies primarily on the consensus algorithm, which can be defined as the method
of agreements between all participants, guaranteeing the validity of each block added to the blockchain
[24]. There are many different types of consensus algorithms, of which, here we will highlight the most

well-known ones.

1. Proof of Work (PoW): The main idea of the PoW consensus algorithm is to solve a cryptographic
puzzle. This puzzle is difficult to solve but easy to verify. Miners continue generating a nonce value
until the result of the hash function is below a predefined target. An example of the target value
starts with a certain number of zeros. The target value is adjusted periodically to regulate the rate at
which new blocks are added to the blockchain. In Bitcoin, for example, the target is set to maintain
an average block time of 10 minutes. After every 2016 blocks, an adjustment is applied to ensure

the consistency of the block creation rate [83].

2. Proof of Stake (PoS): In PoS, the need for solving computationally costly cryptographic puzzles is
eliminated which is the problem in PoW [84, 85, 86]. The selection of validators is based on their
stake, representing the coins they currently hold or have earned. This implies that validators with

a greater number of coins have a higher probability of adding blocks. The rationale behind this
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selection is that a validator who has risked more coins is considered more legitimate. However,
this approach raises concerns about centralization, as it could lead to a centralized entity having
the role of adding blocks to the network. To address this issue, a solution has been proposed: the

randomization of the validator selection process [87, 88].

3. Delegated Proof of Stake (DPoS): DPoS represents an evolved iteration of PoS, effectively ad-
dressing the inefficiencies in computational resource utilization seen in PoW and mitigating central-
ization concerns present in PoS [89]. DPoS introduces a mechanism where predetermined nodes,
known as “stakers," engage in a voting process to select “delegate nodes" responsible for block ad-
dition. Although DPoS successfully tackles centralization issues linked to the wealthiest nodes in
PoS, it introduces a distinct form of centralization associated with a limited number of pre-selected

nodes [83].

4. Proof of Burn (PoB): PoB enables the selection of the next block’s validator through a process of
"burning" coins [83, 90]. The more coins you burn, the greater the likelihood of being chosen as the
validator for the next block. Burning is accomplished by rendering the coins unspendable, achieved
by transferring them to another account where they cannot be utilized. This method serves as a

tangible demonstration of one’s commitment to the system [83].

5. Delayed Proof of Work (DPoW): Both PoS and PoW are susceptible to a 51% attack [91], a 51% at-
tack occurs when a single miner or a group of miners gains control of more than half of a blockchain
network’s total computing power. To address this vulnerability, DPoW introduces a solution by
incorporating an additional blockchain known as the "notary chain." The original chain, which con-
tains transactions, is then designated as the "target chain." In DPoW, miners compete to create new
blocks on the notary chain. However, instead of computing the hash of transactions, the notary
chain involves the hash of blocks [83]. This approach adds an extra layer of security because in the

event of an attack on the target chain, the attacker must also manipulate the notary chain to alter

the record of blocks [92].
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2.2.3.2 Related works on blockchain based solutions

Several initiatives have been undertaken to enhance the security of EI and its components through the
use of blockchain technology. Table 2.3 summarizes the works related to blockchain-based solutions,
outlining their advantages and drawbacks.

Chen et al. [93] propose an authentication protocol based on the Practical Byzantine Fault Tolerance
(PBFT) consensus mechanism. Authentication requests are issued by the terminals to the master node.
The latter orchestrates the PBFT consensus with the slave nodes. Once the authentication has been suc-
cessfully completed, the master node generates a session key and adds the terminal information to the
blockchain.

Lu et al. [94] propose integration of Software-Defined Networking (SDN) and blockchain for secure
distributed energy trading, using the Distributed Hash Table (DHT) network for transactions, that speeds
up the process of finding information about data stored in the cloud. Sellers produce energy and store it
in devices, and then buyers purchase through the manager and use Bloom’s filter to obtain the best offers.
Transactions between seller and buyer are completed and stored on the blockchain. However, the authors
did not provide specific details on the SDN implementation.

In their subsequent work, Lu et al. [95] introduce a blockchain-based approach to the trading matching
system. They implemented a black-box matching process, in which a trusted agent node performs the
matching operations. This approach maximizes benefits for both parties. It ensures the protection of
users’ trade information and preserves the security and credibility of the matching scheme.

Ding et al. [96] focus on developing Energy Blockchain (EBC), a system that operates without the need
for trusted intermediaries. EBC is designed as a secure blockchain framework for peer-to-peer energy
trading within Industrial Internet of Things (IloT) environments. IIoT entities engage directly in peer-to-
peer energy trading using EBC. The system utilizes aggregators and energy purchasers/sellers to facilitate
transactions, which are recorded in blocks, validated by authorized entities, and securely added to the
blockchain, ensuring transparency. Additionally, the system ensures privacy and security through robust
wallet security measures, transaction authentication, and data unforgeability.

The authors of [97] propose an electricity trading platform within a Community Energy Internet Clus-
ter (CEIC), leveraging blockchain and Ethereum smart contracts to facilitate collaboration among multiple

Community Energy Internet (CEI) systems within a specific region. The primary objective is to prevent
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double spending. The proposed platform enables households to securely and transparently buy and sell
excess electricity within the CEIC. Participants, acting as consumers or producers of energy, possess in-
dividual digital wallets linked to the blockchain network for secure transactions. Smart contracts execute
transactions when both parties agree on the energy amount and price, ensuring automated and secure
payment and delivery.

Si et al. [98] introduce an innovative privacy-preserving blockchain scheme tailored for smart parks
integrating diverse energy sources. SMs diligently collect data on individual electricity consumption, em-
ploying encryption and perturbation techniques to safeguard privacy. Subsequently, the encrypted data is
securely stored on the blockchain, facilitating analysis through gradient descent analysis. This approach
enables accurate load change prediction, identification of energy demand patterns, and optimization of
energy scheduling, all while prioritizing user privacy.

The paper [99] presents a framework that leverages Hyperledger Fabric blockchain technology to
streamline clean energy transactions at photovoltaic (PV) electric vehicle charging stations. The frame-
work establishes collaboration between a PV organization responsible for energy production and an EV
organization managing charging stations. EVs are recharged at these stations equipped with SMs, which
record energy consumption via off-chain blockchain technology, simplifying energy management for both
EV and PV administrators. This integration guarantees the transparency, security, and efficiency of energy
transactions.

The work in [100] presents a multi-blockchain scheme for authentication and authorization across
domains, addressing the complex network integration within the EI, which encompasses interconnected
systems such as the SG, IoT devices, and distributed renewable energy resources. Each domain initializes
its blockchain network for authentication, using Cuckoo filters for efficient storage of user authentication
data. When a user in domain A seeks access to resources in domain B, the Authentication Server (AS) in
domain B checks the user’s status, requests authentication information from the supervisory blockchain,
issues a random challenge to the user and completes the authentication process by verifying the user’s
signature. In addition, the AS in domain A can revoke a user if necessary, while cross-domain access con-
trol is managed by role-based access control, facilitating secure data exchange in the event of successful

authentication.

29



CHAPTER 2. EXISTING SECURITY SOLUTIONS AND THEIR LIMITATIONS

-a1qed1iddy JoN :¥/N

‘saguaeyd yuawkordap
sasod yorym ‘sadinosar pue aspiadxa [ed

"SUOT)ORSUERI} UTRYDND0[q YIM
PoIRIdOSSE $)SOD S} SIZIWIUTW JUISSad
-o1d ureyd-jjo o[ym ‘suondesuer; A31oud

-ruyda} saxmbar spenuod jrewss wnareylg Jo Ajndas pue Adusredsuern; ayj sosjue QUIDEIA [ern) Ayua8ayug
M siojowr  ASmous  jrews  Sumerdsju]  -1end s)OBIJU0D JIBWS WNSISYY JO SN oY, -IIA WNaIayig Aouaredsuery ¢z0z [101]
“xa[dwod arow ‘ejeP UOHEIIIUSLINE JO Judwddeuewt
QINIOYIPIL WRYSAS LW ULd SIS OO0NOND  JUSIDI Y} Ul A[Ie[edS SISJJO Urewop suqeq UOLRZLIOYINY
puE SYIOM}OU UIeUdMOO[q-LNW JO asn Y[ Yded I0J ureydydo[q dyeredss e jo asn ay[, 8poTred4 ]  uonesnuUAyINy ¢zoz [001]
“e}ep JARISUDS “A3o10uda} ureyoxoo[q
pren3ojes 03 sainseawr uonddjoid Adearrd jo uoneidojur oy ySnoryy jusuwege orqeq
JUSIdYJNS 9PNOUI JOU S0P Iomdwely 9] -uew A31ud jo Aduamyye ayy Suraorduy 193parradAry Aduaredsuery, 720z [66]
“WIDISAS 9} Uo syuswaImb
-91 901nosa1 Teuonippe dsodwr Aew s9ssad ‘Koearrd 1osn urazesard
-o1d vondAmus ayy pue Jyromiau ureydOo[q  Iym uondumsuod A319us Jo sisA[eue IS
oy} “unyjriod[e yuadsap jusrperd panguusip  -aid sajqeus weysAs 9y} ‘Ureydydo[q pue
oy} uniz 0} paxmbazr seoinosar Sunndwod ay],  jusdsap justperd pangrusip uo 3urdar Ag V/N Aoearrg 1202 [86]
‘sansst uoneIdayur 3urster ‘sioyerado yiom
-}9U pue SIUI[HN [PUOHIPRI} YNM juswudife ‘puew
pue uoneurpiood armbar Aew syromawely -ap pue A[ddns £31sus jo Sumprew ewr
A10ren3ar pue sjorew A31ous Junsixa ojur  -13do Y} S9IeIIIDE] SPLIUO0D WS M
suonjoesuer} A319Us pazifenuaddp 3unerdsju]  WSTUBYDSIW UOTdNe S[qnop Y3 Jo asn 9y L, V/N Auidoyug 1202 [Z6]
"SOT
-Teuads Jurpes) A3I19Us UI SI9OMOIIO] pue
‘JuowAo[dop plIom-Tear  syueq Surpus] Jo AN[UN Sy} SIZIWIXEUI
10 uoneprea Teyuswrdxe ‘vonejuswadurr  pue Sunud ueof seznwundo urpus paseq
[eo1uyd3} uo sqre3ap dyads jo e[ [enusjof  -3paid 03 swed Sraqgydelg oy Surdddy V/N Aoearrg 1202 [96]
‘y3dap ur passaip
-pe jJ0U a1e SaNssI AJIqeeds pue ‘Sansst uon ‘Gurpen A31aus ur
-eZI[RIJUID SasTeI sapou Judde uo duepuadaq  Adearrd pue ssauire ‘Adusmdyye saaorduy V/N Aoearrg 0z0z  [s6]
"9DUBURJUTEUI PUE UOT)BJUSW ‘Aoearrd 1osn
-orduur ur Ayxerdwos aonpoxnur ued sardojou  309301d 03 28eI0)S BIEP PNO[D pue Ssuon
-9} LHA Pue ‘NS ‘Ureyd3d0o[q jo asn ay], -desuer} snowiuoue jo uorjejuswa(duy V/N Aoearrg 6102 [#6]
*S9SLAIDUL YIOMISU Y} UT SOpoU
JO IoquINU Sy} Se A[Iqe[eds pue peayIaA0 ‘uon ouqe]
‘Aouager jo swapqord sasod snsuasuod [JgJ -EORUDINE PIZI[EIJUIIIP PUE paIngrusi(q 8po1dA A uonesnuaymy 8107 [¢6]
uoye[d saInjeay
sypeqmeI( sagejueApy ureys»porg paIndag EE) G N

"SUOIIN|OS paseq Ureydsdo[q :¢'g d[qeL.

30



CHAPTER 2. EXISTING SECURITY SOLUTIONS AND THEIR LIMITATIONS

The authors of [101] introduced an energy trading system leveraging Ethereum smart contracts and
smart energy meters. In the proposed system, sellers and prosumers engage on the energy trading plat-
form. Sellers are required to generate energy tokens adhering to the ERC20 token standard to denote their
energy units. Upon agreement between the seller and prosumer regarding the energy price, the smart en-
ergy meters update the price information on the smart contract deployed on the blockchain, utilizing an
off-chain concept. Payment is then seamlessly processed through the smart contract using cryptocurrency,

thereby enabling the smooth transfer of energy tokens.

2.2.4 ML and DL based solutions

ML techniques are widely used for tasks such as classification, regression, and density estimation. They
form the core of various applications, including computer vision, fraud detection, bioinformatics, mal-
ware detection, authentication, and speech recognition [102]. In this context, IDSs that rely on ML are de-
signed to accurately identify and counter cyberthreats while maintaining efficient performance on varied
datasets. By learning what is considered normal behavior, these models are able to flag up any deviation

as a potential anomaly [103].

2.24.1 ML and DL models

There are many ML models used in the design of IDSs. This section briefly introduces the commonly used
models, which are also discussed in this chapter.

Deep neural networks (DNNs) form the basis of many modern ML models. DNNs are capable of
finding and learning representations from raw data, and performing feature learning and classification
[104]. The convolutional neural network (CNN) is a specialized type of DNN, which uses convolutional
layers to extract spatial features, making it highly effective for image and video processing [105].

For sequential data tasks, Long Short-Term Memory (LSTM) networks are commonly used. LSTMs are
designed to capture long-term dependencies in data [106], though they can be computationally intensive
and may face challenges with training speed. To address these issues, Gated Recurrent Units (GRUs)
were developed. GRUs simplify the LSTM architecture by reducing the number of gates, which lessens

computational load while maintaining similar performance in handling sequential information.
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In scenarios where data privacy and decentralization are critical, Federated Learning (FL) offers a
valuable approach. FL enables models to be trained across multiple devices or servers without sharing
raw data, thereby preserving user privacy and leveraging diverse data sources.

On a different note, traditional ML techniques remain valuable for many tasks. Decision Trees (DT)
provide a straightforward method by splitting data based on feature values, resulting in interpretable
models. Building on this concept, Random Forests (RF) employ an ensemble of decision trees to improve
prediction accuracy and reduce the risk of overfitting. Additionally, Support Vector Machines (SVM)
are used for both classification and regression tasks; they work by finding the optimal hyperplane that
separates data into distinct classes, making them robust for a range of problem types.

Explainable AI (XAI) techniques play a crucial role in making ML models more transparent and under-
standable, particularly in security applications where trust and clarity are essential. For instance, SHapley
Additive exPlanations (SHAP) helps quantify the contribution of each input feature to the model’s predic-
tion, giving insight into which factors most influenced the outcome [107]. Similarly, Local Interpretable
Model-agnostic Explanations (LIME) generates local approximations of a model’s behavior to explain
why a specific decision was made. These XAI methods not only enhance the interpretability of complex

models like DNNs and CNNs but also support cybersecurity experts in validating and refining their IDSs.

2.2.4.2 Related works on ML and DL based solutions

Recent notable studies have focused on improving IDSs to effectively counter the growing cyber threats.
The works discussed in this section are summarized in Table 2.4.

Tariq et al. [108] proposed a fog-edge-enabled SVM based FL IDS for SGs. This system addresses the
privacy risks and latency issues associated with cloud-based IDS models by leveraging fog computing
and FL to train IDS models on edge devices. The proposed model enhances intrusion detection perfor-
mance and ensures data privacy by sharing only learning parameters rather than raw data.

Similarly, Osa et al. [109] designed and implemented a DNN-based IDS aimed at enhancing the detec-
tion of cyber-attacks on computer networks. The system utilizes a neural network with six hidden dense
layers, each employing the ReLU (Rectified Linear Unit) activation function, and a softmax activated out-
put layer. The study also applied the synthetic minority oversampling technique (SMOTE) and random

sampling techniques to address data imbalance within the CICIDS2017 dataset [110].
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Expanding on this, Khacha et al. [111] developed an IDS tailored for IoT networks by integrating
CNN, LSTM, and GRU models, which were tested across both realistic and simulated traffic datasets. In
a comparable context, Saadouni et al. [112] developed a hybrid deep learning model utilizing CNN and
GRU architectures to enhance intrusion detection for IIoT networks. The model was evaluated using the
Edge-IloTset dataset [113] for both binary and multi-class classifications.

Further contributions to this field include those by Altunay et al. [114] who introduced an hybrid IDS
using a combination of CNN and LSTM networks tailored for IloT networks. Their model was evaluated
using two datasets, UNSW-NB15 [115] and X-IIoTID [116], achieving high accuracy rates in both binary
and multi-class classifications.

Moreover, Le et al. [117] proposed an IDS based on ensemble trees, specifically using DF and RF
classifiers. Their method aims to enhance attack detection performance while providing explanations
for the ML model predictions through the SHAP method. This approach addresses the complexity and
resource demands of DNN, offering a more interpretable solution that supports cybersecurity experts in
optimizing their decisions. The system was evaluated on the NF-BoT-IoT-v2 [118], NF-ToN-IoT-v2 [119],
and IoTDS20 [120] datasets.

Sharma et al. [121] developed a deep learning-based IDS for IoT networks using a DNN model, which
was evaluated using the UNSW-NB15 dataset [115]. Initially, the system achieved an accuracy of 84%,
which increased to 91% after addressing class imbalance with synthetic data generation using Generative
Adversarial Networks (GANSs). In another study, Sharma et al. [122] proposed an IDS based on both DNN
and CNN models, employing XAI techniques such as LIME and SHAP to improve model interpretability.
This approach was tested on the NSL-KDD [123] and UNSW-NBI15 [115] datasets.

Younisse et al. [124] proposed an IDS leveraging CNN and SHAP for explainability. Their study
analyzed feature importance using KDE plots to explain SHAP results, enhancing the understanding of
feature contributions in CNN models. This method helps in selecting relevant features and improving
model performance by focusing on critical data aspects. The system was tested on the KDD 99 dataset

[125].
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Table 2.4: ML and DL based solutions.

Ref XAI tool Dataset ML/DL model

[108] N/A CICIDS2017, NSL-KDD FL, SVM

[109] N/A CICIDS 2017 DNN

[111] N/A Edge-IloTset, NSL-KDD CNN, LSTM, GRU

[112] N/A Edge-IloTset CNN, GRU

[114] N/A UNSW-NB15, X-IIoTID CNN, LSTM

[117] SHAP IoTDS20, NF-BoT-IoT-v2, DT, RF
NEF-ToN-IoT-v2

[121] N/A UNSW-NB 15 DNN

[122] SHAP, LIME UNSW-NB 15, NSL-KDD  DNN, CNN

[124] SHAP, LIME KDD 99 CNN

N/A: Not Applicable.

2.2.5 Hybrid based solutions

The use of traditional cryptography, PQC or even blockchain and quantum cryptography can enhance EI
security. Another strategy is to combine these solutions to create a hybrid solution that benefits from the
strengths of each, making security more robust. In this section, we explore the notable hybrid solutions

in this field (see Table 2.5).

2.2.5.1 Related works on hybrid based solutions

Guanetal. [126] proposed a hybrid system, which consists of two levels: the first involves SMs in the form
of private blockchain nodes, in which they store the amount of energy held by each user; the second level
involves managers in the form of a consortium blockchain nodes that is responsible for balancing energy
demand and supply; the user’s energy information is encrypted using ECDSA and the hash function.
The authors of [127] propose a blockchain-based on lattice cryptosystem for secure EV charging in the
El, employing PBFT consensus. It addresses the risk of injecting malicious code in EV-charging station
communication. Blockchain integration provides transparency within the EI-EV interface. The power
grid initiates hierarchical key generation for cryptographic key generation. Power Distribution and Con-
troller and Prosumers (PDCPs) validate charging information using public-private key pairs, while ag-
gregators ensure secure communication and integrity of energy transactions, enhancing reliability in the

EI and EV interface.
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The authors of [128] propose an anonymous authentication scheme using blockchain, ECC, and
Chameleon Hash (CH), called EVAA (Editable and Verifiable Anonymous Authentication). In this
scheme, users register on the energy management platform by providing their personal information. Sub-
sequently, the platform generates a unique identity certificate for each user, which is utilized to guarantee
anonymous authentication.

Decision making in EI network is a challenging task which can directly affect the security of the net-
work. The voting protocol proposed by Hu et al. [129] is dedicated to this issue. This proposed proto-
col ensures a fair and transparent voting process where all nodes in the network can participate in the
decision making process, which helps in the management of EI network, including energy production,
distribution and consumption.

Chen et al. [130] propose an access control protocol using blockchain, ECC and hash function. This
proposed protocol assumes Grid Companies (GC) to be considered as a trusted entity and involves cry-
pographic operations to generate secure access control on the communication between GC and power
supply side nodes. In addition, it involves blockchain for immutable identity.

The authors of [131] propose a post-quantum blockchain scheme tailored for the EI within the Inter-
net of Vehicles (IoV) framework. This innovative approach combines blockchain technology with lattice-
based signatures, enhancing authentication and transaction verification processes. The scheme’s perfor-
mance is evaluated using key metrics, including public key size, private key size, and signature size, to

ensure its effectiveness and efficiency.

2.3 Analysis and discussion

Based on the previously discussed security solutions, we can draw the following conclusions.

* Blockchain-based solutions: Integrating blockchain technology with the EI can significantly en-
hance security by providing robust protection mechanisms. However, as shown in Table 2.3, each

scheme has its own advantages and drawbacks. Key observations include:

— The consensus algorithm must be chosen carefully, considering both resource limitations and

the size of the network.
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— While the deployment of multiple blockchains within the EI framework can improve security,

it also increases resource requirements and adds complexity to the system architecture.

- Blockchain is inherently designed to prevent centralization and eliminate third-party control.
Therefore, any blockchain-based protocol must avoid central control to fully leverage these

benefits.

¢ Traditional cryptography: This remains the most established and widely adopted approach for
securing communications and data. Each cryptographic method comes with specific performance
costs, and the overall effectiveness largely depends on its integration within the protocol. It is

important to avoid unnecessary computational overhead to maintain system efficiency.

¢ Post-quantum and quantum cryptography: The adoption of PQC and quantum cryptography in
securing the EI presents a promising avenue. Although quantum cryptography offers enhanced
security, as shown in Table 2.2, its implementation requires substantial modifications to the existing
power system infrastructure, making it less cost-effective. In contrast, PQC similar in appearance
to traditional cryptographic methods but based on more complex mathematical problems, emerges

as the most practical solution in the context of quantum computing.

* ML-based solutions: ML-based solutions offer high accuracy in detecting cyber threats and are
capable of learning complex patterns from network data. However, while models such as DNNs,
CNNs and sequential models such as LSTMs and GRUs can effectively identify anomalies, their
success often depends on the balance between performance and interpretability. Techniques such
as XAI help demystify these models by explaining how individual characteristics influence their
predictions. Nevertheless, the computational complexity and data dependency of these ML models

must be carefully managed to ensure that they fit well into the overall EI security architecture.

¢ Hybrid solutions: Combining multiple technologies can address a range of security challenges.
However, such solutions may also inherit the limitations of the individual technologies employed.
Therefore, any security solution developed for the EI must align with its unique network character-

istics to be truly effective.
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2.4 Challenges in the existing literature

Although extensive research efforts have been devoted to enhancing the security of the EI, many chal-
lenges persist in the existing literature. These issues span various technological layers and security
paradigms, reflecting the complexity of securing a dynamic and heterogeneous energy ecosystem. The
following points highlight key open issues that still require attention for the development of a robust and

secure EI:

¢ Scalability: While blockchain offers promising security enhancements, its scalability remains a
challenge. The increasing number of IoT devices in the EI ecosystem demands security solutions

that can efficiently handle large-scale deployments without compromising performance.

* Quantum-resistance: The rise of quantum computing poses a significant threat to current cryp-
tographic methods. Although PQC is being developed to counteract this threat, the transition to
quantum-resistant algorithms is still in its early stages and requires further research and standard-

ization.

¢ Interoperability: The EI involves various devices, systems, and technologies, making interoper-
ability a critical concern. There is a need for standardized protocols and frameworks to ensure

seamless communication and security across different components of the EL

* Real-time for security operations: The real-time nature of data monitoring and interconnection
in the EI introduce challenges in ensuring timely and secure data processing. We need further
development for the techniques to securely handle and analyze real-time data streams without

introducing latency or vulnerabilities.

* Energy efficiency of security operations: Security solutions must be designed to be energy-
efficient, given the resource-constrained nature of many IoT devices in the EI. Balancing robust
security measures with minimal energy consumption is a critical area requiring innovative ap-

proaches.

¢ Hybrid security solutions: Combining multiple security techniques, such as blockchain, traditional

cryptography, and quantum technology, into hybrid solutions is a promising approach. However,
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integrating these diverse methods into a cohesive and efficient security framework poses significant

technical and operational challenges.

¢ Decentralization: The existing power grid relies mainly on a trusted central authority to manage
and control the network. Transforming the El into a fully decentralized network is a challenge, and

requires a major effort in terms of security.

2.5 Conclusion

In this chapter, we reviewed existing solutions proposed to secure the EI, highlighting several emerging
technologies, including blockchain, PQC, quantum and traditional cryptography, as well as hybrid and
ML-based approaches. We have provided an overview of the fundamental ideas, advantages and limi-
tations of each solution, enabling us to identify the main challenges and open issues arising from these
limitations. The aim of this chapter is to set out our motivation for proposing targeted solutions to address
these limitations. Before going into our contributions, the next chapter presents the techniques, tools and

metrics used for evaluation and simulation, which will be used later in our contributions.
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Chapter 3

Simulation and evaluation techniques,

tools, and metrics

3.1 Introduction

To demonstrate the effectiveness of any security solution, it is crucial to thoroughly evaluate its perfor-
mance. Although security is the primary objective, the solution’s lightweight nature is equally important,
as it ensures efficient implementation. Additionally, practical deployment offers valuable insights into its
applicability in real-world scenarios. Consequently, this chapter details the techniques, tools, and metrics

employed to simulate and evaluate our contributions presented in Chapters 4, 5, and 6.

3.2 Security verification techniques

The security verification process aims to validate the system’s ability to mitigate various potential attacks.
To achieve this, we employed a combination of techniques: formal methods such as BAN logic, ProVerif,
and AVISPA, along with informal approaches based on analyzing common attack scenarios to assess the

system’s resilience against diverse threats.
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3.2.1 BAN logic

BAN logic is a formal model widely employed in the literature to assess the security of key distribution
and authentication protocols. The model entails transforming protocol messages into logical formulas,
applying logical rules of inference to these formulas, and making reasonable assumptions to determine
whether the protocol can achieve its intended security goals [132]. We describe some preliminary

concepts and notations below to understand BAN logic better.

Notations:

P |= X: P believes X, or P would be entitled to believe X is fundamental to the logic, as it allows

the principal P to behave as though X is true.

* P < X: P observes X. A message containing X has been sent to P, which has the ability to read and

echo X (possibly after performing some decryption procedures).

e P |~ X: P once said X. At some point, the principal P, transmitted a message that contained the
statement X. It is uncertain whether the message was dispatched in the distant past or during the

present execution of the protocol, but it is certain that P held the belief in X at that time.

¢ P = X: P controls X, which mean P possesses jurisdiction over X. The principal P, has the power

and expertise to make authoritative decisions concerning X.

e #(X): X is fresh, indicating that X has not been transmitted in any message during any prior exe-

cutions of the protocol.

* (X)y: X combined with Y.

{X}y: X encrypted using secret key Y.

p & Q: P and Q use the shared key k to communicate.

% P: Phaskasa public key.
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Rules:

P|=#(X),P|=Q|=X
P|=P45Q
be fresh and that principal P and Q both believe in X, which is a necessary parameter of the session

® R; : The session keys rule assuming that principal P considers the session key K to

key, principal P concludes that she and Q have the same session key K.

P|l=Q=X,P|=0Q|=X
X

* R : The jurisdiction rule if P acknowledges Q’s authority over X, and Q believes

X, then P will believe that X is true.

P|=#(X),P|=Q|~X

PI=0I=X if P believes X is fresh, and P believes Q once said

® Rj : The nonce-verification rule

X, then P believes Q believes X.

K
P|=P%=Q,Pa(X)
—P=0~X if P believes that the secrete key K is shared with Q

and P sees (X)y then, P believes Q said X.

* R4 : The message-meaning rule

* Rs : The freshness-conjuncatenation rule P|E#(X)) if P believes X is fresh, then, P believes that

PI=H(XY
(X,Y) is fresh.

P|=,Pa{X},

* R¢ : The public key encryption rule P=Q~X

if P believes that Q has a public key K, and

receives the message X encrypted using a secret key K1, then, P believes Q said X.

e Ry :The belief rule % if P believes X, and P believes Y, then, P believes (X, Y).

To apply BAN logic effectively, it is essential to start by idealizing the protocol, which involves abstracting
the messages exchanged into a simplified form. In addition, the initial beliefs of each participant must
be clearly defined, including assumptions about shared keys, the freshness of nonces and trust in spe-
cific entities. By systematically applying the rules of BAN logic to these idealized messages, new beliefs
can be derived from the established assumptions. The aim is to demonstrate that each participant ulti-
mately trusts the authenticity of the messages and that the intended security properties, such as mutual

authentication or key agreement, are successfully achieved.

3.2.2 ProVerif

ProVerif is an automated tool that allows users to verify the security properties, such as confidentiality,

authentication, and integrity, of security protocols. It is built using the Prolog language, which enables
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the tool to explore the different states and behaviors of the protocol. The security protocol is analyzed in

three segments: the declaration segment, the request segment, and the execution segment [133].

¢ Declaration segment: In this initial phase, the protocol is modeled by declaring its fundamental
components. This includes specifying cryptographic primitives (e.g. encryption, decryption, digital
signatures), data types, communication channels, keys and other relevant parameters. Declarations
are expressed in a formal language that captures the structure and intended behavior of the protocol
within the framework of the Dolev-Yao adversary model [134], in which the attacker is assumed to

have full control over the network but cannot break cryptographic assumptions.

* Request segment: During this phase, the security properties to be verified are formally stated in
the form of queries. These queries generally concern the confidentiality of certain secrets, mutual
authentication or the maintenance of message integrity. The user defines these properties by con-
structing assertions or goals that the protocol must satisfy. This segment guides ProVerif analysis,

focusing on the protocol specific security objectives.

¢ Execution segment: In the final phase, ProVerif processes security declarations and queries using
an automatic reasoning engine. Using its Prolog-based resolution mechanisms, the tool explores
all possible executions of the protocol to determine whether the specified properties are respected.
ProVerif uses a form of over-approximation to ensure that the analysis completes, even in the pres-
ence of potentially infinite state spaces. If a property is not respected, ProVerif usually provides
a counter-example or attack trace that illustrates how the security violation may have occurred,

enabling potential vulnerabilities to be identified and addressed.

3.2.3 AVISPA

AVISPA is considered one of the most recognized and reliable tools for checking and verifying the ef-
fectiveness of security protocols against attacks and threats [135]. AVISPA provides a formal security
language known as High-Level Protocol Specification Language (HLPSL), which is used to specify the
security properties and problems. It is based on modular expressions and roles. For the analysis tech-

nique, there exists four back-ends: the On-the-fly Model-Checker (OFMC), the SAT-based Model-Checker
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(SATMC), the Constraint-Logic-based Attack Searcher (CL-AtSe) and the TA4SP protocol analyzer [136].

The AVISPA work process can be broken down into several steps:

* Specification: The first step is to write an HLPSL specification that defines the protocol roles
(e.g. initiator, responder), the sequence of message exchanges and the cryptographic operations
involved. At the same time, the security properties to be verified, such as authentication, confiden-

tiality and integrity, are explicitly stated.

¢ Translation and pre-processing: AVISPA then translates the HLPSL specification into an interme-
diate formal model that captures the essential behaviors of the protocol. This abstraction process
eliminates non-critical details while preserving the logical structure and security requirements of

the protocol.

* Analysis via multiple analysis engines: AVISPA then uses the four analysis back-ends for verifi-

cation, each using a different methodological approach:

- OFMC dynamically generates the protocol state space during analysis, exploring all possible

execution paths to detect vulnerabilities in real time.

— SATMC converts the verification problem into a Boolean satisfiability problem (SAT) and uses

efficient SAT solvers to verify violations of the specified security properties.

— CL-AtSe relies on constraint logic programming to systematically search for potential attacks
by applying logical inference rules and constraints that capture the capabilities of the adver-

sary.

— TAA4SP uses tree automata techniques to model protocol executions as trees, enabling the tool

to verify security properties using automata theoretic methods.

¢ Interpretation of results: After the analysis, AVISPA provides information on the security of the
protocol. If no attacks are found, the protocol is considered safe with regard to the properties spec-
ified under the assumed conditions. Conversely, if vulnerabilities are detected, AVISPA generates
an attack trace or counterexample that outlines the sequence of actions an adversary could perform

to compromise the protocol.
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3.3 Simulation tools

In this section, we outline the simulation tools used in our study to evaluate the performance and secu-
rity aspects of the proposed solutions. Specifically, we use Hyperledger Fabric, a permissioned blockchain
platform designed for enterprise applications, and Caliper, a benchmarking tool used to measure key per-
formance metrics of blockchain networks. These tools provide a comprehensive framework for assessing

the operational efficiency and scalability of distributed ledger systems in a controlled environment.

3.3.1 Hyperledger Fabric (HLF)

Hyperledger Fabric (HLF) is a permissioned blockchain platform developed under the auspices of the
Linux Foundation [137]. As a distributed ledger technology (DLT) framework designed to meet en-
terprise requirements, HLF distinguishes itself by enabling the execution of smart contracts in several
general-purpose programming languages, including Node.js, Java and Go. The platform is characterized
by its unique execute-order-validate architecture, which organizes the transaction process into three dis-
tinct phases: execution, order and validation. Unlike public blockchain systems, HLF assigns specific
identities to all network nodes, which are classified into three roles: clients (initiators of transactions),
peers (maintainers of ledger copies and executors of smart contracts), and orderers (managers of transac-
tion sequencing and consensus) [138, 139, 140].

In addition, the HLF incorporates a Member Service Provider (MSP), an essential design element re-
sponsible for managing user identities and controlling access to the network. The MSP uses a CA to verify

and authenticate users, ensuring that only authorized entities participate in the blockchain network.

3.3.2 Caliper benchmark

Caliper is a benchmarking tool designed to evaluate the efficiency of blockchain networks. The tool fo-
cuses on measuring three main metrics: transaction latency, throughput, and resource usage. Transaction
latency quantifies the time it takes for a transaction to be recorded in the ledger, while throughput mea-
sures the number of transactions processed per second. Resource usage, meanwhile, monitors CPU and

network memory consumption during the benchmarking process. By providing quantitative information
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on these key performance indicators, Caliper is a valuable resource to assess the scalability and opera-

tional efficiency of blockchain implementations [141].

3.4 Evaluation metrics

The main metrics for evaluating the performance of the proposed security solutions are computational
cost, communication cost and storage cost. These metrics provide a comprehensive assessment of cryp-

tographic efficiency and load on the system.

¢ Computational cost: Refers to the amount of computing resources, such as processor cycles and
memory usage, required to perform various cryptographic operations. This cost is usually mea-
sured in milliseconds (ms) to quantify the execution time. In this thesis, we adopt the computa-
tional costs required to perform each cryptographic operation based on the studies of Wang et al.

[142] and Sadhukhan et al. [143], as shown in Table 3.1.

Table 3.1: Computational cost for various cryptographic operations.

Notations Description Time (ms)
Tsesa Symmetric encryption/ decryption 0.0046
Thesd Asymmetric encryption/ decryption 3.850

Ty String to number hash 0.089

Ty String to point hash 12.418

Ty Bilinear pairing 48.660

Ta ECC point addition 0.118

T ECC point multiplication 2.226
Tokp Quantum Key distribution 0.0159

¢ Storage cost: Defined as the amount of data that must be stored locally by the system, usually

quantified in terms of data size (bits).

¢ Communication cost: Refers to the volume of data exchanged between the different entities of the
system. It is generally calculated as the product of the number of messages transmitted and the size
of each message. Table 3.2 details the size of the various data elements used. Table 3.2 details the

size of the various data elements used.
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Table 3.2: Size of data elements used.

Notations Description Size (bits)
|ECC] ECC point 320

|Cs| One symmetric ciphertext 128

|H| Hash outputs 256

|ID| Identifications 64

|T]| Timestamps 32

ISK| QKD key 128

3.5 Conclusion

This chapter detailed the techniques, tools, and metrics that will be used to verify and evaluate the contri-
butions presented in the subsequent chapters. We explored several security verification methods, namely
BAN logic, ProVerif, and AVISPA, to assess the resilience of the system to potential attacks. Additionally,

we introduced simulation tools such as Hyperledger Fabric and Caliper, which are used to measure key

performance parameters of the blockchain network.

Furthermore, we described the main evaluation metrics used to assess cryptographic operations, in-

cluding computational cost, storage cost, and communication cost.

In the next chapter, we will present our proposed methods and protocols for improving the security

of the EI system, taking into account the advantages and limitations of existing contributions.
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Chapter 4

SemAuth: Secure and Efficient Mutual
Authentication Protocol in IoT-based EI

using Blockchain

4.1 Introduction

The main characteristic of the EI is the integration of various technologies via the internet. However, this
fusion poses new security challenges, particularly in terms of authentication between various IoT devices
in the EI [3].

A significant amount of research has been dedicated to the security of EI, SG, and IoT. Despite the
numerous authentication systems available, many of them do not meet essential security criteria. Pri-
marily, these approaches depend on a central authority for both registration and authentication, thus
reducing their decentralization. Additionally, relying on a central authority presents scalability issues,
as the integrity of the system is compromised in case of authority failure. Moreover, several proposed
solutions lack implementation specifics or fail to execute properly, making it challenging to ensure their
effectiveness in real-world scenarios.

In this chapter, we propose SemAuth (Secure and Efficient Mutual Authentication Protocol), a

blockchain-based solution for device authentication in IoT-based EI. Building upon the foundational work
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of Wang et al. [142], our protocol addresses the limitations outlined in Section 4.2. Specifically, we extend
their framework by integrating smart contracts to streamline user registration and signature verification
processes. The enhanced protocol, along with its formal security analysis, is elaborated in Sections 4.3
and 4.4, respectively.

A comparative analysis against recent studies in Section 4.5 demonstrates the superior efficiency and
robustness of SemAuth. To validate its practicality, we implement the protocol on the HLF platform, with
performance evaluations conducted using the Caliper benchmarking tool (Section 4.6). For clarity, we
adopt the abbreviation SEMAGrid (Secure and Efficient Mutual Authentication Protocol for Smart Grid

under Blockchain) to reference Wang et al.’s original protocol throughout this chapter.

4.2 Overview of SEMAGrtrid protocol

Key notations employed in this work are summarized in Table 4.1.

Table 4.1: Key notations of SemAuth protocol.

Notation Description

RA Registration Authority

SM; Smart Meter

uc; Utility Center

BC Blockchain

sC Smart Contract

G A general cyclic group

E(F,) An elliptic curve over a finite field IF,
q A large prime number

G A generator of IF, with the order g
Z; A set of integers no larger than g
Pyup The system master public key

k The system master private key

hy A hash function from {0,1}* to G
hy A hash function from {0,1}* to Z;
Sigsm., Sigucj Signature of SM; and UC;
HIDSMi/ HIDUCj Hashed ID of SMZ and UC]

At Maximum transmission delay

The authentication protocol outlined in [142] for SG systems incorporates a smart contract deployed

on the blockchain. The system model is depicted in Figure 4.1.
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Figure 4.1: System model of SEMAGrid protocol.

The objective of this protocol is to decentralize the authentication process, requiring a sequence of

steps to guarantee secure and authorized access to resources:

¢ The system initialization begins with the initiator generating a public and private master key using

ECC. In this process, k € Z; denotes the private key, and P,,;, = k - G represents the public key.

* During the registration process, SM; and UC; sends the hash of the identifier to RA;. Subsequently,
RAy verifies the ledger records to ascertain if the user has already been registered by invoking the
Registration function in the smart contract. If the user’s information is not found in the records, the
Registration function proceeds to generate a public key and signature in the following manner:

1. Randomly select: rsp;, € Z;.
2. Compute the public key: Ry, = 7sp, - G.

3. Calculate the signature: Sigsyr, = k + rsp, - esm,, where esyg, = h1(Ppup||Rsa; || HIDspy, )-

* RAj transmits the public key Rsy, and signature Sigsy, to SM;. SM; can validate the signature by
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verifying if Sigsp, - G z Pyup + esy; - Rsy;. Upon registration, each party holds a signature and

public key, which will be utilized to establish a session key during the authentication process.

* To generate a session key, SM; chooses a random value, 2 € Z;, and computes two values: A = a-G
and Vi = a - Sigspy;- Subsequently, SM; transmits the tuple {Rsyy;, A, t1, HIDsp,, V1) to UC;, where

t; denotes a timestamp.

* Upon receiving the tuple {Rsy;, A, t1, HIDspy;, V1} from SM;, UC; first verifies the freshness of the
timestamp #; (t; — t] < At) and then validates the integrity of V; using the equation: V; - G2 ZA-
(h1(Pyup|[Rsm, ||HIDspy,) - Rsm; + Ppup)- If the equation is correct, UC; selects a random number b €
Z; and computes B = b - G. Subsequently, UC; generates the session key as: SKyc, = h2(A|[B) &
Sigsm,, along with V, = Sigucj - A - B® Sigsy;. Finally, UC; sends the tuple {B, SKucj, V,, 1} as a

response to SM;.

¢ Upon receiving the tuple {B, SKucj, V2, t2} from UC;, SM; verifies the freshness of the timestamp:
tp —ty < At. If the timestamp is fresh, SM; proceeds to check the validity of V2 and SKyc; as
follows: V = a.B.(Ppup + h1(Ppup||Ruc;|[HIDuc;)-Ruc;) & Sigsm, and SKuc, & Sigswm, 2 ha(A||B).
If both verifications succeed, SM; computes the session key, SKsy, = ha(A||B) @ Sigsp,, and stores

it along with SKyc; as the session keys for future communication with UC;.

While the SEMAGrid protocol offers certain advantages, it is susceptible to a variety of security vul-
nerabilities. These vulnerabilities encompass a range of potential attacks, including, but not limited to,
MITM attacks, session hijacking, impersonation attacks, and information disclosure. A detailed discus-

sion of each of these security vulnerabilities is presented below:

* MITM attack: In the authentication phase, an adversary A can execute an MITM attack by inter-
cepting communication between SM; and UC;. The attack proceeds as follows (a visual illustration

of this attack is presented in Figure 4.2):

1. Over a public channel, SM; transmits the tuple {Rsy;, A, t1, HIDsp,, V1) to UC;.

2. The adversary A intercepts the message, locally saves the value of A, and generates a new
value A’ = a'.G, to calculate anew V1’ = Siggsy,.a’. Subsequently, it transmits the regenerated

tuple: {Rsp,, A, t§, HIDspy,, Vi } to UC;.
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Figure 4.2: MITM attack on SEMAGrid protocol.

3. UC; verifies the equation:

?
V{.G* = A".(h1(Pyup||Rsm, | |HIDsp,)-Rsm; + Poup)

2
= a'.G(h1(Ppup|||Rsm, || HIDspg,)-Rsas; 4 Ppup)

£ 0'.G(esm, Rsu, + k.G)
z 11’.G(€5Mi.1’5M1,.G + k.G)

< a'.G*(esp.rsm, + k)

V{.G* = Sigs..a'.G?

(4.1)

Which will be true, UC; then generates a random number b, and compute B = 1.G, SKuc], =

hz(A/‘ |B) SP) SigSMl-, and V, = Sigucj.A/.B D SigSM,--

The adversary A intercepts the message, in the same way as the first one, he will save B

locally, select a random number V', compute the new value of B’ using b’: B' = V.G, V; =

Siguc;-A.B' @ Sigsm;, and SKlucj = hy(Al||B’). Then transmitted the newly generated tuple:

(B', SK{;c., V4, 15} to SM.
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5. SM,; verifies the equation:

Vs £ a.B".(Pyup + 1 (Ppus||Ruc; || HIDuc,)-Ruc,) @ Sigsa,
£ 0.B'.(k.G + h1 (Py| | Ruc,|[HIDyc,).Ruc,) @ Sigsw,
£ 0.b'.G.(k.G + I (Pyup||[Ruc, || HIDuc,)-Ruc,) @ Sigsw, w
£ Ab.G.(k + h1(Ppup||[Ruc,||HIDyc,)-Ruc,) @ Sigsu,
£ A.B'.(k+euc;-Ruc,) @ Sigswm,

= A.B/.Sl'gSMi ©® SigSM,-

As the verification is true, SM; will compute the SK§,, as follows: SKg,, = ha(A|[B') @ Sigsm;-
6. In the other side UC; will also compute SK/UC], is the same way: SK/uq = hy(A'||B) & Siguc;-

7. A final verification should be performed in each party: SK/UC]_ @ Sigsm, < hy(A'||B) in uc;
side, and SKg,, @ Siguc, Z hy(A||B') in SM; side.

8. In a normal situation, SK§ w; should be equal to SK’UC],, but in this case, SK§ M # SK{JC],, while
this cannot be detected by SM; and UC;, and the attacker A has here generated two keys:

SK§ w; to communicate with SM; and SK’UC/ to communicate with UC;.

¢ Session hijacking: In the same way, as demonstrated in MITM attack, an attacker can intercept
and take control of a session that has been established between two communicating parties using
SK,UC, and SKg,, . This allows the attacker to hijack the session and gain unauthorized access to any

sensitive information that is exchanged between the parties.

¢ Impersonation attack: An unauthorized individual gaining access to restricted information or sys-
tems may be a significant security concern, and an adversary A could potentially achieve this by
impersonating a legitimate participant in the communication using valid session keys, SK{IC], and

SKi.

¢ Information disclosure: Upon carrying out the MITM attack, an intruder can intercept and read
the messages being transmitted between the two parties, leading to the compromise of sensitive
information and systems. The attacker can gain control of the established session utilizing the

session keys, SK{IC], and SKj M-
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Emphasizing the gravity of the security vulnerability present in SEMAGrid protocol, it is crucial to ad-

dress and resolve these security concerns to prevent any potential harm to users.

4.3 Proposed scheme

Our proposed protocol aims to enhance the security of SEMAGrid protocol, by addressing the identified
security limitations. To achieve this, we have designed an improved protocol that specifically targets
the authentication and key establishment phases while keeping the initialization and registration phases
identical to those in SEMAGrid protocol. During the modified phase, registered entities, SM; and LIC]'

can establish a session key by following a set of defined steps (see Figure 4.3).

SIl\‘lli UCJ

Generate random a € Zq*
Compute A= a . G, Sgwi=a. Ppup
Compute Cgyi = IDgw; @ Ssy;

Generate timestamp t, M;={Csmi. A, t1, Sigsui}

Checks ift; - t;' = At

\

Invoke chaincode to verify Signature
Generate random b € Zq*

Compute B =Db .G, Syg=b. Py
Compute Cuq = IDy¢; ® Sy

Compute SKucj =A.b

Mo={Cyg. B, t2 Sigyg .
2={Cug 2 Sigug} Generate timestamp t,

A

Checks ift; - t;' = At
Invoke chaincode to verify Signature

Compute SKgv; = B.a

Figure 4.3: Modified phase in SemAuth protocol.

1. To begin, SM; selects a random number, a < Zj; and computes: A = a.G to be used later in the
computation of the session key, and Sigsyy,. SM; computes Ssp1, = a.Ppyp and Csyy; = IDsp; © Ssu;,
to be used later to verify the signature ownership, where IDgyy, is the identifier for SM;. SM; then

sends the tuple {Csy,, A, 1, Sigsm,} to UC;.

2. Upon receiving the tuple, UC; verifies the signature using the SignatureVerify function from smart

contract to check if SM; is the owner of the signature by verifying the following;:
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Sigsmt, = Pyub + 11 (Pyus| [Rsa, | |11 (Csp, ® (AK)))-Rsy, (4.3)

If the verification does not match, LIC]- rejects the authentication; Otherwise, UC]- selects a random
number, b € Z; and computes: B = b.G, Suci = b.Pyy, and Cucj = IDucj P Suc,»- UC; then

computes the session key, SKucj = A.b, and sends the tuple {CUC]., B, t, Sigucj} to SM;.

3. SM,; also verifies the signature using the SignatureVerify function to confirm that UC; is the owner of
the signature. If the verification is successful, SM; computes: SKgy;, = B.a, and stores it for future

communication.

Prove: The correctness of Equation 4.3 is explained as follows:

Sigsm;-G = Ppyup + h1(Ppup||Rsa, |11 (Cspmr, @ (Ak))).Rsm,
£ Py + 11 (Pyus|[Rsag, |11 (Csr, © (2.G.K))). R
L Pous + 11 (Pyus| [ Rsng 111 (Csng, @ (a.Pyus)))-Rs,
£ Poup + 11 (Pyup| | Rs |11 (Csat, @ Ssw,)))-Rou (4.4)
Z P+ 11 (Pyuo [ Rsns |71 (IDs s ))-Rsn
2 kG + esyr-rsm,-G

= (k + eSM,--rSM,-)-G

Prove: The correctness of a session key is described as follows: SKUCJ, L AbLaGbLBa= SKspy,

4.4 Security evaluation

In this section, we provide a detailed analysis of how our proposed enhancement offers a robust defense
against commonly known attacks through informal security analysis. Additionally, we verify that our
solution satisfies the necessary security properties with a formal security analysis using BAN logic and

the ProVerif tool.
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4.4.1 Informal security analysis

e MITM attack: In order to run an MITM attack, an intruder is required to execute a series of steps.
Initially, the attacker must generate a random number 4’ € Z; and calculate A" = a’.G. The at-
tacker then computes Sg;, = a’.Py,p. Next, the attacker generates a valid identification ID and
computes Cs,, = ID & Sg,;.. The attacker then sends these parameters along with the signature of

the legitimate user to the recipient.

Upon receiving these parameters, the SignatureVerify function is invoked by UC; to verify the au-
thenticity of the signature. Since the ID that was sent by the attacker does not match the IDsy,, used
to generate the signature, the authentication request is rejected and the invocation of the chaincode

ends. Consequently, the MITM attack is effectively mitigated.

* Impersonation attack: An attacker could potentially send a message to UC; containing SM;’s valid
ID and other parameters that have been generated or intercepted by the attacker. However, due
to the computational complexity of determining SM;’s ID, it would be challenging for the attacker
to pass the smart contract check. Even if the attacker were to intercept Csy,,, it would be impossi-
ble to impersonate SM;. As a result, it can be concluded that the enhanced scheme is resistant to

impersonation attacks.

* DoS attack: The distributed architecture of blockchain presents a notable advantage in mitigating
DoS attacks. This is achieved by storing authentication records across multiple nodes in the net-
work, making it challenging for attackers to focus on a single point of vulnerability and interfere

with the authentication process.

* Replay attack: To prevent replay attacks, timestamps can be used to verify the validity of a mes-
sage’s timestamp compared to the most recently received one. This approach ensures the integrity
and freshness of transmitted data. In our protocol, each party checks the freshness of the times-
tamp upon receiving a message by verifying whether: t; — t; < At. This enhancement significantly

strengthens the protocol’s ability to resist replay attacks.

¢ Decentralization: Our enhanced protocol heavily relies on the use of blockchain technology, which

provides an inherent level of security due to its decentralization. The decentralized nature of
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blockchain mitigates the risk of centralized attacks, making it much more difficult for attackers
to manipulate the system. Furthermore, the difficulty of carrying out a 51% attack on a blockchain
network (as it is expensive, especially for large scale network) adds an extra layer of security to our

protocol, ensuring that the system remains secure and resilient against attacks.

¢ Perfect forward secrecy: Our protocol provides the crucial property of perfect forward secrecy,
which is a fundamental feature in cryptography that ensures the confidentiality of past and future
sessions, even if an attacker gains access to the private key used for session encryption. This is
achieved by generating a unique session key for each session, independent of the long-term private
key. The use of A and B to establish a one-time session key in our protocol is the key element that

guarantees perfect forward secrecy.

* Mutual authentication: Mutual authentication is a critical security feature that ensures the legiti-
macy of both parties involved in a communication session. In our protocol, mutual authentication
is achieved by utilizing a shared secret key. To authenticate each other, both parties must indepen-
dently compute SKgy;, = a.B or SKUCJ, = b.A, where the values of a2 and b are only known to the
legitimate parties. This process confirms that each party is in possession of the correct shared secret

key, which is essential for secure communication.

4.4.2 Formal security analysis

* BAN logic: We examine the security of proposed protocol through the application of BAN logic
where our objective is to accomplish the following four goals:
G : SM; |= (SM; &5 uc)
Gy : UG |= (SM; &5 Ug))
Gs : SM; |= UC;(SM; <5 uc;)
Gy : UG |= SM;(SM; &5 UG;)

The idealized transmitted messages are presented as follows:
M;:SM;, — UC]' : {CSMi/Az t1, SigSMi}
My . UC]' — SM; : {CUC]-/ B, ty, SigUC]-}
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The foundational presumptions of the enhanced protocol are delineated as follows:

Aq
A
Aj
Ay
As :
Ag :

SM; |= #(a)

UC; |= #(b)

SM; |= UC; = B
UCj |= SM; = A
SM; |= SM; <5 UG
UC; |= UC; < sM;

Aj and A; denote that a4 and b are randomly generated numbers by SM; and UC;, respectively.

Given that A is equal to 2 multiplied by G and B is equal to b multiplied by G, we can derive A3

and Ay.

The main proofs are stated as follows:

— We demonstrate that our improved method accomplishes G; and G3. Now, starting from the

mapping M, : UC; — SM; : {Cucj, B, ty, Siguc].}, we have, SM; < (Cucj, B, t, Siguc].). Using
S1 and As along with the rule R4 (see Section 3.2.1 for a detailed list of rules), we derive
S> : SM; |= UC; |~ B. Using Sy, A, and applying the rule R5 and R3, we obtain S3 : SM; |=
uc; |= B. Based on S3, A3, and the rule R,, we infer that SM; |= B. Since SKsy;, = B.a, we
use A1, Sy, and S3 to deduce Gy : SM; |= (SM; M UC;). Employing Gy, Az, and the rule
Ry, we derive Gz : SM; |= UC; |= (SM; & uc;).

We show that our improved method achieves G, and G4. Again, starting from the mapping
My : SM; — UC; : {Csm,, A, t1,Sigsm, }, we have, uci« (Csm,, A, t1, Sigsm, ). Using S and
Ag along with the rule Ry, we derive S, : UC; |= SM; |~ A. Using Sy, Ay, and applying the
rules Rs and R3, we obtain S3 : UC; |= SM; |= A. Based on S3, A4, and the rule Ry, we infer
UC; |= A. Since SKuc, = A.b, we use A, S4, and S3 to deduce G; : UC; |= (UC; & SM;).
Employing Gy, A4, and the rule Ry, we derive, G4 : UC; |= SM; |= (UC; & SM;).

¢ ProVerif: The specifics of the declaration and query segments are provided in Figures 4.4 and 4.5,

respectively. The running segment encompasses the SM;, UC;, and RA processes, as well as the
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main process, which are presented in Figures 4.6, 4.7, and 4.8. In the declaration segment, variables
are defined with their respective types, communication channels are established, and functions
are defined in the query segment to deduce the security of the enhanced scheme. The running
segment is composed of four sub-processes: ProcessSMi, ProcessUCj, ProcessRA, and the main
process, which represent the operations of SM;, UC;, RA, and the main process, respectively. The
outcomes of the queries are depicted in Figure 4.9, which clearly demonstrates the security of the
enhanced scheme, and the protection of the identifiers, IDsy,, [ Ducj, and the session keys, SKs,,

SKuc;-

free ch: channel.
free schi:channel[private].
free schj:channel[private].

free HIDi: bitstring.
free HIDj: bitstring.
free Sigi: bitstring.
free Sigj: bitstring.

free IDi: bitstring [private].
free IDj: bitstring [private].
free Ski: bitstring [private].
free Skj: bitstring [private].

free Ri: bitstring.

free Rj: bitstring.

const G: bitstring.

const Ppub: bitstring.

const k: bitstring[private].

R L L L L LT LT functions-----------mcmciiiaiaa *)
fun conc{bitstring,bitstring):bitstring. (*String concatination#)
fun H{bitstring):bitstring. (*Hash function#)

fun add(bitstring,bitstring):bitstring. (*addition function#)

fun mult(bitstring, bitstring):bitstring. (*multiplication function#)
fun XOR(bitstring,bitstring):bitstring. (*exclusive-0R*)
(#-----mmmmi e - reductions &equations----------------------- *)
reduc forall A:bitstring,B:bitstring;

XORagain(XOR({A,B),B)=A.

equation forall A:bitstring,B: bitstring;

add (A,B)=add(B,A).

Figure 4.4: The specifics of the declaration segment.
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event
event
event
event

beginEntitySMi(bitstring).
endEntitySMi(bitstring).
beginEntityUcj(bitstring).
endEntityUCj(bitstring).

attacker(IDi).
attacker(IDj).
attacker(Ski).
attacker(skj).

query
query
query
query
query
inj-event(beginEntitysMi(id)).

id:bitstring; inj-event(endEntitysMi(id))==>

query id:bitstring; inj-event(endEntityUCj(id))===>

inj-event(beginEntityucj(id)).

let ProcessSMi =
let HIDi =H(IDi)in
out(schi,HIDi);
in(schi, (Sigi:bitstring,Ri:bitstring,ei:bitstring));
R ECEREE R EEEEREE Registration SMi-----------------"-"nu- #)
event beginEntitySMi(IDi);
new a: bitstring ;
new tl: bitstring ;
if mult(sigi,G)= add(Ppub,mult(ei,Ri)} then
let A = mult(a,G) in
let V1 = mult(sigi, a) in
out(ch, (Ri,A,tl, HIDi,V1));
in(ch, (rB:bitstring,Skj:bitstring, rv2:bitstring,rt2:bitstring));
if rvz=mult(multia,rB),XOR(mult(add(Ppub,H(conc({conc(Ppub,Rj},
HIDj))),Ri),Sigi) ) then
if XORr(Skj,Skj)=H(conc(A,rg)) then
let Ski=xOR(H{conc(A,rB)),Sigi) in
event endEntitySMi(IDi)
else 0.

let SMiReg =
in(schi, rHIDi:bitstring);
new ri: bitstring;
let Ri = mult(ri,G) in

let ei = H{conc(conc(Ppub, Ri), rHIDi)) in
let Sigi = add(k, mult(ri, ei)) in
out(schi, (Sigi,Ri,ei));
0.

let UCjReg =
in(schj, rHIDj:bitstring);
new rj: bitstring;
let Rj = mult(rj,G) in
let ej = H{conc(conc(Ppub, Rj), rHIDj)) in
let Sigj = add(k, mult(rj, ej)) in

out(schj, (sigj,Rj));

0.
let ProcessRA = UCjReg | SMiReg.
process ProcessRA | ProcessSMi | ProcessUC]
f!t ________________________________________________________________ !t]

let ProcesslUCj=
let HIDj =H(IDj)in
out(schj,HIDj);
in(schj, (Sigj:bitstring,Rj:bitstring,ej:bitstring));
(Frmmmmmmrccm s Registration UCj--------------------- *)
event beginEntityUcj(ID]j);
new b: bitstring ;
new t2: bitstring ;
if mult(sigj,G)= add(Ppub,mult(ej,Rj)) then
in(ch, (rRi:bitstring,rA:bitstring,rtl:bitstring, rHIDi:bitstring,
rVl:bitstring));
if mult({rvl,mult(G,G))=mult{add({mult(H(conc({rHIDi,conc(Ppub,rRi))},
rRi),Ppub),ra) then
let B=mult(b,G) in
let Skj=XOR({H{conc(ra,B)),5igi) in
let V2=XOR(mult(mult(sigj,rA),B),5igi) in
out(ch, (B,Skj,v2,t2));
event endEntityucj(IDj)
else 0.

Verification summary:

Query not attacker(IDi[]) is true.

Query not attacker(IDj[]) is true.

Query not attacker(ski[]) is true.

Query not attacker(skj[]) is true.

Query inj-event(endEntitySMi(id)) ==> inj-event(beginEntitySMi(id)) is true.
Query inj-event(endEntityUCj(id)) ==> inj-event(beginEntityucj(id)) is true.

Figure 4.9: The results of queries.

Figure 4.8: The details of RA and main process

segment.
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4.5 Comparative analysis

This section evaluates the enhanced protocol’s performance, considering various factors such as security,
computational cost, and communication cost. The assessment provides insights into the effectiveness of

the upgraded protocol and its overall suitability for real-world applications.

4.5.1 Security features

Table 4.2 presents a comparative analysis of the security features of our enhanced protocol with other ex-
isting protocols. It should be noted that the symbol "v'" denotes the protocol’s effectiveness in mitigating
the particular attack. In contrast, the symbol "x" indicates the protocol’s vulnerability to the attack in

question, and "N /A" indicates "not applicable".

Table 4.2: Comparing security features of SemAuth protocol with recent works.

Ref F1 F2 F3 F4 F5 Fo F7 EF8 F9 F10
[142] v v v X v X X v v v
[143] v X v v v v v X X X
[144] v v v v v v v X X X
[145] v v v v v v v X X v
[146] v N/A v v v v v X X v
[147] v N/A N/A v v v v X X v
[148] v N/A v v v v v X X v
[149] v N/A v v v v v X X v
[150] v N/A v v v v v X X v
SemAuth v v v v v v v v v v

F1: MITM attack, F2: DoS attack, F3: Replay attack, F4: Impersonation attack, F5: Mutual authenti-
cation, F6: Session hijacking, F7: Information disclosure, F8: Batch verification, F9: RA decentralization,
F10: Support blockchain-based solution.

Table 4.2 reveals that our proposed SemAuth protocol provides comprehensive security features com-
pared to the referenced works. Notably, previous protocols like [142] and [143] are vulnerable to common
attacks such as MITM, session hijacking, and information disclosure, which SemAuth effectively miti-
gates. While some protocols like [144] and [145] address a wider range of attacks, they often lack full
decentralization or blockchain support, limiting their applicability in dynamic EI environments. Our

protocol distinguishes itself by offering resistance to all listed traditional attacks (MITM, DoS, Replay, Im-
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personation, Session hijacking, Information disclosure) while also supporting mutual authentication and
blockchain-based decentralization with multiple RAs. This holistic approach ensures a more robust and

resilient security framework for IoT-based EI, addressing critical gaps in existing solutions.

4.5.2 Computational cost

The computational cost of the improved cryptographic scheme is compared with seven other protocols
[142, 144, 145, 146, 147, 149, 150]. The assessment focuses solely on the authentication phase and session
key agreement, which constitute the enhanced part of the proposed protocol. A detailed description of

the notations used and the computational cost calculation process is provided in Section 3.4.

Table 4.3: Comparing computational costs of SemAuth protocol with recent works.

Ref SM; /10T node UC; / Service provider Total time (ms)
[142] 2T}, + 4T, + T, 2T}, + 6Ty + T 199.782

[144] AT, + 6Ty + 1T, 5T), + 4T, + 1T, 297.311

[145] 3Ty, + 3Ty + 1T, + 2T, + 1T,y 3Ty, + 3T + 1T, + 2T}, + 1T, ;5 255.1762

[146] 11T, + 4T, + 1T, 11Ty, + 4T, + 1T, 161.5552

[147] 7Ty + 4Ty + 1T, + 2T, /4 7Ty + 4Ty + 1T, + 2T, /4 160.8524

[149] 7T, + 4T, 5T, + 1T, 80.862

[150] 7T, + 4T, + 1T, 7Ty + 4Ty, + 1T, + 2T, /4 160.8432
SemAuth 3T, 3Tm 119.514

The results, shown in Table 4.3, indicate that the computational overheads of Wu et al.’s scheme [144]
and Fan et al.’s scheme [145] are notably high, as they rely on bilinear pairing operations, contributing
to a cost of 297.311 and 255.1762, respectively. In contrast, other protocols reduce the computational cost
by utilizing only ECC instead of bilinear pairing operations. Despite the reduced cost of the SEMAGrid
protocol [142], it still suffers from several shortcomings.

The improved protocol presented in this work addresses the issues identified in earlier protocols,
resulting in a lightweight scheme. As illustrated in Table 4.3, the experimental findings demonstrate that

the proposed scheme outperforms all of the referenced protocols in terms of computational efficiency.
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4.5.3 Communication cost

The communication cost associated with the authentication procedure is determined by the total number
of bits transmitted between the participating entities. To evaluate this cost, various parameters and their
respective bit sizes are taken into account (see Section 3.4).

In the proposed scheme, both entities SM; and UC; exchange two messages, namely M; and M;, each
containing three ECC points of size 160 bits and a timestamp of size 32 bits. The transmission of messages
M; and M, requires 512 bits each. Therefore, the overall communication cost of the proposed scheme
is 1024 bits. The communication costs associated with related schemes [142, 144, 145, 146, 147, 149, 150]

have also been evaluated using the same approach and are summarized in Table 4.4.

Table 4.4: Communication cost comparison of SemAuth protocol with recent works.

Ref SM; /10T node (bits) UC; / Service provider (bits) Total cost (bits)
[142] 1018 928 1964
[144] 1376 1376 2752
[145] 672 800 1472
[146] 1760 1856 3616
[147] 928 800 1728
[149] 832 992 1824
[150] 992 832 1824
SemAuth 512 512 1024

As demonstrated in Table 4.4, SemAuth exhibits significantly lower communication costs compared
to all other schemes. With a total communication cost of 1024 bits, it drastically outperforms protocols
like [146] (3616 bits) and [144] (2752 bits). This efficiency is primarily due to the optimized message struc-
ture of SemAuth, which focuses on transmitting only essential ECC points and timestamps. The reduced
data volume per transaction minimizes network bandwidth consumption and lowers latency, making Se-
mAuth highly suitable for resource-constrained IoT devices within the EI. This efficiency, combined with
its robust security features, positions SemAuth as a highly practical solution for real-world deployment

where communication overhead is a critical consideration.
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4.6 Implementation

The practical deployment of our blockchain-based security framework is organized into two primary
phases: (i) network infrastructure setup and configuration, and (ii) performance evaluation and bench-

marking. These phases are elaborated in the following subsections.

4.6.1 Network deployment

To implement the blockchain-based solution, a network topology was designed to include multiple smart
grids, represented as organizations within the HLF network. Specifically, the network includes two or-
ganizations, denoted as SG4 and SGg, both utilizing the same communication channel C for transaction

exchange (see Figure 4.10).

Solar
Power Plant
e |
L.

Cities and Buildings

Ordering Service

Figure 4.10: EI configuration based on HLF.

Each organization includes two peers, namely P41, Pa», Pp1, and Ppy, respectively, which acted as the
RA in our network model (Figure 4.1). These peer nodes maintained identical copies of the blockchain
ledger L, which was associated with the network channel C. To ensure consensus among nodes in the
network, we employed the Raft consensus algorithm for ordering service, with three ordering nodes
deployed to process the consensus. Additionally, each organization has its own local certificate authority,

CA,4 and CApg. The smart contract installation package is Sa1, Sa2, Sg1, and Sp for Pa1, Paz, Pp1, and Ppy,
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respectively.
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_id _rev ~version hid ip public_key signature
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O by USER_103 1-00a9d545d94... CogMBEQA= 6ed452bb2ef403... 127.0.01 046d61ead768c... 2aci124dee8i9b...

O b USER_104 1-23cab05e13f3... CgQBEQEC 352bdebfddbad. .. 127.0.01 O4cif7balaabb... Oeacaed4B86c03a...

[1 Wy USER_105 1-85aelf4cia5al... CgQBEQEG 1148e7ec3dbe...  127.0.0.1 04ebba84950f7... 558c1cH8ddT4f...
Showing 7 columns. Show all columns. Showing document 1-100.  Documents per page: 100~ >

Figure 4.11: CouchDB showing the database for our HLF network.

To effectively store and manage the network’s state, we utilized CouchDB, a NoSQL database
renowned for its efficiency in querying and indexing data. A screenshot of the CouchDB interface for
P41 (shown in Figure 4.11) displays the database containing attributes such as hash ID, public key, and
signature. It is worth noting that each peer has a copy of this CouchDB.

Overall, our network topology and deployment strategy were carefully designed to ensure the se-
curity, reliability, and scalability of our blockchain-based solution. By leveraging the decentralized and
transparent nature of the blockchain, we were able to create a network that facilitated secure communica-
tion and transaction exchange among multiple smart grids while maintaining privacy and confidentiality
for each organization. We employed the GO programming language to define our chaincode, which in-
cludes the implementation of the Registration function illustrated in Figures 4.12 and 4.13. This function
serves as a crucial component of the system by enabling user registration through the generation of a
public-private key pair and the creation of a signature. Additionally, it generates a JSON-encoded byte
array of the user object, which can be used for further processing. Finally, the function securely stores
the user data in the ledger using the PutState method and returns the user object. Overall, the Registra-
tion function plays a critical role in ensuring the integrity and security of the system’s user registration

process.
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func (s *SmartContract) Registration(stub shim.ChaincodeStubInterface, args []string)
5¢.Response {

if lenfargs) != 5 {
return shim.Error("incorrect number of arguments, expecting 4"}

1
}

userHashID := args[1]
privateKeyStr := args[2]
ipAddress := args[3]

// Calculate e = Hash(Ppub publicKey || Hash{id}))
h := sha256.New()

h.Write(PpubBytes)

h.Write(publicKeyBytes)

h.Write([]byte({userHashID))

e := new(big.Int).SetBytes(h.Sum(nil})
if err != nil {

return shilfv.Eerrwfmt.Sprintf(“faiLed to decode k: %s"

1
K := new(big.Int).SetBytes(kBytes)

k := args[4] // Calculate sig =k + 1 * e
// Decode the private key of user and the private key of the system
privateKeyBytes,  := hex.DecodeString(privateKeyStr) r := new(big.Int).SetBytes(privatekeyBytes

kBytes, = hex.BecodeString‘k:

// Get system public key
systemAsBytes, _ := stub.GetState("System")
system := new(System)

Sig := new(big.Int).Mul(r, e}

Sig.Add(Sig, K)

SigBytes := Sig.Bytes()

signatureStr := hex.EncodeToString(SigBytes)

. err))

= json.Unmarshal (systemAsBytes, system)

Ppub := system.PublicKey user := &lser{
H userHashID,
// Decode the public key of the system PublicKey: publicKeyStr,
PpubBytes, err := hex.DecodeString(Ppub) Signature: signatureStr,
IP: ipAddress,
curve := elliptic.P256() 1

¥
// Convert the User object to a JSON-encoded byte array

userBytes, err := json.Marshal(user)

if err !'= nil {

return shim.Error(fmt.Sprintf("failed to marshal user data to JSON: %s", err))

privateKey := new(ecdsa.PrivateKey)

privateKey.D = new(big.Int).SetBytes(privateKeyBytes)

privateKey.PublicKey.Curve = curve

privateKey.PublicKey.X, privateKey.PublicKey.Y = curve.ScalarBaseMult(privateKeyBytes)
¥

// Store the JSON-encoded byte array in the ledger using PutState
err = stub.PutState(args[0], userBytes)

publicKeyBytes := elliptic.Marshal(curve, privateKey.PublicKey.X, privateKey.PublicKey.Y)
publicKeyStr := hex.EncodeToString(publicKeyBytes

Figure 4.12: Registration function part 1. Figure 4.13: Registration function part 2.

4.6.2 Performance measurement

The benchmark was conducted using the Hyperledger Caliper tool, with simulations performed on per-
sonal computers configured with a 4-core CPU (Intel Core i5, 2.40GHz), 8GB of RAM, and a 256GB SSD.
The performance of the proposed blockchain network is evaluated and compared with two existing
systems: the SEMAGrid protocol and the protocol proposed by Tanwar et al. [151]. The comparison
focuses on throughput and latency during the invocation of the Registration function, where both the
proposed protocol and SEMAGrid follow identical instructions. Results from the implementation are
compared with those reported for Tanwar et al.’s system. Additionally, throughput and latency are as-
sessed for the SignatureVerify function, with a comparison against SEMAGrid. Since the original SEMA-
Grid paper did not include an implementation, the protocol was implemented independently to ensure
a fair comparison. The performance evaluation is structured into two scenarios: the first presents results

for the Registration function, and the second presents results for the SignatureVerify function.

* Scenario 1: Registration function
In this scenario, we measured the performance of the network when executing the Registration func-

tion of the chaincode using the configuration illustrated in Table 4.5.

The performance evaluation results illustrated in Figure 4.14 show that the evaluated blockchain
network exhibited notably lower transaction latency compared to the system proposed by Tanwar

et al. [151]. This improvement is attributed to the higher throughput achieved by the evaluated
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Throughput (TPS)

Table 4.5: Banchmark configuaration (Registration function).

Parameters Configuration
Rounds 5

Transaction per round 1000
Transaction mode Write

Rate (TPS) 50 to 250

network. The findings indicate an inverse relationship between latency and throughput, where in-
creased throughput corresponds to reduced latency. As shown in Figure 4.14, the network reached

a peak throughput of 31 transactions per second (tps).
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Figure 4.14: Registration function.

However, it is important to note that the performance of a blockchain network is affected by several
server-side factors, such as the complexity of the chaincode used, the choice of consensus mecha-
nism, and the type of data-store utilized. A complex chaincode can increase the processing time of
transactions, while the choice of consensus mechanism can affect resource utilization. Similarly, the
type of data-store used can impact the speed and efficiency of data retrieval and storage. By consid-

ering these factors, we were able to gain a comprehensive understanding of the overall performance

of our blockchain network.
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¢ Scenario 2: Verification function
In this scenario, we measured the performance of the network when executing the SignatureVerify

function of the chaincode. Table 4.6 shows the configuration used in this scenario. The aim of

Table 4.6: Banchmark configuration (SignatureVerify function).

Parameters Configuration
Rounds 5

Transaction Load 10 to 60

Rate control type fixed-load
Transaction duration 1

varying the transaction load was to assess the scalability of our blockchain network while the use
of fixed-load with asset control rate control type ensured that the network was not overloaded with
too many transactions at once. The duration of each transaction was set at 1 second to ensure a fair
comparison of performance across all rounds. Latency observations were recorded for each round

to evaluate the speed of transaction processing.

The latency observed in the invoke function of our blockchain network was notably higher com-
pared to the latency observed in query mode (see Figure 4.15). This can be attributed to the fact that
the invoke function involves creating and updating new records in the blockchain, which requires
more processing time and resources compared to simply querying existing records. Additionally,
in our blockchain network, the invoke function involved executing more complex chaincode logic,
which also contributed to the higher latency observed. On the other hand, query mode involves
retrieving and reading existing records from the blockchain, which is a less resource-intensive op-

eration and typically results in lower latency.

Figure 4.15 illustrates the superior performance of our blockchain network in terms of transac-
tion latency and throughput compared to SEMAGrid system. Our protocol’s utilization of simple
signature verification operations, as opposed to the more complex operations used in SEMAGrid
protocol, is largely attributed to this superior performance. This demonstrates the effectiveness of

our approach in achieving higher performance in blockchain network.
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Figure 4.15: SignatureVerify function.
4.7 Conclusion

This chapter presented a blockchain-based solution for device authentication in IoT-based EI networks.
The solution employs a smart contract deployed on a blockchain platform to manage the registration and
signature verification of users, utilizing multiple registration authorities distributed across the network to
enhance resilience against potential attacks. The security and performance of the proposed authentication
mechanism were validated through formal verification tools such as ProVerif and BAN logic, as well as
performance benchmarking with Caliper.

The proposed solution offers several improvements compared to existing blockchain-based ap-
proaches in the EI domain. It is fully decentralized, which strengthens its robustness against attacks.
It also provides a scalable and efficient authentication process, as demonstrated by the evaluation results.
Moreover, it builds upon an established authentication protocol already used in smart grid systems, sup-
porting compatibility with current infrastructure.

The next chapter addresses another critical area of concern in security, with a focus on the emerging

threats introduced by quantum computing.
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LightQ: A Lightweight Security Scheme to
defend against Quantum Attack in

IoT-based EI

5.1 Introduction

Quantum computers are another cutting-edge development that store data and perform calculations us-
ing the principles of quantum physics. While quantum computers can be helpful for specific tasks and
outperform our best supercomputers, they also pose a threat to the security and confidentiality of exist-
ing cryptographic methods, introducing a new security risk known as a quantum attack. To address this
challenge, we propose a scheme to resist attacks from quantum computers by combining two promising
methods: GGH lattice-based cryptography and QKD, also known as quantum cryptography. The former
is based on complex mathematical problems, while the latter is based on quantum physics [152]. Our
contribution is based on the main idea of using quantum physics [153], which is hard or even impossible
to attack by a quantum computer [154]. We use a QKD protocol to exchange keys and take advantage of
the security provided by quantum physics. Additionally, we use GGH public-key cryptography, which
is robust and immune to quantum computing improvements [155]. By integrating QKD with the GGH

cryptosystem, we can ensure that the exchanged keys are both secure and authenticated. This approach
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can help to mitigate the risks associated with cyber-attacks on the EI, thus contributing to a more secure

and resilient energy infrastructure.

5.2 Overview of GGH and QKD

In this section, an overview will be provided on the GGH lattice-based cryptography and QKD, which
are the two building blocks that have been employed in the mechanism to resist quantum attacks. The
fundamental concepts of GGH lattice-based cryptography, including its operational mechanism, will be
described. Additionally, the basic principles of QKD, which employs quantum mechanics to enable secure
communication between two parties, will be discussed along with an explanation of how it works. Key

notations employed in this work are summarized in Table 5.1.

Table 5.1: Key notations of LightQ scheme.

Notations Description

det Determinant

H Hadamard ratio

Pgp, Sgp Buyer Prosumer (BP) public and private
key pair

Psp, Ssp Seller Prosumer (SP) public and private key
pair

Sk Shared secret key between BP and SP

ti Timestamp

At Maximum transmission delay

q Random bits € (0,1)

b; Random basis € (+,x)

2

Polarized photons

5.2.1 The GGH cryptosystem

The GGH cryptosystem is a lattice-based public key encryption scheme introduced by Goldreich, Gold-
wasser, and Halevi in 1997 [156]. To understand the cryptosystem, it is necessary to have a clear under-
standing of lattices and their fundamental properties. In this section, we provide an overview of these

concepts.
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e Lattice: A lattice is a set of linear combinations of vectors vq, vy, ..., v, where v1, 0>, ..., v, are lin-
early independent vectors in R, and the coefficients of the linear combinations are integers in Z.

Mathematically, a lattice L can be expressed as [157]:
L = aqv1 4+ apvy + ... + a,v,, where ay, ap, ..., a, € Z. (5.1)

The dimension of L is defined as the number of vectors in a basis for L, where the basis is any

independent vectors that generate L.

¢ The Hadamard ratio: The Hadamard ratio of a basis B = vq, vy, ..., v, is defined as follows [157]:

det(L)

1/n
- ,where0 < H(B) <1 5.2
|v1|-|vz|...|vn|> (B) 52)

(e) = (

The Hadamard ratio is used to distinguish between good and bad basis, where a good basis (see
Figure 5.1a) is one with a Hadamard ratio close to 1, while a bad basis (see Figure 5.1b) is one
with a Hadamard ratio close to 0. A basis with a high Hadamard ratio means that the degree of

orthogonality among the vectors in a lattice basis increases.
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Figure 5.1: Babai’s algorithm using Good and Bad basis.

* ‘Good’ and "Bad’ basis: Figure 5.1 depicts two distinct bases employed for representing the same

lattice. The first basis, illustrated in Figure 5.1a, is characterized as "Good" due to the substantial
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orthogonality among the vectors (the red row). Within this context, we introduce an arbitrary point
denoted as ‘w’ located within the lattice. Our objective is to identify the closest lattice point to
‘w’ based on the orthogonal basis. Employing Babai’s algorithm, we obtain the resultant point
(depicted as the green point), which accurately represents the nearest lattice point to ‘w’. This
highlights the effectiveness of Babai’s algorithm when a "Good" basis is employed. Conversely,
the second basis, illustrated in Figure 5.1b, is deemed "Bad" due to the significantly small angle
between the basis vectors. In this scenario, when utilizing Babai’s algorithm, the nearest point to

"w’ obtained in the lattice is distant from the actual nearest lattice point.

* The Shortest Vector Problem (SVP): Involves finding a non-zero vector v in a lattice L that mini-
mizes the Euclidean norm. Specifically, the goal is to determine the shortest non-zero vector in the

given lattice [157].

* The Closest Vector Problem (CVP): Requires finding a vector v € L that is closest to a given vector

w € R, which involves minimizing the Euclidean norm |w — v| when w is not in L [157].

¢ Babai’s algorithm: Is a lattice-based method that solves the CVP in a lattice. It finds the closest lat-
tice point to an arbitrary vector by representing it as a linear combination of lattice basis vectors and
rounding the coefficients to the nearest integer. The algorithm is effective when the basis vectors
are sufficiently orthogonal to each other but may yield an erroneous lattice point if they are highly

non-orthogonal.
A step-by-step breakdown of Babai’s algorithm (refer to Algorithm 1):
1. Write the arbitrary vector ‘w” as a linear combination of lattice basis vectors: w = c¢1 - v1 +

¢y Uy + ...+ ¢y - vy, Wwhere 'v1, 0y, ..., 0, are the basis vectors of the lattice, and "¢y, ¢y, ..., ¢;,” are

coefficients.

2. Set a; as the floor value (rounded down to the nearest integer) of each coefficient c; for i =

1,2,...,n. In other words, a; = |¢;].

3. Return the vector 'v” obtained by taking the linear combination of the lattice basis vectors

using the rounded coefficients: v = a1 - v1 + a2 - v2 + ... + a, - V.
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Algorithm 1 Babai’s Algorithm

Input

weR /* an arbitrary vector */
Output

v EL /* closest lattice vector to w */

1: Writew =c¢1-v1+¢p-0p+ ...+ ¢ - vy witheq, ..., ¢, € R.
2: Seta; = |¢;| fori=1,2,...,n.
3: Return the vectorv =aq-v1+ay-vp+ ...+ 4a, - vy,

The GGH cryptosystem is a secure public-key encryption scheme that is based on the hardness of the
SVP and CVP problems on lattices. The private key is generated based on a good basis lattice, while the
public key is derived from a bad basis lattice with a low Hadamard ratio. Encryption is performed using
the public key, and decryption involves finding the closest vector in the good basis lattice to the ciphertext
vector using the Babai’s algorithm. The security of the GGH cryptosystem depends on the assumption

that it is difficult to find the good basis lattice given only the bad basis lattice.

5.2.2 The QKD protocol

The earliest and most widely used QKD protocol is Bennett-Brassard-84 (BB84) [158, 159]. This protocol
is based on the polarization of photons. It is an attractive solution because an eavesdropper cannot copy
a quantum particle state, making it inherently possible to validate that a transmitted key is secure. In
this protocol, Alice and Bob, as the sender and receiver, respectively, must share both a classical and a
quantum channel. The classical channel is a typical electrical wire, and the quantum channel is a fiber

optic cable (see Figure 5.2). The protocol works as follows:

1. Alice first generates a sequence of bits to transmit to Bob. She then chooses a random polarization

basis from the rectangle (+) to the diagonal (x) to convert the binary bits to qubits.

2. After receiving the photons, since Alice does not share her basis with Bob, Bob chooses a random

basis to measure the received message.

3. After measuring the received message and obtaining the bits, Bob is not sure if they match Alice’s.

Therefore, Alice and Bob exchange their basis over the classical channel.
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4. However, after comparing the basis, they eliminate the respective bits in their bit chains if they
measure the photon with a different basis. The remaining bits should be identical for Alice and

Bob. The bits corresponding to the correctly measured photons are used as a secret key.

The security of the BB84 protocol is further enhanced by the concept of Quantum Bit Error Rate
(QBER). QBER is the percentage of bits that differ between Alice and Bob’s measurements due to noise
in the quantum channel, which can be caused by environmental factors or an eavesdropper intercepting
and altering the photons. To ensure the security of the key, Alice and Bob need to estimate the QBER and
eliminate the bits where they have a different measurement result. By repeating the protocol multiple
times and using error-correcting codes, they can obtain a secret key with a low QBER and a high level of

security [159].
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Figure 5.2: BB84 protocol.

5.3 System model

Figure 5.3 illustrates our system model, which consists of three entities: the Buyer Prosumer (BP), the
Seller Prosumer (SP), and the ER. We assume that the energy trading occurs through Peer-To-Peer (P2P)

communication between BP and SP, where the security of the transaction depends on the negotiation
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phase data exchange.

* SP: A prosumer with surplus energy production from installed solar panels can act as an SP and

sell energy to other prosumers on the network or inject it into the electrical system.

* BP: A prosumer who needs energy can act as a buyer prosumer. When the prosumer requires

energy that the electrical system cannot provide, they act as a BP to purchase power from the SP.

* ER: The ER is responsible for scheduling, converting, and monitoring power to ensure the bidirec-
tional flow of information and energy. Our system model assumes the ER is directly integrated into

the smart home to simplify the task.

Public Channel

- »  Energy Flow
- Information Flow

Seller Prosumer (SP) Buyer Prosumer (BP)

Figure 5.3: System model of LightQ scheme.

5.4 Proposed scheme
This section outlines the various phases of the proposed scheme, including initialization, shared key

agreement, and authentication. A flow chart summarizing our scheme is presented in Figure 5.4.

5.4.1 Initialization

When BP and SP join the network, they generate their public and private keys using the GGH cryptosys-

tem through the following steps:
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Create a public and a private key
using the GGH cryptographic system

Create a public and a private key
using the GGH cryptographic system
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Shared key encryption using
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Shared key encryption using
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Figure 5.4: Flowchart depicting the workflow of the LightQ scheme.

Select a good basis V = vy, ..., v, as their private key and evaluate its quality using the Hadamard

+1.

[ ]
ratio.
* Choose an integer coefficient matrix U with det(U) =
¢ Compute a bad basis wy, ..., w, by using the rows of W = UV.
[ ]

Disclose the public key wy, ..., wy,.

5.4.2 Shared key agreement

The BB84 protocol is employed for the shared key agreement, as indicated in Algorithm 2.
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Algorithm 2 Shared key agreement

Input

q,bo, b1, QBER
Output

Sk /* shared symmetric key */
Local:

S0, S1 /* polarized photons */

e
N = 2

BP selects a random g and by

Based on g and by, we get S

BP sends Sy to SP

SP selects a random bq

Based on b, we get Sy

BP and SP exchange by and b; on classical channel

BP and SP calculate the QBER from their received bits
if QBER > 11% then

Abort the protocol and start over

else

Based on by and b1, BP and SP determine Sk

. end if

The objective is for both parties to select the same shared key while preventing any potential eaves-

dropper from acquiring it. An overview of this process is illustrated in Figure 5.5.

Initially, the BP encodes its bit sequence by choosing its basis randomly without revealing its choices

to anyone. Then, the photons Sy are sent to the SP via the quantum channel.
The SP chooses a random basis b;, and measures Sy randomly according to quantum basis chosen.

Based on the basis chosen, the SP completes the measurement and will get a set of results repre-

sented in 5.

SP compares its choices of basis b; with those of BP and identifies the subset of bits corresponding
to the cases where they have both chosen the same basis. The similar bits are preserved and then,

the other bits (the different bits) are deleted. BP also performs the same operation.

BP and SP then share a subset of their results over public channels. BP and SP compare the bit
sequences and then perform an error analysis. Communication over a quantum channel is secure
if the QBER is less than 11%. This threshold is derived from information-theoretic security proofs

in QKD, specifically in the BB84 protocol. BP and SP use the remaining bits for error analysis
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to compose their encryption key. If the QBER exceeds 11%, the program is interrupted, and the

protocol is restarted.
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Figure 5.5: Shared key agreement phase of LightQ scheme.

5.4.3 Authentication

The authentication process between the BP and SP is a critical step in ensuring secure communication (see

Figure 5.6). It involves the following steps:
1. Initially, both the BP and SP have the same shared key Sk, which was established in phase 5.4.2.

2. Each party concatenates Sk with a timestamp ¢; to create a message. The timestamp is included
to prevent modification of the message at a later stage. The message is then encrypted using the

recipient’s public key and sent over a public channel:

e = Encrypt(Sk||t1, Pgp) (5.3)

(see Algorithm 3 for the encryption process).

3. The recipient receives the encrypted message and decrypts it using its private key:

(SK'||t;) = Decrypt(e, Sgp) (5.4)
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(see Algorithm 4 for the decryption process).

The recipient then checks that the current timestamp f] is fresh, i.e., [t] — t2| < At.

4. If the timestamp is fresh and the decrypted message matches the locally stored Sk, then the sender

is authenticated. Otherwise, the message is discarded.
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Figure 5.6: Authentication phase of LightQ shceme.

Algorithm 3 Encrypt
Input

m, Ppp /* plaintext, public key of the recipient*/
Output

e /* ciphtertext */

1: SP Choose random small vector r
2: Use BP public key Pgp to compute e = mW +r
3: Send the ciphtertext e to BP

Algorithm 4 Decrypt
Input

e,Spp /* ciphtertext, private key of the recipient*/
Output

m /* plaintext */

1: Use Babai’s algorithm to compute the vector v € L closest to e
2: Compute oW~ to recover m
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5.5 Security evaluation

In this section, we carry out an informal security analysis to examine the security features of our proposed

scheme. In addition, we verify the security of the system using the AVISPA tool.

5.5.1 Informal security analysis

* Quantum attack: Our system resists quantum attacks by using QKD to generate the shared secret
key Sk. QKD uses qubits, which are exchanged via a quantum channel. To obtain the secret key
Sk, an attacker would have to intercept the exchanged photons and guess the transmission basis.
However, the intercepted message can be detected because the photons completely change state
once they are filtered with a basis sequence. In addition, we use GGH cryptography in the next
phase, which is also based on lattice cryptography. To break GGH cryptography, we need to solve
the GGH decision problem, which is a well-known hard problem. Consequently, our system offers

strong protection against quantum attacks using both QKD and GGH cryptography mechanisms.

¢ MITM attack: MITM attacks are a major concern in secure communication. In such attacks, a ma-
licious third party intercepts the communication between two legitimate parties and manipulates
the messages in transit to deceive them. If the attacker intercepts the authentication message, they
would need to have knowledge of the shared secret key and store it in memory to transform the
message into another legitimate one. However, the use of QKD in the shared key agreement phase
ensures that the secret key cannot be accessed by the attacker, making it impossible for them to suc-
cessfully launch such an attack. Another scenario is when an attacker intercepts the public key and
tries to perform an MITM attack by using the receiver’s public key. To succeed in this attack, the
attacker would need to compute a valid private key for the receiver’s public key. However, this is
not possible because the private key is computed by solving the SVP on the lattice generated by the
public key. If the original public key is chosen from a good basis, then the lattice generated by the
attacker’s public key will be far from the original lattice, making it hard to solve the SVP problem
on it, even for quantum computers. Therefore, the attacker cannot compute a valid private key for

the receiver’s public key. As a result, the MITM attack would be detected.
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¢ Replay attack: In our scheme, we achieve this by including the message transmission time as a
timestamp, which is encrypted and embedded within the message itself. This approach ensures
that if an attacker attempts to replay the message by generating a valid time #] within a specific
time frame At, the receiver can detect any tampering by verifying that the encrypted timestamp
contained within the received message matches the original one sent. To successfully carry out a
replay attack, the attacker would need to decrypt the message in order to modify the encrypted
transmission time. However, this task is infeasible without knowledge of the receiver’s secret key.
Through this mechanism, our scheme effectively prevents replay attacks by verifying the freshness

of the timestamp and detecting any attempts to manipulate the message’s transmission time.

* DoS attack: A DoS attack is characterized by sending large amounts of data to the same site almost
simultaneously to deny its service. In our scheme, we rely on valid timestamps to verify when
a message was received. It will be rejected if many messages have been received with identical

timestamps. In this way, DoS attacks will be avoided.

¢ Impersonation attack: An impersonation attack involves an attacker trying to pass themselves
off as a legitimate user by using some of their private information. In the event that an attacker
successfully launches a replay attack on an authentication request, they still won’t be able to decrypt
a message from a legitimate user without the private key. As only the rightful user has access to

this key, our scheme is highly resilient to impersonation attacks.

* Brute force attack: The size of the shared secret key in our scheme is determined by the QBER.
Without knowing the final key size, a brute force attack that tries all possible cases cannot determine
the secret key. Furthermore, even if the attacker is able to measure or calculate the key, it does not

compromise the security of the system as we use public key cryptography for message exchange.

* Mutual authentication: Mutual authentication means that each party verifies the legitimacy of
the other. In our scheme, the authentication is based on the shared secret key. Each party has to

compute Encrypt(Sk||t1, Pgp/ Psp) where Sk is known only by the legitimate party.

¢ Eavesdropping detection: Our scheme uses QKD in the authentication phase to ensure the security

and confidentiality of the system. QKD employs photons and qubits in a quantum channel to pre-
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vent eavesdropping, allowing only the intended parties to obtain the shared secret key. This key is
used solely for authentication, ensuring the confidentiality of information and preventing unautho-
rized access. By leveraging QKD, we provide a robust mechanism for preventing eavesdropping

and guaranteeing the security of our system.

5.5.2 Formal security analysis

To verify the security properties of our scheme during the transmission of data between BP and SP, we
implemented two main roles: BP and SP. Next, we defined the role of the session that contains the basic
roles with their arguments. The role of the environment contains the constants and composition of ses-
sions. Finally, we defined the proposed scheme’s security objectives. The results obtained are presented
in Figure 5.7. They illustrate the achievement of our proposed scheme on all the goals and security re-

quirements. Our proposed scheme is SAFE under OFMC and CL-AtSe back-end and therefore, it is safe

against all attacks.

SUMMARY
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DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/ProposedScheme.if

GOAL
As Specified

BACKEND
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Reachable : 32 states
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Computation: 0.00 seconds
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visitedNodes: 16 nodes
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Figure 5.7: Results of LightQ scheme using OFMC and CL-AtSe back-ends of AVISPA.
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5.6 Comparative analysis

To assess the effectiveness of the proposed system, we carried out a comparative analysis with existing
solutions. Our evaluation focuses on security features, computational cost and communication overhead.
The comparison highlights the advantages of our approach in resisting various cyber threats, including
quantum attacks, while maintaining efficiency. The following subsections provide a detailed discussion

of these aspects.

5.6.1 Security features

A comprehensive comparison of the proposed scheme with recent works was conducted to assess its
effectiveness. Table 5.2 presents the comparison results, demonstrating that the scheme satisfies all the
specified security properties and is the only one capable of resisting quantum attacks. In contrast, other
schemes lack essential properties. For instance, the schemes in [160, 161, 162] are vulnerable to eavesdrop-
ping, DoS, and quantum attacks, while the work in [163] fails to provide security against eavesdropping
and quantum attacks. The proposed scheme stands out as a reliable and robust solution for secure com-

munication in the presence of quantum adversaries.

Table 5.2: Comparing security features of LightQ scheme with recent works.

Ref F1 F2 EF3 F4 F5 Fé F7 EF8
[144] X v v v X X v v
[160] X v v X X v v v
[161] X v v X X v v v
[162] X v v v X v v v
[163] X v v X X v v v
[164] X v v X X X v v
[165] X v X X X v v v
LightQ v v v v v v v v

F1: Quantum attack, F2: Replay attack, F3: MITM attack, F4: DoS attack, F5: Eavesdropping detection,
F6: Brute force attack, F7: Impersonation attack, F8: Mutual authentication, v'denotes the resistance of
the system to the attack in question, x denotes the vulnerability of the system to the attack in question.

Table 5.2 clearly demonstrates that the LightQ scheme provides superior security features compared

to all other referenced works. While other schemes address some traditional attacks like replay, MITM,
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DoS, impersonation, none of them offer explicit resistance to quantum attacks, which is a critical vul-
nerability in the evolving threat landscape. LightQ uniquely leverages QKD and GGH cryptography
to provide robust protection against quantum adversaries, as well as enabling eavesdropping detection.
This comprehensive security posture makes LightQ a future-proof solution, addressing a fundamental
gap in existing cryptographic protocols for IoT-based EI systems. The ability to defend against quantum
attacks, coupled with resilience to classical threats, highlights LightQ’s significant advancement in the

field.

5.6.2 Computational cost

The computational overhead of the proposed scheme was evaluated, focusing on the authentication and
key agreement phases, which are commonly utilized in other schemes such as [160, 161, 162, 163].

To obtain the computational cost of QKD, which is not readily available, the QKD protocol was sim-
ulated on a local machine. The open-source QKD code available on GitHub (2017) was used for the
simulation. The simulation was conducted on a desktop machine with an Intel Core i5-9700K CPU, 8 GB
RAM, and Linux Mint 21 operating system. The encryption method was implemented in Python 3.10.6,
and its execution time was measured using the timeit module in Python. A series of tests was performed
using 228 qubits, with the encryption process repeated 5,000 times. As the resulting key size depended
on the QBER, key sizes ranging from 0 to 228 bits were obtained. To account for variability, the average
execution time for each key size was calculated, and the results were plotted (see Figure 5.8).

The results presented in Table 6.3 indicate that while the computational cost of the approach proposed
in [160] is lower than our scheme, it suffers from several attacks as listed in Table 5.2. On the other
hand, compared to [144, 161, 163, 164, 165, 166], our scheme provides better efficiency and security. A

comparative graph is provided in Figure 5.9.

5.6.3 Communication cost

Assuming the parameters mentioned in Section 3.4, we analyze the communication cost for the authenti-
cation and shared key agreement phase. ECC points, hash function outputs, identity, and timestamps are

represented by 320, 256, 64, and 32 bits, respectively.
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Figure 5.8: Execution time for QKD with different key size.

Table 5.3: Computational cost comparison of LightQ scheme with recent works.

Scheme Operation Total (ms)
[144] 2Ty, + 11Ty, 4 27T, 122.042
[160] 12T}, + 4T, 9.972
[161] 8Ty + 6Ty, + 2T, 18.578
[163] 2Ty +4T, + 8Ty + 2T, + 2Ty + 2T /4 140.623
[164] 10T, + 4T, 22.732
[165] 8T + 4T, 18.28
[166] AT, + 7Ty + 2T, + 2Ty 429.934
LightQ 4T, /0 +1TokD 15.415

In our scheme’s authentication phase, two messages, Mj {e1} and M, {e,}, are exchanged. This in-
volves concatenation of the result of encryption Sk with a timestamp, requiring a total of 320 bits. It is
worth noting that the GGH cryptosystem produces a ciphertext of the same length as the plaintext.

In [164], the authentication phase employs two messages: {X;, Y;, Kiy, ID;, t;} and {X;, Y;, Kjp, ID;, t; }.
This includes six ECC points, two timestamps, and two identities, requiring a total of 2112 bits. In [163],
four ECC points, two timestamps, two identities, and one hash function output are included in the two
messages exchanged during the authentication phase: M; {ID, t;,01,02} and M, {ID, t3,U;, Uy, C; }. This
results in a total of 1600 bits. In [160], two messages, M; {V;, Z;, SKV;;, T, } and M, {Rp, SKVjj*, T3}, are

used in the authentication phase. This involves two ECC points, three timestamps, and four hash outputs,
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Figure 5.9: Computational cost.

requiring a total of 1760 bits.

In [144], two messages, {ID, ZR;,, Rii, Ryi, Ti, A} and {ID, ZR;,, Rj1, Ryj, T», Aj}, are used in the au-
thentication phase. This includes eight ECC points, two timestamps, and two identities, requiring a
total of 2752 bits. In [161], the authentication phase employs three messages: M; {CAp, Ry, C1,t1},
M; {Rp,Cs,t2}, and M3 {Eg (C3||M)}. This includes five ECC points, two timestamps, and one sym-
metric ciphertext, requiring a total of 1792 bits. In [165] used three messages in the authentication
phase {ids, Ra,WTx} {idp,Rp, Vg, WTg} and {ids, Va} so four ECC points, three identities and two
hash outputs in total 1984 bits. In [166], the authors used two messages in the authentication phase
{IDj, Rin, Ri1, Rsi, Ty } and {IDj, Rju, Rj1, hj}; so, five ECC points, one timestamps and two identities and
one hash output, in total 2016 bits.

Table 5.4 demonstrates that our scheme not only provides superior security features, but also incurs
lower communication costs than other schemes. Furthermore, Table 5.2 presents an overview of the secu-
rity vulnerabilities associated with these other schemes, and Figure 5.10 provides a comparative analysis

of the communication costs.
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Table 5.4: Communication cost comparison of LightQ scheme with recent works.

Ref N message Communication costs Total (bits)
[144] 2 8|ECC| + 2|T| + 2|ID| 2752

[160] 2 2|ECC| +4|H| + 3|T| 1760

[161] 3 5|ECC| 4 2|T| + |G| 1792

[163] 2 4|ECC| +2|T| +2|ID| + |G| 1600

[164] 2 6|ECC| +2|T| + 2|ID| 2112

[165] 3 4|ECC| + 3|ID| + 2|H| 1984

[166] 2 5|ECC| + |T| +2|ID| + |H]| 2016
LightQ 2 2(|SK|+|T)) 320

Size (bits)

[144] [160] [161] [163] [164] [165] [166]  LightQ

Figure 5.10: Communication cost.

5.6.4 Storage cost

This section evaluates the storage overhead of the proposed scheme, focusing on the cost of storing cryp-
tographic elements in a single entity, which allows for a fair comparison with other schemes that do not
store the key in both entities.

The results show that the proposed scheme offers better storage overhead, an important factor for
resource-constrained devices like SMs and IoT nodes. A comparison is provided in Table 5.5, and a
visual representation is shown in Figure 5.11. Efficient storage usage is crucial in environments with
limited memory and processing power, making the minimization of storage overhead while maintaining

adequate security a key consideration in cryptographic system design.
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Table 5.5: Storage cost comparison of LightQ scheme with recent works.

Ref Stored element Storage cost (bits)
[144] |H| + |ID| 320
[160] |H| 256
[161] |ECC]| 320
[163] |ID| + |ECC| 384
[164] |H| + |ID| 320
[165] |H| 256
[166] 2|ECC| + |ID| 704
LightQ |SK]| 128
a00
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= 400
8 300
200
100
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[144] [160] [161] [163] [164] [165] [166] LightQ

Figure 5.11: Storage cost.

5.7 Conclusion

In this chapter, we introduced a secure authentication scheme for communication between the BP and
SP in an IoT-based EI environment, leveraging the GGH cryptosystem and QKD. QKD enables the gen-
eration of a highly secure shared secret key, providing resistance to quantum attacks and allowing for
eavesdropping detection. However, due to the high cost and specialized hardware requirements of QKD,
we limit its use to the key agreement phase. Once the shared key is established, the authentication pro-
cess relies on the GGH cryptosystem, where each entity encrypts the secret key using the receiver’s public
key. Successful authentication is achieved when the decrypted key matches the pre-established one. This
hybrid approach ensures strong security while maintaining efficiency in terms of computational, commu-

nication, and storage overheads.
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In the next chapter, we build upon this work by integrating this authentication scheme with the
blockchain-based solution proposed in Chapter 4. By combining the strengths of both approaches, we
aim to develop a post-quantum blockchain solution that enhances security and resilience against emerg-

ing quantum threats in the EL
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Chapter 6

PQBlock: Secure and Efficient Mutual
Authentication Protocol in IoT-based EI

using Post-Quantum Blockchain

6.1 Introduction

This chapter presents a combined approach that integrates the two previous schemes, SemAuth de-
scribed in Chapter 4 and LightQ discussed in Chapter 5. The integration leverages the advantages of
both schemes, with one ensuring decentralization and the other providing security against quantum at-
tacks.

The proposed solution aims to ensure the confidentiality, integrity, and availability of critical infor-
mation, thereby strengthening the resilience of the energy grid. We validate the security of the proposed

protocol using BAN logic and ProVerif tool [167].

6.2 System model

To address the specific requirements and challenges in the EI domain, the architecture proposed in [2] has

been adapted and enhanced. While building upon the original framework, modifications and additions
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have been made to cater to the unique needs of the system. The enhanced architecture is depicted in

Figure 6.1. Table 6.1 illustrates the set of notations used in rest of the chapter.

Table 6.1: Key notations of PQBlock scheme.

Notations Description

H(B) The Hadamard Ratio of the basis B.
L Lattice of dimension n

SP; it" Seller Prosumer

BP; j" Buyer Prosumer

Sksp,, Pksp, Private and Public key pairs of SP;
Skgp,, Pkgp, Private and Public key pairs of BP;
ID Identifier

ti Timestamp

At Maximum transmission delay
EM, EP Energy Mount, and Price

det(L) Determinant of L

€ Cutoff value

e Euler’s number

¢ Energy layer: The energy layer plays a crucial role in the EI architecture, comprising the necessary
physical infrastructure and components for energy generation, distribution, and consumption. It
encompasses renewable energy sources, energy storage systems, power transmission and distribu-
tion networks, and SG technologies. The primary objective of this layer is to enable efficient energy
generation, conversion, and distribution within the EI ecosystem [2]. It is important to emphasize

that the IoT serves as the foundational framework supporting the overall architecture of the EI [168].

* Decentralized control layer: To enhance scalability, fault tolerance, and resilience, we propose the
implementation of a decentralized control layer. This layer utilizes multiple distributed Registra-
tion Authorities (RAs) to decentralize control functions, reducing the risk of single points of fail-
ure and enabling efficient resource management [142]. Additionally, the architecture incorporates
blockchain technology for secure data storage within the RAs. By leveraging the decentralized
and tamper-resistant nature of the blockchain, it ensures data integrity, immutability, and security.
This approach effectively mitigates the possibility of unauthorized modifications or data breaches,
providing a robust and secure framework for storing and managing critical information in the EI

ecosystem [14].
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¢ Secure communication model: To facilitate seamless communication among the energy layer, de-
centralized control layer, and IoT devices, a secure communication model has been developed. This
model incorporates robust authentication mechanisms, encryption protocols, and secure data trans-

mission techniques to safeguard sensitive information and prevent unauthorized access [2].

Secure Communication Model

Decentralized Control Layer

. Seller Prosumer(SP)

= | RA;
R T’
/ '.," 0
> PaX Blockchain
RS \._\\ | /_//' § _7{_7__7_,.,-—-' =
B 2 S |
RA, R, RAg

Internet of Things

Energy Router (ER)

Energy Router (ER)

g

Buyer Prosumer(BP) - g

Figure 6.1: System model of PQBlock scheme.

6.3 Proposed scheme

The enhanced protocol builds upon the existing authentication schemes, LightQ and SemAuth, by inte-
grating their strengths and introducing additional security enhancements and optimizations. Specifically,
it adopts the decentralization features of SemAuth and the quantum-resistant properties of LightQ. The
protocol is structured into three key phases: initialization, registration, and authentication. These phases

collectively aim to establish a secure and resilient framework for verifying participant identities and en-

abling trustworthy energy transactions within the network.
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6.3.1 Initialization

In the initialization phase of the protocol, the keys are generated using the GGH cryptosystem. The key

generation process involves the following steps:

¢ Choosing a good basis: v, ..., v, and a bad basis: wy, ..., w;, for the lattice L.
¢ Keeping the good basis as the secret key Sk = vy, ..., vy,.
¢ Publishing the public key Pk = wy, ..., wy.

The process of choosing the good and bad basis is described in Algorithm 5. In each iteration, a basis:
X1,X2,..., X, is selected, and the Hadamard ratio is computed to determine if it qualifies as a good basis. If

the basis is deemed good, it is chosen as the private key Sk; otherwise, it becomes the public key Pk.

Algorithm 5 Initialization

Input
Lattice L
Output
Sk; Pk
1,02, ...,U; = NULL;
w1y, Wy, ...,w, = NULL;
Sk = v1,0p, ..., 0p;
Pk = wq,wy, ..., wy;

while (Sk = NULL) or (Pk = NULL) do
w1, W2, e, Wy <— X1,X2, .00, X1,
Pk = wq,wy, ..., wy;
else
V1,02, ey Oy 4 X1,X2, 000, Xp1)
Sk = 1,0, ..., 0p;
end if
: end while

_ R e e
LS N

6.3.2 Registration

During the registration process, both the SP; and the BP; submit their information to the RA. This infor-
mation includes their public keys Pk, signatures Sig, energy quantities, requested energy amounts EM,

and prices EP. The RAy diligently verifies the accuracy and authenticity of this information.
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Upon successful verification, the RAy incorporates the registered data into the blockchain database.
This decentralized ledger guarantees transparency and immutability of the transaction records. The RA
then issues the necessary verification, certifying the validity and authenticity of the registered informa-
tion. This verification acts as a trusted confirmation for all participants involved, instilling confidence and

upholding the integrity of the energy trading process. The detailed process is outlined below:

1. The SP; generates a random value, as here IDsp,, and applies Babia’s algorithm 1 using a good basis
Sksp, to compute a vector s from the set L that closely approximates IDgp,. Write s = a; - wq + a4 -
wy + ... + a, - wy, then defined the signature of SP; as: Sigsp, = (a1,4a2,...,a,), SP; then sends the

message My = {Pksp, EM, EP, Sigsp,, IDsp,, t1} to the corresponding RAy.

2. RAj invokes the Registration function (illustrated in Algorithm 6). Initially, the Registration function
checks whether the SP’s record already exists in the blockchain. If the data exists, the request is

declined.

3. Otherwise, the RAy invoke SignatureVerify (illustrated in Algorithm 7) to check the validity of the
signature. If the verification succeeds, the SP’s information is added as a blockchain record. Subse-

quently, a consensus process is initiated with other RAs.

4. The registration process of BP; is similar to SP;. Therefore, the steps are omitted here.

Algorithm 6 Registration

Input
Prosumer information: Pk, EM, EP, Sig, ID
Output
Registration status
1: if Prosumer record exists in the blockchain then
2 Decline the request
3: else
4 Verify the validity of Sig using SignatureVerify
5: if Verification succeeds then
6 Add Prosumer information as a blockchain record
7
8
9

Initiate a consensus process with other RAs

else
10: Decline the request
11: end if
12: end if
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Algorithm 7 SignatureVerify

Input

Sig = (ay,ay, ..., an); Pk = wy, wy, ..., wy,; Challenge ¢

Output

1:

Signature valid or invalid
S=4ay-wy+ay-wy+..+a, wy
n(det(L)) 7

V2re
if ||s — c|| < e then

Signature valid
else

Signature invalid
end if

EX

6.3.3 Mutual authentication

When the BP; selects an SP; from the blockchain record for energy purchase, establishing mutual au-

thentication is crucial to ensure secure transactions. The authentication process, illustrated in Figure 6.2,

involves the following steps:

1. BP; initiates the authentication process by generating a random challenge value, c¢1, and encrypting
it using the public key of SP;, denoted as Pksp,. The encrypted challenge value is represented as
Ey = Encrypt(c1, Pksp,) (Refer to Algorithm 3 for the encryption process). Subsequently, BP; sends

the message M; = {Ej, t1} to SP;, where t; represents the timestamp of the message.

2. The SP; checks the freshness of M; by comparing the timestamp #; with a predefined thresh-

old At. If the freshness condition holds (t; — #; < At), the SP; proceeds with the authentica-
tion process. The SP; decrypts the received message M; using its secret key Skgsp, obtaining
¢y = Decrypt(E}, Sksp,) (see Algorithm 4). Next, the SP; computes the signature s; = Sig(c}, Sksp,)
and generates a random challenge value c;. The SP; encrypts ¢, using the BP;’s public key, resulting

in E; = Encrypt(ca, PkBp],). The SP; constructs the message M, = {E, t2,51} and sends it to the BP;.

3. BP; verifies the correctness of the received signature s; using the SignatureVerify function. If the

signature is valid and matches the challenge value, the authentication of the SP; is considered suc-
cessful. BP; then decrypts the received challenge value, obtaining ¢, = Decrypt(Ej, Skgp,). BP;

computes the signature s, = Sig(c}, Skgp,) and constructs the message M3 = {s, t3}, which is sen
putes the signat Sig(cy, Skpp;) and tructs th ge M3 = {s,,t3}, which i t
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to the SP,.

4. The SP; verifies the correctness of the received signature s, using the SignatureVerify function. If
the signature is valid and matches the challenge value, the authentication of the BP; is considered

successful.
5. Both the SP; and BP; compute the session key as follows: Ssk = (c1 @ IDsp,||c2 ® IDgp,).

By following this mutual authentication process, both the BP; and SP; validate each other’s identi-
ties, ensuring trust and security during energy transactions. The computation of a session key further

strengthens the security of the communication between the two parties.

BP, SP,

Generate randomc, &€ L
Compute E; = Encrypt (cy, Pksp)

Generate timestamp t;

Mi={E;, t:} . Checks ift, - t;' = At

C,' = Decrypt (E;', SKgpi)

s; = Sig (c;', Skepi)

Generate random ¢, & L
Compute E, = Encrypt (c,, Pkgp;)

Generate timestamp t,

M2={E2, Sl, tz}

A

Checksift, - t,' = At

Invoke SignatureVerify function

C,' = Decrypt(E,", Skgp)

s, = Sig (c;', SKgp)

Compute Ssk = (c; @ IDgp; ||c; @ IDgp;)
Ms={s,, ts}

Checks if t3 - t3' = At
Invoke SignatureVerify function

Compute Ssk = (c; ® IDsp; ||c; ® IDgp;)

Figure 6.2: Authentication phase of PQBlock scheme.
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6.4 Security evaluation

A comprehensive security analysis is carried out for the enhanced authentication protocol. Initially, an
informal security analysis is conducted to demonstrate that the proposed system provides robust protec-
tion against common security threats. This is followed by a formal validation using BAN logic and the
ProVerif tool. The analysis confirms that the protocol supports secure mutual authentication and session
key agreement while ensuring resilience against various active and passive attacks, including replay and

MITM attacks.

6.4.1 Informal security analysis

¢ Quantum attack: The enhanced protocol incorporates the GGH cryptosystem for key generation,
which enhances its resistance against potential quantum attacks. By utilizing the lattice structure
and the good basis for encryption and decryption operations, the protocol leverages the security
properties of the GGH cryptosystem. This choice of cryptographic algorithm strengthens the pro-

tocol’s security against attacks from quantum computers.

e MITM attack: To protect against MITM attacks, the enhanced protocol includes a mutual authenti-
cation mechanism during the authentication phase. Both the SP and the BP generate and exchange
challenge values c; and ¢, encrypting them with the respective public keys. By verifying the re-
ceived challenges and signatures, the protocol ensures the authenticity of both entities, mitigating

the risk of MITM attacks.

¢ Mutual authentication: The enhanced protocol implements a mutual authentication process during
the authentication phase. Both the SP and BP generate challenge values, exchange and decrypt them
using their secret keys, and verify the received signatures. This mutual authentication mechanism
ensures that both entities authenticate each other’s identities before proceeding with the energy

transaction, enhancing the overall security of the protocol.

* Replay attack: In order to mitigate replay attacks, our protocol incorporates the use of timestamps
to verify the authenticity and freshness of transmitted data. Each party in the protocol checks the

freshness of the received timestamp by comparing it to the most recently received one. Specifically,
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we verify that the time difference between the current timestamp t; and the previously received
timestamp ] is less than or equal to a predefined threshold At. This enhancement greatly en-
hances the protocol’s resistance against replay attacks, ensuring the integrity and freshness of the

exchanged messages.

* DoS attack: The distributed architecture of blockchain offers a significant advantage in mitigating
DoS attacks. By storing authentication records across multiple nodes in the network, the protocol
becomes more resilient to attacks that aim to disrupt the authentication process. This distributed
approach makes it challenging for attackers to target a single point of vulnerability, as authentica-
tion records are spread across multiple nodes. As a result, the blockchain-based system enhances

the security and reliability of the authentication process, protecting it from DoS attacks.

* Decentralization: The enhanced protocol incorporates a blockchain-based decentralized ledger for
registering and verifying participants” information. This decentralized approach enhances the se-
curity and transparency of the authentication process, as it guarantees the immutability and trans-
parency of transaction records. By distributing authority and control across multiple entities or
nodes, the protocol reduces the risk of a single point of failure or compromise, thereby strengthen-

ing its overall security posture.

6.4.2 Formal security analysis

* BAN logic: Our protocol aims to fulfill the following goals, as determined through the application
of BAN logic [132], a widely recognized formal process for validating security protocols [169]. The

specific notations and rules of BAN logic are detailed in Section 3.2.1.
Ssk

Gq1: SP; |E (SPZ — BP])
Ga: BP; |= (SP; &5 BP)
Gs: SP; |= BP;(SP; &5 BP))

Gy: BP; |= SP(SP; &5 BD))

First, we transform the proposed protocol into an idealized form:

M12 BP]' — SPi : {cl}Pkspi
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M,: SP; — BP] : {{C2}Pk3pj/ {Cl}SkSPi}
M3: BP; — SP; : {CZ}Skgpj

Second, we make the following assumptions about the initial state of the protocol for analysis:

A1: SPZ' |E Sksp.)

1

]

A3: BP; |=

#(
Ay: BD; |= #(Skgp)
#(c1)
#(

A42 SP,' |E Cz)
Pksp.
As: BP; |=— SP;

pkBP]-
Ag: SP; |EI—) BP]

Third, we analyze the idealized form of the proposed protocol based on the BAN logic rules and

the given assumptions. The main proofs are as follows:

1. Ms: BP; — SP; : {c2} sk, - According to the seeing rule, we obtain: Si: SP; < ({c2} sy, )-
] ]

Based on Ag, S1, and Ry rule, we derive: S: SP; |= BP; |~ 3. Using Ay, Sy, and Rj rule, we

deduce: S3: SP; |= BP; |= c. Here, c; represents the necessary parameter of the session key

in the proposed protocol. Using A4, S3, and R; rule, we obtain: G;: SP; |= (SP; Sk BP;) With

Ay, G, and R3 rule, we conclude: G3: BP; |= SP;(SP; &K BP;).

2. My: SP; — BP; : {c1}sk,, - According to the seeing rule, we have: Si: BP; < ({c1} sk, ). Using
As, 51, and Rg rule, we derive: S;: BP; |= SP; |~ ¢1. Applying A3, Sy, and R3 rule, we deduce:
S3: SP; |= BP; |= c1. Here, c1 represents the necessary parameter of the session key in the

proposed protocol. Using Ay, S3, and R; rule, we obtain: G: BP; |= (SP; L BP;). With A,

Gz, and R3 rule, we conclude: G4: BP; |= SP;(SP; EK BP;).

¢ ProVerif: By employing ProVerif, we analyze the proposed scheme and closely observe the process
to ensure its security. The verification results obtained using ProVerif are presented in Figure 6.3,

conclusively demonstrating the security of our enhanced protocol.
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Completing eguations...

-- Process 1-- Query not attacker(IDi[]) in process 1
Translating the process into Horm clauses...
Completing...

Starting query mot attacker(IDi[])
RESULT not attacker({IDi[]) is true.

-- Query not attacker{IDj[]) in process 1
Translating the process into Horm clauses...
Completing...

Starting query not attacker(IDj[])
RESULT not attacker{IDj[]) is true.

-- Query not attacker({5sk[]) in process 1
Translating the process into Horm clauses...
Completing...

Starting gquery nmot attacker(Ssk[])

RESULT not attacker(5sk[]) is true.

-- Query inj-event({endEntitySPi(id)}) ==> inj-

event (beginEntity5Pi(id))} in process 1

Translating the process into Horm clauses...
Completing...

Starting query inj-event(endEntitySPi(id)) === inj-
event (beginEntitySPi(id))

RESULT inj-event({endEntitySPi(id)) === inj-

event (beginEntity5Pi(id)) is true.

-- Query inj-event({endEntityBPj(id)}) ==> inj-
event(beginEntityBPj(id))} in process 1

Translating the process into Horm clauses...
Completing...

Starting query inj-event(endEntityBPj(id)) === inj-
event (beginEntityBPj(id))

RESULT inj-event({endEntityBPj(id)) === inj-

event (beginEntityBPj(id)) is true.

Figure 6.3: The results of PQBlock scheme analysis using ProVerif.

6.5 Comparative analysis

A comparative analysis is provided to evaluate the proposed solution against existing approaches based
on security features, computational cost, and communication cost. The aim is to highlight the strengths
of the scheme, especially its capability to address a broad spectrum of security threats while maintaining

operational efficiency.

6.5.1 Security features

Table 6.2 presents a comparison of various schemes based on their support for different security features.
The schemes in [142, 144, 146, 147, 149] are evaluated according to their resilience against specific attacks
and the authentication methods they employ. The proposed approach supports all listed security fea-
tures, including protection against MITM attacks, DoS attacks, replay attacks, and others. Additionally, it

addresses the potential threat posed by quantum attacks.
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Table 6.2: Comparing security features of PQBlock scheme with recent works.

Ref F1 F2 EF3 F4 F5 Fé F7 F8 F9 F10 F11
[142] v v v X v X X v v v X
[144] v v v v v v v X X X X
[146] v N/A V v v v v X X v X
[147] v N/A N/A V v v v X X v X
[149] v N/A V v v v v X X v X
PQBlock v v v v v v v v v v v

F1: MITM attack, F2: DoS attack, F3: Replay attack, F4: Impersonation attack, F5: Mutual au-
thentication, F6: Session hijacking, F7: Information disclosure, F8: Batch verification, F9: RA
decentralization, F10: Support blockchain-based solution, F11: Quantum attack.

6.5.2 Computational cost

The computational costs of the enhanced cryptographic scheme are compared with those of existing pro-
tocols. The analysis focuses specifically on the authentication phase and session key agreement, which
represent the core components of the improved protocol. Execution times for cryptographic operations
are measured using standard metrics commonly adopted in related studies [142, 144, 146, 147, 149].

The computational costs associated with each protocol are outlined in Table 6.3, which provides an
overview of the required computational resources for both the BP; ( or SM;) and the SP; (or UC;) for each
protocol. The comparative results are depicted in Figure 6.4. While our protocol may not exhibit the

lowest computational cost, it offers the highest level of security features.

Table 6.3: Calculation of the computational cost.

Ref BP]'/SMZ‘ SP,‘/UC]'

[142] 2T, + 4T, + T, 2T, + 6Ty + T,

[144] AT, 4 6T, + Tp 5T}, + 4T, + Ty

[146] 15T}, 4+ 2T + Ta 15T, 4+ 2T + Ta

[147] 7T, + ATy + T, 7Ty + 4Ty, 4 Ty + 2Tee g
[149] 81, +4T, + T, 15T, + 47T, + 61,
PQB]OCk 2Tae/d ZTue/d

6.5.3 Communication cost

Various parameters and their corresponding sizes in bits are considered. The comparison of commu-

nication costs among different schemes is presented in Table 6.4, which provides the bit sizes for both
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Figure 6.4: Comparing computational costs of PQBlock scheme with recent works.

BP;/SM; and SP;/UC; communication, as well as the total cost.

From the results in Table 6.4, it is evident that our proposed PQBlock scheme achieves a significant
reduction in communication overhead compared to existing works. Specifically, PQBlock requires only
608 bits in total, which is considerably lower than other schemes, such as [146] with 3616 bits and [144]

with 2752 bits. This reduction in communication cost enhances the efficiency of the proposed scheme.

Table 6.4: Comparison of communication costs of PQBlock scheme with recent works.

Ref BP;/SM; SP;/UC; Total cost
[142] 1018 bits 928 bits 1964 bits
[144] 1376 bits 1376 bits 2752 bits
[146] 1760 bits 1856 bits 3616 bits
[147] 928 bits 800 bits 1728 bits
[149] 832 bits 992 bits 1824 bits
PQBlock 320 bits 288 bits 608 bits

The efficiency gain can be attributed to the optimized cryptographic operations and lightweight au-
thentication mechanisms employed in PQBlock. By reducing the size of transmitted messages, our ap-
proach minimizes bandwidth consumption and decreases latency, which is crucial for real-time energy
trading and secure data exchange in EI systems. Moreover, despite achieving lower communication over-
head, our scheme maintains strong security guarantees, as demonstrated in the security feature compari-

son.
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6.6 Conclusion

In this chapter, we proposed a mutual authentication protocol to enhance the security and resilience of
El By integrating blockchain and the post-quantum cryptosystem GGH, our approach addresses vulner-
abilities in traditional cryptographic methods, particularly their susceptibility to quantum attacks and the
risks associated with centralization.

Through a detailed security analysis using BAN logic, ProVerif, and informal verification methods,
we demonstrated the robustness of our scheme against various attacks. Additionally, a performance
evaluation and comparative analysis highlighted the efficiency of our protocol in terms of communication
and computational costs. The results confirm that our solution offers a secure and scalable authentication
mechanism tailored for EL

While this chapter focuses on securing authentication in the EI, another critical challenge remains:
intrusion detection to resist unauthorized access attempts. In the next chapter, we address this gap by
employing DL and XAI to develop an IDS. This approach enhances cybersecurity in the EI by enabling

intelligent threat detection while ensuring transparency and interpretability in decision-making.
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XDetect: An Explainable CNN-based
Intrusion Detection System for Enhanced

Smart Grid Security

7.1 Introduction

The SG serves as the foundational building block of the EI, playing a central role in transforming elec-
trical infrastructure. By integrating advanced communication technologies with traditional power grid
components, the SG enables more efficient and intelligent management of energy generation, transmis-
sion, and distribution [3]. As discussed in previous chapters, the EI builds upon this evolution to create
an interconnected ecosystem where producers, consumers, and operators can securely and dynamically
exchange energy.

In this context, IDSs play a crucial role in proactively identifying security threats. However, under-
standing and interpreting how such systems make decisions is still somewhat limited. Many existing
IDS techniques focus on achieving high decision accuracy but often overlook the important aspect of ex-
plainability. This lack of transparency can decrease trust and slow down adoption, especially in use cases
and applications where it is critical to understand what triggers alerts. The complexity of modern IDSs,

particularly those that use DL, makes it harder to understand their decision-making processes, which
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can reduce user trust. Moreover, regulations that require explainable Al emphasize the need for models
that can explain their predictions. For instance, regulations such as the European Union’s General Data
Protection Regulation (GDPR) prioritize transparent Al systems, granting individuals the right to receive
explanations for algorithmic decisions that affect them [170]. Similarly, proposed legislation like the Al-
gorithmic Accountability Act in the United States aims to ensure fairness and transparency in automated
decision-making processes, requiring companies to provide explanations for significant decisions [171].

Building on this foundation, our approach proposes an integrated solution that combines security,
artificial intelligence, and transparency to strengthen the resilience of the SG and, by extension, the EI.

In this chapter, we propose a novel DL model capable of accurately classifying ten different types of
attacks based on system behavior to detect potential intrusions targeting the SG system. Specifically, we
use CNNss for this task. CNNs are highly effective in identifying complex patterns and features from
intricate data, such as network traffic [172]. Given that DL models are often considered black boxes,
we employ XAl, specifically the SHAP algorithm, to interpret the model’s decisions. This use of XAI
provides insights into why and how the model makes its decisions, aiming to improve transparency and
reliability. By leveraging SHAP, we enhance the model’s reliability through increased transparency, trust,

error detection, model improvement, compliance, user feedback, and defense against adversarial attacks.

7.2 Overview of CNN and SHAP

This section presents a summary of two key components used: CNNs, a class of deep learning models
widely employed for pattern recognition, and SHAP, an XAI technique that enhances interpretability by

quantifying the contribution of individual features in model predictions.

7.2.1 Convolutional Neural Network (CNN)

A CNN is a class of deep neural network well-known for its performance in computer vision tasks. The

structure of a CNN generally consists of three main types of layers [173]:

¢ Convolutional layers, which are central to distinguishing CNNs from other types of neural net-

works, use convolutional filters to extract key features from the dataset.
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¢ Pooling layers, crucial for reducing the spatial dimensions of the feature maps produced by convo-

lutional layers.

¢ Fully connected layers, which transform the output from the final convolutional or pooling layer

into a flat vector.

7.2.2 SHapley Additive exPlanations (SHAP)

ML models often operate as black boxes, with decisions or predictions that are opaque to users, leav-
ing them unclear about how or why specific decisions were made. In this context, XAl acts as a bridge
between human users and Al systems by making the decision-making process interpretable and trans-
parent. SHAP is a widely utilized XAI tool that interprets ML models using a technique derived from
game theory [107]. The SHAP explains the models using Shapley value which represents the contribution

of the feature j calculated as follows [122]:

[S|!(JF| = |S| = 1)! ,
|F! > -(0(SU{j}) —o(8)) (7.1)

o(j) = (
SCF\{j}

¢(j) : The Shapley value for feature j, representing the contribution of feature j to the prediction.

S C F\{j} : All possible subsets of the feature set F excluding the feature j.

|S| : The number of features in the subset S.

|F| : The total number of features.

v(S) : The value function, which represents the prediction made by the model when only the fea-

tures in the subset S are considered.

v(SU{j}) : The value function when the feature j is added to the subset S.

Let j denote a feature from a given data point, P represent all the features in the dataset, and S be a subset

of features from P excluding feature j. v(x) represents the contribution of subset x.
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7.3 Proposed framework

This section presents the workflow of the proposed XDetect framework as illustrated in Figure 7.1. The
main steps are: dataset description, data pre-processing, model building, and model explanation using

local and global interpretation. These steps are detailed as follows:

SHAP Explainer

|

SHAP Values

Cleaning and Numericalization

Normalization

Feature Contribution

7 = Dst Port -1.28
161 = Active Std
TotLen Fwd Pkts -0.73
919 = Fwd Header Len
Pkt Len M
,,,,,,,,,,,, /m

Figure 7.1: Flowchart of the XDetect framework.

7.3.1 Dataset description

The dataset used in this study was obtained from [174], specifically the Distributed Network Protocol
3 (DNP3) intrusion detection dataset!. This dataset includes network traffic collected from both TCP/IP
and DNP3 flows. The testbed used to generate this dataset comprises eight entities acting as DNP3 outsta-
tions, such as Intelligent Electronic Devices (IEDs) and Remote Terminal Units (RTUs). Additionally, there
is a workstation serving as the master station, functioning similarly to a Master Terminal Unit (MTU).
Communication between the DNP3 outstations and the master station was facilitated using opendnp3

protocol. The dataset consists of 84 features and includes 10 categories of attacks, summarized in Table

7.1.

https:/ /ieee-dataport.org/documents/dnp3-intrusion-detection-dataset
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Table 7.1: Attack classes of DNP3 intrusion detection dataset.

Label Description

STOP_APP Step Application Attack

DNP3_INFO Info Attack

DISABLE_UNSOLICITED Disable Unsolicited Message Attack
MITM_DOS Man-in-the-middle and Denial-of-service Attack
ARP_POISONING Address Resolution Protocol Poisoning
WARM_RESTART Warm Restart Attack

REPLAY Replay Attack

NORMAL Normal traffic

DNP3_ENUMERATE Enumerate Attack

INIT_DATA Data Initialisation Attack
COLD_RESTART Cold Restart Attack

7.3.2 Data pre-processing

Pre-processing the dataset is a critical step that significantly impacts the performance of the model. In our

pre-processing workflow, we follow the steps below:

¢ Data cleaning: We proceed by eliminating rows containing infinite values. Furthermore, we ex-
clude the "Flow ID’ feature from consideration, as it does not contribute to the outcome of the

model.

¢ Numerical representation of data: Next, we convert the "Timestamp” and 'IP address” columns into

numerical types, as numerical representation of data is required before training the model.

¢ Data normalization: Finally, we normalize the dataset using "StandardScaler" and "LabelEncoder"
functionalities from the Sklearn library. This normalization process ensures that all features are on a
comparable scale, with a mean of 0 and a standard deviation of 1, which is essential for the accurate

training and evaluation of the model.

7.3.3 Model Building

In our proposed CNN model, outlined in Table 7.2, we designed a multi-layer architecture specifically for
our IDS. The model starts with two convolutional layers ‘convld” and ‘convld_1" that effectively extract

key features from the input data. These are followed by two max pooling layers ‘'max_poolingld” and
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‘max_poolingld_1" which reduce the dimensionality of the data, enhancing processing efficiency and
reducing overfitting. The data is then flattened into a 1216-size vector and processed through a dense
layer ‘dense’ that prepares it for classification into 11 distinct categories by the final dense layer ‘dense_1".
Our model employs the ReLU activation function for efficient non-linear processing and the softmax
function for final output classification, ensuring a probabilistic distribution across the classes. We use the
Adam optimizer with a default learning rate for optimal balance in training speed and accuracy, and the
SparseCategoricalCrossentropy loss function for precise predictions. Additionally, a ModelCheckpoint is
used to monitor validation accuracy, preserving the best model state to ensure robust intrusion detection
performance. To train our model we split the dataset as follows: 80% for training and 20% for testing,

with 20% of the training dataset allocated for validation.

Table 7.2: CNN model summary.

Layer (type) Output shape Number of parameters
convld (Conv1D) (None, 80, 32) 128

max_poolingld (MaxPooling1D) (None, 40, 32) 0

convld_1 (Conv1D) (None, 38, 64) 6,208
max_poolingld_1 (MaxPooling1D) (None, 19, 64) 0

flatten (Flatten) (None, 1216) 0

dense (Dense) (None, 64) 77,888

dense_1 (Dense) (None, 11) 715

Total parameters: 254,819 (995.39 KB)
Trainable parameters: 84,939 (331.79 KB)
Non-trainable parameters: 0 (0.00 B)
Optimizer parameters: 169,880 (663.60 KB)

7.4 Performance evaluation and analysis

The proposed model was executed on a workstation equipped with an Intel Core i9-13900KF CPU, 128 GB
of RAM, and Nvidia GeForce RTX 3060 12G graphics card. Additionally, the experiments were conducted
on a system running Windows 11, utilizing Anaconda Jupyter Notebook, Python 3.10, and TensorFlow

2.16 environments.
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7.4.1 Evaluation metrics

In assessing our model’s performance, we rely on several key metrics. These metrics are based on the
concepts of True Positives (TP), where the model correctly predicts positive cases; True Negatives (TN),
where it correctly identifies negative cases; False Positives (FP), where it incorrectly predicts positive

cases; and False Negatives (FN), where it misses positive cases [175].

Precision, expressed as Precision = TP%FP, measures the accuracy of positive predictions. Recall, de-

fined as Recall = Tpiil}N’ evaluates the model’s ability to capture all relevant instances. The F1 Score,

Precision X Recall
Precision+Recall’

givenby F1 = 2 x strikes a balance between precision and recall. Finally, Accuracy, indicat-

TP+TN

ing the proportion of correct results among all cases examined, is calculated as Accuracy = p5rrprrn-

7.4.2 Model performance

The confusion matrix presented in Figure 7.2 effectively demonstrates the performance of our model in a

multi-class classification task.
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Figure 7.2: Confusion matrix of CNN model.

It shows that our model excels in identifying most classes accurately, as evidenced by the substantial

values along the matrix diagonal. Nonetheless, there are noticeable misclassifications in specific classes
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such as 'DNP3_INFO’, indicating potential areas for model refinement. This matrix forms a part of our
comprehensive evaluation, where our CNN is benchmarked against various ML and DL models, includ-
ing k-nearest neighbors algorithm (KNN), decision tree (DT), support vector classifier (SVC), random
forest (RF), logistic regression, and deep neural network (DNN), as detailed in Table 7.3. Our CNN dis-
tinctly outperforms the other models, achieving an accuracy, precision, recall, and F1-score of 0.988, thus
providing a robust framework for comparing diverse classification strategies within our study.

The superiority of our CNN can be attributed to several factors. Firstly, its ability to automatically
learn hierarchical features from raw data contributes to its effectiveness, even in tabular datasets like
ours. Additionally, the use of convolutional layers enables the CNN to capture complex relationships and
patterns within the input data, enhancing its discriminative power. Moreover, the inherent architecture of
CNNs, which includes both convolutional and pooling layers, allows for effective feature extraction and

abstraction, leading to superior performance in classification tasks.

Table 7.3: Experimental results for multi-class classification.

Model Accuracy Precision Recall F1-score
KNN 0.973 0.973 0.973 0.973
DNN 0.970 0.970 0.970 0.970
SvC 0.831 0.843 0.831 0.825
RF 0.952 0.964 0.952 0.947
Logistic regression 0.938 0.940 0.938 0.936
DT 0.895 0.851 0.895 0.865
CNN (our) 0.988 0.988 0.988 0.988

7.4.3 Model interpretation

Model interpretation can be divided into two main approaches: global interpretation, which provides a
general understanding of the model’s behavior on the dataset, and local interpretation, which explains
individual predictions. In this section, we highlight the importance of different features and their contri-

bution to model decisions.
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7.4.3.1 Global interpretation

The most traditional way to understand how a ML models work is to list the variable importance ranking
(see Figure 7.3). In this instance, we use SHAP values to sort each predictor according to the impact it
may have over the final outcome. Among all the variables we considered, Timestamp, Dst IP, Dst Port,
Protocol, Pkt Len Min, Flow Duration, Src Port, Tot Fwd Pkts, and Fwd Header Len appear to be the

dominating ones.

Timestamp

Dst Port

Src Port

Dst IP

Protocol

Fwd Seg Size Min
TotLen Fwd Pkts
Tot Fwd Pkts
Bwd Pkts/b Avg

Sum of 73 other features +28.76

0 5 10 15 20 25 30
mean(|SHAP value|)

Figure 7.3: Feature importance.

The Timestamp feature has the highest mean SHAP value (+9.81), indicating that it has the most sub-
stantial average impact on increasing the model’s output. This suggests that the model heavily relies on
the time aspect, which might be crucial in contexts where temporal dynamics influence the outcome. Fea-
tures such as Dst IP, Dst Port, and Protocol also show significant positive contributions. These network-
related features suggest that the model considers both the network source/destination and the type of
communication protocol as important predictors, which is typical in network traffic analysis and cyberse-
curity applications. Other important features like Pkt Len Min, Flow Duration, and Tot Fwd Pkts indicate
that the model pays attention to the characteristics of the data packets and the session details. These

features are essential for understanding the behavior of data flows across a network.
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7.4.3.2 Local interpretation

As the global analysis does not take into account if the features have a positive or negative impact on the

model predictions, we used the analysis of local instance-wise effects.
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Figure 7.4: ARP Poisoning.
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Figure 7.6: Disable Unsolicited Message Attack.
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Figure 7.5: Cold Restart Attack.
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Figure 7.7: Enumerate Attack.

The SHAP plots in Figures 7.4, 7.5,7.6,7.7,7.8,79,7.10, 711, 7.12, 713, and 7.14 corresponding to

the target class with a prediction score f(x) = 17.212, the analysis reveals how individual feature values

are contributing to this particularly high likelihood of predicting a replay attack, various network traf-

fic features distinctly influence the model’s decision-making process. The ‘Active Std’, representing the
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Figure 7.10: MITM DoS Attack. Figure 7.11: Normal traffic.

standard deviation of the duration for which a flow remained active before transitioning to an idle state,
shows a significant negative impact, suggesting that high variability in activity timing is more typical
of normal behavior rather than a replay attack. Conversely, ‘Init Bwd Win Byts’, which measures the
total bytes sent in the initial window in the backward direction, along with ‘Dst Port’, the destination
TCP/UDP port, both have substantial positive contributions, indicating their relevance in identifying re-
play attack patterns. Meanwhile, ‘Flow Duration’, the time span of the flow in microseconds, decreases
the likelihood of an attack when prolonged, reflecting that shorter flows might be suspicious.

Additionally, ‘Active Max’, the maximum time a flow was active before turning idle, also positively im-
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Figure 7.13: Step Application Attack.

pacts the prediction, aligning with attack behavior where active durations are generally longer. Other

influential features include the ‘Dst IP’, the destination IP address, and ‘Pkt Len Min’, the minimum

packet length, each adding to the probability of an attack due to their specific values in the context of

network security threats. On the other hand, ‘Fwd IAT Std” and ‘Bwd IAT Tot’, representing the standard

deviation and total time between packets sent in the forward and backward directions, respectively, show

varied impacts, underscoring the complex role of timing in network traffic for security analysis. This com-

prehensive analysis highlights the nuanced interplay of key network features in the model’s predictive

framework, essential for understanding and mitigating potential security vulnerabilities.
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7.4.4 Discussion

From the global interpretation, we can conclude that our model effectively leverages key features to detect
network intrusions in the SG. The global interpretation shows that our model heavily relies on temporal
information (Timestamp) and network-related features (Dst IP, Dst Port, Protocol) as primary indicators
of potential attacks. This is typical in network traffic analysis and aligns with common cybersecurity
practices.

The local interpretation further confirms the model’s robustness by revealing how individual features
contribute to specific predictions. For instance, in identifying replay attacks, features such as Active Std,
Init Bwd Win Byts, and Dst Port play crucial roles. The model’s ability to distinguish between normal

and malicious behavior based on these features indicates its strong predictive power and reliability.

7.5 Conclusion

In this chapter, we introduced an advanced IDS that leverages a CNN model integrated with XAI tech-
niques to enhance the security and interpretability of SGs. By combining deep learning with explainabil-
ity, our approach improves transparency, fostering trust in automated threat detection systems. The pro-
posed model not only demonstrated high accuracy in identifying cyber threats but also exhibited reduced
training times, making it a practical and efficient solution for real-time deployment. These advancements
contribute significantly to strengthening the cyber resilience of SGs, ensuring robust protection against

evolving threats while maintaining system reliability and operational efficiency.
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General conclusion

In this thesis, we have explored existing security solutions in EI by establishing a clear classification. We
created a global map to identify key challenges, aiming to address them systematically. In this context,
we proposed four contributions summarized in Figure 8.1.

In the first contribution, we integrated blockchain and traditional cryptography. While building
on an existing protocol, our improved version addresses its security vulnerabilities while maintaining
lightweight communication, computation, and storage costs. To validate real-world feasibility, we imple-
mented the protocol using Hyperledger Fabric for blockchain deployment and Caliper for performance
benchmarking. The results demonstrate the enhanced protocol’s high performance. However, it still does
not fully address all security issues.

For the second contribution, we combined PQC with QKD. QKD mitigates quantum attacks by lever-
aging physical laws to detect message interception during symmetric key exchange, while PQC estab-
lishes secure session keys for encryption and decryption. Though AVISPA validates its theoretical se-
curity, QKD’s non-lightweight nature limits its use to key exchange. Practical deployment remains con-
strained by the current absence of scalable quantum infrastructure.

The third contribution merges the first two solutions. By omitting QKD (due to its complexity) and
replacing traditional cryptography with PQC in blockchain, we resolved vulnerabilities from the first
protocol.

The fourth contribution focuses on detecting suspicious activities using a deep learning model to filter
traffic, augmented with XAI for transparent decision-making. This adds an additional security layer.

However, the absence of datasets integrating cyber and physical layer data remains a limitation.
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Figure 8.1: Contributions summary.

Future perspectives

While this thesis advances security solutions for EI, several avenues for future work remain. A primary
limitation is the absence of datasets integrating cyber and physical layers of EI. Addressing this gap will
require developing dedicated testbeds to collect real-world cyber-physical data, enabling robust training
and evaluation of IDS.

Scalability also remains a critical challenge for blockchain-based solutions despite their demonstrated
performance. Advanced techniques such as sharding, sidechains, or layer-2 protocols could improve
efficiency for large-scale deployments by partitioning blockchain networks.

The integration of deep learning with XAl—using methods like SHAP and LIME—has enhanced IDS
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transparency. Future efforts will refine these models through advanced feature selection and testing on
diverse datasets, improving detection accuracy while providing granular insights into decision-making
processes. This is essential for fostering trust and enabling practical deployment.

Finally, integrating these protocols with broader EI applications, such as blockchain-based energy
trading systems, will strengthen infrastructure resilience. A holistic approach will ensure interoperability

and resistance to both cyber and physical threats.
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