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Abstract

The protection of the transmitted and stored electronic patient information’s; need the
ensuring of many criteria such: confidentiality, integrity, and robustness against all intentional
or unintentional attempts that used to access or destroy these data. For these purposes, we
have brought many contributions in crypto watermarking. The main one is the proposition of
two robust methods: a blind medical image watermarking technique based on DCT transform,
Weber descriptor, and Arnold chaotic map, and a semi blind technique using DCT and Schur
Decompositions. The second contribution is the proposal of two new semi-fragile techniques
for medical image authentication with low computational complexity. The first technique
combines DWT and Schur transforms, while the second technique combines Schur transform
and Chaotic sequence. The last contribution is two fragile watermarking methods, which
achieves high imperceptibility and better integrity checking of medical data. The first method
combines the SURF and weber descriptors and Arnold chaotic map while the second based on

Schur transform.

Key words: Watermarking, Medical Data Security, Integrity, Robustness, Imperceptibility,
Computational complexity, Attacks, DICOM.
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General Introduction

In the last years, Networks technology has witnessed a great development and enhancement in
different fields. The main field that influence people advancement is Internet. Internet
becomes a backbone in our daily life. It is an easy and fast solution to access, deliver, use
services, and exchange multimedia data (texts, images, audios and videos) among different
sites. However, the moving of services and data through Internet has revealed many security

challenges espeically on user’s data integrity and authenticity. Information security is the

process of keeping data protected from unauthorized access, and illegal using of data. In this
context, the focus of data security is to make sure that it’s safe and away from any destructive
forces or malicious behavior. Therefore, unauthorized access to sensitive data or information
can cause many problems such as corruption and violation of privacy. In order to guarantee
the security, the implementation of advanced security techniques is extremely required.

The E-health applications basically uses telecommunication technologies; to supply
healthcare where the patient and medical personnel are geographically distant.

The medical image is considered as main core in telemedicine, it’s used for diagnosis in
hospitals, as a result, if the image undergoes any modification and even the slightest, the
interpretation of the physician could differ, and consequently this could provoke wrong
diagnosis. For that reason, medical images request strong security. Where the interchanging of
medical images between clinics and hospitals, is happened through unsecured networks; this
could provoke losing, corruption or stealing of data.


https://www.cleverism.com/lexicon/data-security/

General Introduction

Among the previous solutions for the security threats that can be considered as one of the
powerful protection systems is cryptography. It consists of making the data unreadable for
unauthorized side. However, it protects the information’s only during its transmission; this
means that once data are decrypted, we couldn’t prevent their modification or illegal
reproduction. The watermarking is proposed as the cryptography complement. It consists of
embedding data in an image to ensure integrity and authenticity; where the physician will be
able to detect the alteration of the medical image and will not use the image for diagnosis if it
is not authorized. However, the main condition that must be respected is that the physician
must be able to extract the embedded watermark perfectly without loses.

In e-Health the watermarking is used to embed information related to the medical

image; e.g. patient information’s which composite from physician name, hospital name...etc.
(case of DICOM format), these information’s are very useful in telemedicine; and the the
received data mustn’t affected, modified or sent by intended sender.
The transmission of medical data requires the presence of three major’s elements; namely,
confidentiality, authenticity, and reliability (integrity and availability). The confidentiality is
ensured when an unauthorized user can’t access or modify the medical image information.
Authenticity means that the received medical image is obtained from the authorized sender.
Integrity means that the received medical image should not be altered during transmission.
The availability means that the medical image is available when it is requested from the
physician.

Despit that, several watermarking algorithms have been proposed, a number of new
techniques or improved ones have been developed-and each method contains a number of
associated advantages as well as specific limits, many recent methods are illustrated in details
in chapter 2.

The main objective in our research is to ensure and prove the authenticity and integrity of
medical data. Where the main purpose of these researches; is to support the health care system
in order to implement a secure, imperceptible and fast system based on watermarking
methods.

Thesis Organization

The thesis contains five chapters; the first two chapters are more theoretical; describing the
main principles and some relevant previous studies in watermarking. The chapters three to

five present our contributions in image watermarking.



General Introduction

The chapter one, presents the basics requirement and the main principles of watermarking
techniques.

The chapter two, presents a literature review of digital image watermarking. In this chapter
we present three watermarking categories: robust, semi-fragile and fragile recent
watermarking methods.

Chapter three carried the proposed robust watermarking methods in detail. It comprises three
sections; the first one is an introduction, in the second we present a new blind robust
watermarking method based on Weber descriptors and Discrete Cosine Transform (DCT) and
the third section discusses a new robust semi-blind watermarking approach based on DCT and
Schur decomposition.

Chapter four presents our semi-fragile watermarking contribution in detail. It contains two
methods; the first as a new blind method using Discrete Wavelet Transform (DWT) and Schur
Decomposition, while the second is a fast-blind method based on Schur decomposition and
chaotic sequence.

chapter five present our contribution in fragile watermarking methods. It contains a new blind
fast and imperceptible watermarking method based on Weber descriptors and surf points, and
the second method is based on Schur and Arnold scrambling.

Finally, Conclusion and perspectives are presented to conclude this thesis.
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Chapter 1: Data Protection in Unsecured Environment

1.1 Introduction

Nowadays, the emergence of high-throughput applications in multimedia networks has often
a great interest to research community. This applications are characterized by an important
and voluminous amount of data compared to traditional applications. Consequently, It
becomes an integral part of multiple real-life domains (military, health, education ...etc.) [1,
6, 25, 38]. Protecting such information’s is the main institutional concerns. Data security and
privacy continuous to be a fundamental requirement which need developing new strategies
that considers the specific characteristics properties of these kinds of applications [23, 28,
51]. It is necessary that encryption and watermarking techniques must be performed at the
source data which makes sense to really protect data upon starting. We can tackle the full data
security issues through important three steps, monitoring data, gaining visibility in the

unsecured environment and managing access.

This chapter is organized as follows: section 2 focusses on different security aspects.
Section 3 defines the encryption concepts. Section 4 describes digital watermarking
techniques, watermarking systems classification, watermarking systems property, malicious
attacks, and quality measures. We particularly focus on image watermarking and their

application techniques. Section 5 concludes the chapter.

1.2 Data Security

1.2.1 Definition

Data security is the protection of confidential information from unauthorized party [4]; where
only authorized users could access and/or modify any information.

1.2.2 Notions of data security

The information security follows three principals’ concepts [4]; refers to confidentiality,
reliability, and availability. The confidentiality means that only the authorized persons could
accede information. The reliability could be defined in terms of two principal’s concepts:
integrity and authentication. Integrity refers to the ability to allow only authorized person to
change information. Authentication provides the identification of the sender of data. Finally,
the availability designs the capacity of a system to be exploited by authorized users in normal

conditions.
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1.2.3 Data security systems

The data security systems are composed of two essential components called: cryptography

and watermarking (Figure 1.1).

Data Security System
¢ ' ¢
Cryptography Watermarking
S i 3 ¢
Asymmetric ~ SYmmetric  Empedding Domain  Reversibility Robustness Extraction Type
Spatial Reversible Fragile Non-Blind
¢ ¢ { { . Semi-Fragile L
Block cypher  Stream cypher Transform Irreversible Semi-Blind
Robust Blind

Figure 1.1 Data Security System [4].

1.3 Cryptography

The cryptography is the ability to make the content of the document unreadable and
unintelligible, which cannot be understood by unauthorized users. The cryptography methods
are divided into “Symmetric key cryptography”, “Asymmetric key cryptography” or hash
function encryption methods [4].

The symmetric key encryption algorithm is a class of algorithms that use the same
secret key by both sender and receiver for encrypting/decrypting data’s. Prior to transmission
of a plain data, the key distribution center provides both the sender and the recipient with a
shared key. The most popular symmetric algorithms are: AES, DES...etc.
Stream and block ciphers are usually used with symmetric keys. A stream cipher is a method
of representing plain data as a stream of data (bit or byte), and it encrypts/decrypts one stream
at the same time. While in the block cipher, the plain data are divided into blocks. where each
block contains a set of bites or bytes, and it encrypts/decrypts its input one block at the same
time.

The asymmetric key encryption is a class of algorithms which require two separate
keys, one is private and the other is public. The sender encrypts the plain data using the public

key whereas the receiver decrypts cipher data using the private key.
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The hash function encryption is a one-way function [4], which mean that it’s difficult to
obtain the plain data from the hashed one. It generates static output data size called the hash
code from a variable plain data, and any slight change or modification in the input text will
provide us with a different text as output, which is farthest than any previous one [52].

The cryptography protects the document only during its transmission, which means that
once the document is decoded, we cannot protect it against any unauthorized or undesirable

changes or deletion of data [40].

1.4 Digital watermarking concepts

The digital watermarking technique has emerged as an alternative that can complement the
cryptography. It consists of embedding the data information into a host image [16, 36, 110-
112] to enhance data integrity, protect the benefits of the document and prohibit the illegal

reproduction [9, 18, 23, 35]. Figure 1.2 shows the generic model of a watermarking

framework.
o Attacked
P & Watermarked Image
]}‘a %’@ *
Embedding |
Cover . g S, Extracting |
mage [ progess | o=
rocess Untrusted Process
‘ Network
Y
Original Extracted
Watermark Watermark
Comv

Decision

Figure 1.2 The generic model of the watermarking process.

In the following, we will discuss the most important properties of digital watermarking

methods and techniques.
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1.4.1 Human Visual System (HVS)

HVS is a complex system which is composed of three principles tasks: encoding,
representation and interpretation [102, 103]. In the sequel, the HVS has dependability on the
eye anatomy, where is based on physiological models that are described in microscopic level
[102]. Among the principal elements that affect directly the HVS interpretation we mention:

contrast, blue color component and Just Noticeable Difference (JND).

1.4.1.1 Contrast

Contrast is the ratio value between the brightness of a pixel or image part and brightness of
his background [103].
The contrast value depends on relative variations of luminance for such periodic pattern [102]

and calculated using the following equation:
C=(Lmax-Lmin)/(Lmax+Lmin) (1.2

Where Lmax and Lmin are the maximum and minimum luminance values of a periodic

pattern of a sinusoidal grating.

1.4.1.2 Just Noticeable Difference (JND)

The JND defines the smallest visibility threshold of the HVS [107]. The properties of HVS
directly are exercised by the JND profiles. JND profiles are categorized in two folds: pixel-
based and sub-band based (e.g. DCT, DWT, ..etc.), the pixel-based profiles are derived in the
pixel domain and consider luminance adaptation, this refers to the masking effect of the
luminance for background effect and contrast masking effects which leads to the reduction of

visibility of one visual signal at the presence of another one.

1.4.1.3 Blue Component

The human eye is less sensitive to the blue color than red or green colors [104]. To this end,
increasing blue color intensity in order to embed the watermark doesn’t affect so much the

image quality.

1.4.2 Digital watermarking classification
As shown in Figure 1.1, the watermarking methods could be classified using many criteria. In

the following we will describe some available classification on literature.
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1.4.2.1 Classification based on the embedding domain

The watermarking techniques can be categorized as spatial or frequency techniques [10, 12].

e Spatial domain methods

The spatial watermarking techniques are directly operated on image pixels [21] which make
the embedding/extracting operations require less computationally. However, these techniques
lack robustness. As follow we present the most popular watermarking methods in spatial
domain.

a. Least Significant Bit (LSB)

The principle of LSB is to present the pixel intensity value into binary representation in
8 bits, and then replaced by the least significant bit (the first in right) by the watermark bit
value. The binary representation converted into decimal value to obtain the watermarked
pixel intensity value. The interest of LSB and modified bit (add or subtract 1) is
imperceptible and does not affect the image quality. However, the major drawback of LSB is
their low robustness especially against nosing, rotation, compression and LSB removing [55,
56].

b. Local Binary Pattern (LBP)

LBP consist to decompose the image pixels into non-overlapping blocks of size NxN,
and then the spatial relative between the significant pixel and its adjacent pixel in each block
is calculated to obtain the local pixel differently. The local pixel difference is used for
embedding and extraction of watermark. The LBP watermarking offers good robustness with
against some attacks such: luminance modification and difference alteration, however it

offers low robustness to other attacks such filtering and blurring [4].

c. Histogram Modification

The principle of this technique is to build a histogram based on pixel values, and then
embed the watermark intensities by modifying the values between the maximum and
minimum points of the histogram. The histogram modification technique provides a fast
watermarking method. However, it suffers from the limited embedding capacity, because it’s

limited by the number of points that is having the maximum value [57, 58].

e Transform domain methods

The frequency techniques are based on data computed from transform coefficients [17] such
as: Discrete Cosine Transform (DCT) [21], Discrete Wavelet Transform (DWT) [33, 49, 53],

10
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Singular Value Decomposition (SVD) [31, 32]. The embedding/extracting operations require
an important computational complexity but these techniques are often more robustness [3,
70]. As follow we present the most popular transform used frequency domain methods.

a. Discrete Cosine Transform (DCT)

The DCT basically separates the image (or block) into three parts of different frequency
levels namely: low, middle and high-frequency coefficients (Figure 1.3), Embedding the
watermark into middle-frequency coefficients give additional resistance to compression
techniques without affecting the host image quality. The DCT coefficients contain two types
of information’s. The first one consists of the average intensity of the image, called DC
coefficients, the second type called AC coefficients, as we move from DC coefficients to AC,
the significant information about the image decreases. For an image | of size N x M, it
transformed into DCT coefficients (DCT)) illustrated in Eq. (1.2), while the DCT inverse is
obtained using Eq. (1.3) [21, 42].

T 2 CO.C0) TEZE T Bocy) = cos[(om) in] » cos[ () ¥ja] 12)

2

T o TS T i) Ol Ttk cos] (o) Fin cos[ (o) *in] (13)

L ifi,i=0
Where  C(i), C(j) ={ﬁ =0
1 otherwise.

(1.4)

Low band
coefficients
. Perform Middle band
DCT on coefficients
Each Block
| High band
e s coefficients

block Decomposing
Figure 1.3 DCT bands Coefficients.

Figure 1.4 illustrate a medical image and it’s transform.

11
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AC
Perform DCT

Original image after DCT
Figure 1.4 DCT transform illustration.

Original image

DCT coefficients are widely used in JPEG File representation, where each chunks of the
JPEG Bitstream contain encoded data which combines all encoded DCs and ACs coefficients

from each block of the original image [105].

b. Discrete Wavelet Transform (DWT)

DWT [33, 49, 53, 73] decomposes an image into four sub-bands: a lower resolution
approximation component (LL), horizontal components (HL), vertical component (LH) and
diagonal component (HH) (Figure 1.5). The number of the sub-bands depends on the number

of the decomposition level.

Figure 1.5 DWT sub-bands (Level 1).

12
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LL—

LH—>

Figure 1.6 example of DWT Transform.

The energy of the high-frequency components (HL, LH, HH) is less, which represent the
information’s of the image, the low-frequency part concentrates most of the energy of the
image and it can be decomposed continuously. The energy of the image is diffused better,
with the more levels the image is decomposed by wavelet transform [39, 54]. The energy is
calculated as follow:

1
Nnx

o Z1ZjlInG ) (19

where n is the decomposition level, (In) is the coefficients of the corresponding sub-band, and
Nn and Mn are sub-band dimensions.

Figure 1.6 illustrates an example after carrying DWT on image.

c. Number Theatrical Transform (NTT)

NTT [11], is a popular transform decomposition based on DFT. The NTT of a sequence
x = {x,}V-3 composed of N elements defined in the Galois Field GF(q) of order g is a

sequence= {X}h-a:

N
Xy = an5“k> (1.6)
n=0

q

13
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Where k = 0, 1... N—1 and & represents the term generator of the order N, equal to the
sequence length of the transform, of the field GF (q). The order N of the element &, with 0 <
N < q — 1is the value of the smallest positive integer p for which(8P = 1),,.

In case of images, the period N is the most important characteristic of NTT. Therefore we
have to search for modulus g for which at least one Nt § exists. In this case, the

determination of Nt is possible by equation (2):

N'=qg-— ent(%) (1.7)

A root § is guaranteed if pgcd(q, ) = 1, i.e., itis not necessary that q is a prime number
(case of q=77=7-11 or q=143=11-13). But it is necessary that = pgcd(q,8) = 1 . (Fig 1.7

show an example of using NTT on a medical image).

Perform NTT

Original image Original image after applying NTT

Figure 1.7 NTT transform illustration.

d. Singular Value Decomposition (SVD)
SVD [31, 32, 109] is a mathematical model used to decompose a matrix (1) of size MxN
to three matrix : U, V and S.

sVvD()=[U,V,S]  (1.8)
And |= U*S*VT, (1.9)

Where U is an orthogonal matrix of size MxM, V is an orthogonal matrix of size NxN , and S

is a pseudo diagonal of size MXN:

S1 0 0
0 S2 0

S1..Sn are the singular values of I (real values non-negative which verify: S1>52>..>Sn).

14
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In general, SVD have much interests in image processing, and especially in watermarking

domain:

1. Present the energy of the image, this mean that the maximum of energy in minimum
singular value’s.

2. The singular values of an image have a good stability: the image quality can be kept
even the singular values are slightly tampered.

3. The SVD is unique, which mean that we couldn’t get similar SVD for different

images.

e. Schur Decomposition
Schur Decomposition [68, 69] is a mathematical model used to decompose a square
matrix A into two matrices U and V:
Schur(A) =[U,V ] (1.10)
Where U is a unitary orthogonal Matrix, while V reveals the intrinsic information of A in that

many attributes and structure of matrices are invariant under similarity transform.

Schur?is simply the product operation of:
Schur*=U*v*u™ (1.12)

The Schur decomposition is employed to embed a watermark, since the perturbation which
could happen due to data embedding process in the host image could be reduced when data is

embedded on matrix V. This could improve significantly the imperceptibility [69].

e Informed domain methods
The informed watermarking methods basically based on adapting the watermark signal to the
cover one where the principal purpose is to eliminate the cover signal interferences on the
watermark signal [59, 60, 61]. These kinds of methods are characterized by a large
embedding capacity and imperceptibility [61]. This makes it more attractive by researchers in

this last previous year [59, 62].

1.4.2.2 Classification based on the extraction mode

In terms of watermark extraction process, the watermarking schemes are regrouped into three

categories: blind, semi-blind and non-blind schemes [32, 47]. For the first category, the

15
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Watermark extraction process doesn’t require any of the original image and watermark
(Figure 1.8) [42]. For the second, the watermark is required (Figure 1.9) [14] and for the last
one, the extraction operation necessitate the presence of the original image (Figure 1.10) [26,
34].

A~ . A
Cover L= ransmiss; S| Watermarked
» Embedding [~ m e 2
Image : / Image
Untrusted
Original Network v
"==| Extracting
Watermark ’
A 4
Extracted
Watermark
Figure 1.8 Blind Watermarking illustration.
o
D . A
Cover Ve T_ransmmsmn Q\ege\ > Watermarked
» Embeddin -
Image : g ’ Image
Untrusted
Original Network Y
Extracting
Watermark —
Original v
Watermark Extracted
Watermark
Figure 1.9 Semi-Blind Watermarking illustration.
. 0
AT, Transmjqc; RN
Cover s - Mmission Q&& ,» | Watermarked
» Embeddin > /
Image . g Image
Untrusted
Original Network v
l\?,{ Extracting
Watermark T
Cover v
Image Extracted

Watermark

Figure 1.10 Non-Blind Watermarking illustration.
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1.4.2.3 Classification based on robustness

Another classification of watermarking methods, called: robust, fragile, and semi-fragile [17,
35, 48]. In robust watermarking, the watermark is designed to resist after any operation used
to alter the image [24, 43], while, in semi-fragile, the watermark needs to survive minor
manipulation [15]. In fragile watermarking, the watermark collapse or degraded if the
watermarked image undergoes any kind of alteration [13, 29]. These types of watermarking
approaches have different applications, and they are employed according to the purpose of
the watermarking system. For example, robust schemes could be used in order to prove the
ownership and copyright protection, while fragile and semi-fragile are used for image
authentication and data integrity checking [29]. It should be noted that, the majority of the

watermarking techniques existing are semi-fragile or fragile.

1.4.3 Digital watermarking properties

The digital watermarking system has five important properties [11, 37] which must be
achieved in any watermarking method: imperceptibility, embedding capacity, complexity,
security, and robustness (Figure 1.11). Regardless of the kind of images, their sensitivity or
the purpose of the watermark scheme, the approach must contain a trade-off between the five

proprieties cited bellow.

e Imperceptibility
The imperceptibility is the similarity degree between the original image and the watermarked
one [2].

e Embedding capacity (Payload)
The embedding capacity is the maximum amount of data could be hidden in the host image
without degrading the image quality [29].

e Computational complexity

The computational complexity is the amount of time needed for the embedding and extracting
operations [37].

17
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e Security

Security refers to the security of the data embedded and extracted; it means that no one could

remove or extract the watermark data without knowing the key used in embedding [7].

e Robustness

The robustness designs the degrees of resistance against any kind of manipulation [2].
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Figure 1.11 digital watermarking system propriety requirement.

1.4.4 Malicious attacks and quality Measures
The imperceptibility and robustness degrees are measured on term of the quality of
watermarked image and the watermark extracted after attacks. In this section, we present the
most known malicious attacks and quality measures used to analyze the imperceptibility and

robustness.

1.4.4.1 Malicious attacks

Several intentional attacks are cited in the literature, their common objective is to attempts to
remove the watermark or confuse the authentication [30, 38, 41]. These attacks are regrouped

into two principal groups namely: signal processing attacks and geometric attacks.

e Signal processing attacks

Called also image processing attacks, these types infect directly the signal of the image in

order to remove the watermark [11]. Among the attacks of this category we cite:

a. JPEG compression

18
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This attack decreases the image size by deleting the redundant information’s, and
consequently affect the watermark data’s [19] (Figure 1.12 illustrate an example of JPEG
Compression attack with Different Compression factors (QF)).

Watermarked image JPEG Compression attack JPEG Compression attack
(OF=50) (OF=75)

Figure 1.12 JPEG compression attack with different compression factor.
b. Noising
The goal of this attack is to add noise (white, salt & pepper,..etc.) to the watermarked
image in order to degrade the watermark quality and increase the difficulty of the extraction
[49, 45]. The value of noise degree is in [0, 1]. (Figure 1.13 show an example of noising
attack).

Watermarked image Attacked watermarked image  Attacked watermarked image
with salt & pepper noise with white noise

Figure 1.13 noise attacks illustration.

c. Filtering

Filtering attack is a signal processing operation which is used to reduce noise and
enhance smoothness [44, 49]. Several filtering-based attacks are mentioned in literature, but
the most known are Average filtering, Median filtering, and Weiner filtering. Average
filtering replace each sample of the watermarked image with the average value of

neighboring pixels [21]. Median filtering modifies the center pixel value with the middle
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value of the sorted pixel [20]. While Weiner filtering estimates the watermark data in order to
generate the watermark embedded. This attack requires the basic knowledge of the

embedding operation [20, 21]. (Figure 1.14 illustrate the Median filtering attack with
different variation).

Watermarked image Median 3 Median 7

Figure 1.14 Median Filtering attacks illustration.
d. Dithering
This attack is based on using a set of black and white points to represent the same
number of image pixels and keep their integrated intensity. This makes the watermark

distortion degree very important [27]. (Figure 1.15 illustrate an example of dithering attack).

SRR

Watermarked image Attacked watermarked image
with dithering attack

Figure 1.15 dithering attack demonstration.
e. Histogram equalization
The role of this attack is to update some intensity of the histogram, this attack could

even eliminate completely the watermark information [20]. (Figure 1.16 present an
illustration of histogram equalization attack).

20
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Watermarked image Attacked watermarked image
with histogram equalization

Figure 1.16 histogram equalization attack demonstration.

f. Gamma correction
Gamma correction attack aims to adjust the image quality with power low
transformation in order to cause high distortion to the watermark [21]. (Figure 1.17 present

an illustration of gamma correction attack with different variety of gamma).

Watermarked image Gamma Correction 0.95° Gamma Correction  0.50°

Figure 1.17 gamma correction attack demonstration.

e Geometric attacks
The mean purpose of this kind of attacks is to destroy the synchronization of detection
in order to make the extraction process difficult and even impossible [22]. The most
geometric attacks used are rotation, cropping, scaling and translation. (Fig 1.19 illustrate the

gamma correction attack).

a. Rotation
The principle of this attack is to rotate the watermarked image from 0° to 360° in order

to affect the watermark data [20, 44]. (Figure 1.18 present an illustration of rotation attack).
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Watermarked image Rotation 45° Rotation 90°

Figure 1.18 rotation attack demonstration.
b. Cropping
The essential task of this attack is the removing of the borders of uniform color in order
to destabilize the extraction operation [45]. (Figure 1.19 present cropping attack with

different variation).

Watermarked image Cropping 75% Cropping 50%

Figure 1.19 Cropping attack demonstration.

c. Scaling
Is the resizing of the watermarked image in order to increase the complexity of the

extracting operation [21]. (Figure 1.20 show an illustration of scaling attack).
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Watermarked image Scaling 15% scaling 30%

Figure 1.20 Scaling attack demonstration.
d. Translation

The Principe of this attack is to move the image pixels to a different location within the

image size [44]. (Figure 1.21 present an illustration of translation attack).

Watermarked image Translation 20 Translation 50

Figure 1.21 Translation attack demonstration.

1.4.4.2 Quality measures

Imperceptibility and robustness of any watermarking method must be proved. To this end, the
quality of the watermarked image and the extracted watermark is analyzed using several

statistical measures.

e Mean Square Error (MSE)

The MSE is the average squared error between two images (11,12) of size NxM, calculated as
follow [50]:

MSE=—— ZF_O > LG, k) — 12(,K) (1.12)
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e Peak Signal Noise Ratio (PSNR)

This metric is used to evaluate the imperceptibility performance. A higher PSNR value
indicates higher imperceptibility [50]. The PSNR is based on the MSE and calculated as

follow:

PSNR(dB)=10l0g10(22) (1.13)

e Normalized Correlation (NC)

This metric is used to compare the original watermark with the extracted one [5], A higher

NC value mean the good robustness of the watermarking method.
WN-1 _ oveq . .
NC= Z o Dieo (W1G,K) —W2(j, k) (1.14)
]=

Where WNXWM are the watermark size and W1, W2 are the original watermark and the
extracted one respectively.

e Correlation coefficient (CRC)

The CRC is used to gquantify the linear relation between two images (11, 12) of size NxM
[46]. These images could be the host image and the watermarked one; in this case the purpose
is to measure the imperceptibility degree. Or it could be the inserted watermark and the
extracted one, The CRC is used to measure the robustness degree.

N-1
M-1 . .
Zj_o S G120k

N-1 N-1
M-1 . M-1 .
\/Zj—o S 1G5 120K

CRC= (1.15)

e Bit Error Rate (BER)

The BER shows the probability of watermark binary data that are received incorrectly [28].

The lower BER value indicates the better performance of the watermarking system.
BER = 100 * — (1.16)
AB

Where CB is the corrupted bits number of the watermark and AB is the number watermark
bits.

e Structural Similarity (SSIM)
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SSIM is used to measure the quality of the watermarked image or the watermark; it conducts
a visual quality assessment similar to the Human Visual System (HVS) [39]. The SSIM is
expressed as:

(2uip2+c1)(20j+c2)

SSIM= (U12+p22+c1)(0124022+c2)

(1.17)

Where ul, u2, ol, 62, oj are the average of the host image, the average of the watermarked
image, the variance of the host image, variance of the watermarked image and the covariance
of the watermarked images. c1 and c2 are two constant used to avoid the zero dominators.

1.4.5 Application of digital watermarking
The watermarking is applied in many applications and for many purposes [1, 6, 8, 25]. In the
following we cite the important application of digital watermarking systems:

1.4.5.1 Copyright protection

The copyright protection is necessary for protecting the benefits of the ownership of
documents; this could be effectuated by the embedding of ownership information’s as

watermark into the cover documents [7, 29].

1.4.5.2 Fingerprinting

When a person obtains a document legally it could redistribute it illegally; this can be
prevented by the embedding of owner information’s in the documents as an event of the

ownership [7, 29].

1.4.5.3 Authentication

The authentication means to detect any modification in the cover document. This can be
achieved by using fragile or semi-fragile watermark which has low robustness for alteration.
For some works, content is very important and original copy is not available; to this end
watermarks can be embedded and checked later on to verify if it has been changed or not [7,
29].

1.4.5.4 Tamper Detection

The watermarking system could be used for tamper detection by embedding fragile
watermarks. If the watermark is degraded or erased, it indicates the presence of alteration and

consequently, the digital content cannot be trusted. Tamper detection is very important for
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applications involving highly sensitive data like satellite imagery, medical imagery or as a
forensic tool [7, 29].

1.4.5.5 Content Description

The embedded watermark could be the detailed information of the cover document (e.g.
medical report, image description such caption and label...etc.). In this case of application,
the main purpose of watermarking is not only secure the watermark but also gain the storage
space [7, 29].

1.4.5.6 Content Archiving

The documents are identified by their names. However, the documents names can be easily
changed. Hence embedding an object identifier or serial number within the document itself
reduces the possibility of tampering; this also could facilitate documents archiving,

classification and organization [7, 29].

1.4.5.7 Broadcast Monitoring

The embedded watermark could be used to identify when and where documents are delivered;
it can be used to monitor unauthorized broadcast station or documents broadcasted by pirate
station, this application has major applications in commercial advertisement broadcasting to
monitor whether their advertisement was actually broadcasted at the right time and for right
duration [7, 29].

1.5 Conclusion

Image watermarking is a challenging field that involves principles and techniques from
different disciplines like image processing and encryption. Many researchers are focusing on
the development of robust watermarking methods, where new research directions arise in
image watermarking methods and the area is still in its stages of development. In this chapter,
we have been discussing different concepts of data security and encryption. We also presented
a global view of digital watermarking, its properties and classification and we took a closer
look on image watermarking and its attacks.

In the next chapter, we will present a survey of watermarking methods available in
literature, where the main purpose of this overview is to assist budding researchers in the field
of digital image watermarking to understand existing methods and to enhance their research
further.
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2.1 Introduction

We present through this chapter several image watermarking approaches that are currently
available in literature aiming to provide images ownership proofing, copyright protection,
authentication and integrity. To this end, the watermarking approaches are summarized and
classified through there robustness into three major classes: robust, semi-fragile and fragile
methods, where each of these classes have different applications, and they are employed according
to the purpose of the watermarking system (see chapter 1), at the end of each section, several
aspects are considered to synthesize the specification of each approach. These aspects
including embedding capacity, security, imperceptibility, computational complexity, and
robustness for the robust and semi-fragile methods.

The chapter is organized as follows: Section 2 presents robust watermarking approaches that
aim to provide medical images ownership proofing. While section 3 presents semi-fragile
watermarking approaches. Section 4 presents the fragile methods. Finally, Section 5 present a

synthesis section, while section 6 present the conclusion.

2.2 Robust watermarking approaches

Many robust watermarking approaches have been proposed to address the issues of ownership
proofing and copyright protection. In the following, some of robust watermarking approaches

are presented. At the end of this section, the techniques are compared.

Hernandez et al. [84] present a new semi-blind based medical image watermarking
method, the idea is to embed the watermark into the magnitude of the middle frequencies after
DFT (Discrete Fourier Transform) on the original medical image. In the extraction process,
the watermark bits are recovered using the bit correct rate between the original and the
extracted watermark bits. This method gives good results in terms of imperceptibility and
robustness against attacks used in experimentations. However, it offers low embedding
capacity; also, it was not tested against several important attacks such as: noising, cropping
and shearing.

Singh et al. [64] introduced a multiple watermarking method for medical image based
on DWT (Discrete Wavelet Transform), DCT (Discrete Cosine Transform) and SVD (Singular
Value Decomposition). In the embedding process, the cover image is decomposed up with

DWT. After that, DCT and SVD are performed on the watermark and the LL band of the host

28



Chapter 2: Literature Reviews

image. The singular values of the watermark are embedded in the singular values of the host
image. In addition, the second watermark is embedded at HH band. The watermark is
encrypted before embedding to enhance the security. Experimentation results show the good
performance of the scheme in terms of robustness, embedding capacity and security.
However, the imperceptibility is not much improved with this kind of image (PSNR
value=33dB for ct-scanning image), also the scheme requires an important computational

complexity. Figure 2.1 summarizes the watermark embedding steps.

....... SLTLET T CETT TR T T Watermark L
Original image Image Toxt
------------- L- EEssEEEEEEEEE ‘-.-.-.-.-.-‘-.-.-.-.-.-E Watermark
DWT bCT | ik
¢ Enoryption | S
DCTon LL SVD / DWT-
! N f
SVD Embedding —»| SVD* —{ DCT

Figure 2.1 Singh et al [64] embedding block diagram.

Mansoori et al. [65] presented a novel method based on Ordered Hadamard
Transform (OHT). The basic idea is to decompose the host image and the watermark into
blocks and perform OHT on each block. After that, high frequency coefficients of the host
image are substituted with the watermark coefficients without using any scaling factor, this
guarantees the extraction of watermark with primary quality. This method offers several
advantages of imperceptibility, computational complexity and embedding capacity.
However, beside the low security degree, the scheme is vulnerable with some attacks like:
JPEG compression (PSNR=16.73dB and NC=0.79) and salt & pepper noise
(PSNR=11.17dB NC=0.75).

Dong et al.[8] Presented a robust technique for medical image based on DWT and
DCT. Firstly, the host image is encrypted using DWT, DCT and logistic sequence to
encrypt the host image. Then, the watermark is scrambled and embedded in the feature
vector of the host image extracted from the DWT and DCT coefficients. Figure 2.2
summarize the embedding operation. This approach offers good performance in terms of
security and robustness. However, it presents some vulnerability with rotation attack (2°
and 4°) (NC value < 0.76), scaling attack (NC value < 0.71) and cropping attack (20°) (NC

value < 0.66). Also, it require an enormous time for the embedding/extracting operations.
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Figure 2.2 Dong et al.[8] embedding operation.
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In Liu et al. [72] presents a blind watermarking method for color images. The idea is to
embed two watermarks: robust and fragile; the first for copyright protection and the other for
image authentication. The first is embedded by using DWT in YCDbCr color space, while,
fragile watermarking is based on LSB (Least Significant Bits) replacement approach in RGB
components for image authentication. The experimental results indicated that the proposed
watermarking method could resist various signal processing attacks and perfectly locate the
altered emplacement of an attacked image. However, the method requires an enormous
computational complexity, and it tested only against attacks with low degree (JPEG QF>=60,

salt & pepper noise v<0.09, cropping < 30%). Figure 2.3 show the watermark embedding

process.
________ DWT ST T T T
| .. . | q | |
| Original image (= YEBCY [ ony [T~ Watermark
Embedding in |
quantized HH ]
Component ]
[rmmmm————————————————— e e e e
v
| Watermarked | Embedding W
I image I using LSB

Figure 2.3 Liu et al.[72] block diagram of watermark embedding.

Wang et al. [71] proposed a robust watermarking approach in Contourlet Domain
based on Schur decomposition and QIM (Quantization Index Modulation) technique. The
idea is to perform the Countourlet transform on the host image. Then, perform DCT
succeed by Schur decomposition on the low frequency coefficients blocks. The binary

watermark is embedded using the quantization step of QIM. The embedding locations is
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chooses from each couples (DC, DC’) where the distance between DC and DC’ is greater
than a predetermined threshold. (See Figure 2.4). This approach combines the advantages
of the three famous methods, this give it good robustness and imperceptibility. But it

requires an enormous computational complexity and the security degree is very low.

: Original image :—> Countourlet Transform »{ Blocks Decomposition :Watermark:
A 4 I

bet »| Embedding
0
Schur :

Decomposition S T— }

- QM |

Figure 2.4 Wang et al.[71] embedding operation.

Ghadi et al. [67] presented a new robust and imperceptible watermarking technique in
the spatial domain based on Jacobian matrix. The basic idea is to use the average intensity of
the 8x8 blocks as an entry (key) of the Jacobian matrix to construct a meaningful watermark.
The receiver uses the key for the Jacobian matrix to reconstruct the meaningful watermark.
This work offers high robustness and imperceptibility. However, even that this technique
works in spatial domain and without encrypting the watermark, it requires an important
computational complexity.

Roy et al. [21] introduced a blind technique for colored image based on DCT, Repetition
Code (RC) and Arnold chaotic map. The green and blue components of the original image are
decomposed on blocks. Then, the DCT is performed on each of them. Several middle band
coefficients according to the zigzag order are selected as an embedding location. Finally, the
two watermarks are scrambled with Arnold chaotic map, and the corresponding bit of RC is
embedded in the locations selected bellow. The scheme gets good trade-off between
imperceptibility, robustness, and security. But, it require an important execution time and
offers low embedding capacity, also the first watermark is corrupted with some attacks, like
Gaussian noise: (PSNR < 21 and BER > 10%), salt & pepper noise(v=0.03): (PSNR~25 and
BER=12%), cropping(256x256): (PSNR<12 and BER>12.8%). Figure 2.5 shows the

principals steps for watermark embedding.
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Figure 2.5 Roy et al [21] embedding block diagram.

P.S et al. [44] present a method combined DWT, Contourlet transforms (CT), Schur
Decomposition, SVD and Arnold transform to enhance the imperceptibility, security, and
robustness (See Figure 2.6). Experimentation results show that the scheme is not much
robust with salt & pepper noise (v=0.2) (PSNR in [23 ,25] dB), Gaussian noise (v=0.1)
(PSNR in [21,24] dB). Also, a high computational complexity is required for embedding

and extracting operations.

- Original image : ) Watermark © Watermarked image

v v %
YCbCr Arnold Transform DWT!
v v 4
DWT on Y SVD cT!
* ¢ Sh'ft+Sh
; R Ty i ur
2-level CT on LL Embedding [—>{ SVD Decomposition

v t

Shur Decomposition || SVD on median matrix

Figure 2.6 Vaidya et al [44] embedding process.

Singh et al. [46] developed a non-blind based watermarking method using non-linear
chaotic map. The mean idea is to use chaotic map to generate keys to be used in the
embedding process. A method for generating keys is proposed first followed by the
embedding process. Finally, a robust extraction process is proposed to verify the presence
of watermark. Simulation results prove the robustness and security of the proposed
framework. Except that, the scheme was tested only with few attacks, the imperceptibility
degree was not much improved (PSNR value between 31dB and 33 dB for gray scale

image).
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Table 2.1 show the comparison of the robust watermarking techniques cited bellows. The

works are compared in terms of embedding domain (E.D), Strength points and drawbacks

remarked.

Table 2.1 Comparison of robust watermarking works.

Works E.D Strength Points Limits
Good robustness with many | Low embedding capacity, the
geometrical attacks,  good | robustness with many famous
Hemandez | Transform | jmperceptibility, median | attacks  such:  noising,
etal. [84] computational complexity. cropping, shearing  was
mentioned.

Singhetal. | Transform | Good robustness, embedding | Low imperceptibility. High
[64] capacity and security computational complexity.
Mansoori et | Transform | Good imperceptibility, | EG compression and salt &
al. [65] computational complexity and | pepper noise, Low security.

embedding capacity.
Good robustness and security. Vulnerability with rotation
attack (2° and 4°), scaling
Doganet | Transform attack and cropping attack
al. 8] (20°).  And require high
computational complexity.
Good robustness and alter | Require high computational
detection precision. complexity and the method
Liuetal. | Transform tested only against attacks
[72] with low degree (JPEG
QF>=60, salt & pepper noise
v<0.09, cropping < 30%).
Good robustness and | Low security degree and
Wang [71] | Transform | imperceptibility. require high computational
complexity.
High robustness and | Require an enormous
Ghadi [67] Spatial imperceptibility. computational  complexity,
offers low embedding
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capacity.

Good
robustness, imperceptibility, and

tradeoff between

Require an important

execution time and offers low

security. embedding capacity, also the
Roy etal. Transform watermark is corrupted with
[21] some attacks, such Gaussian
noise, salt &  pepper
noise(v=0.03),
cropping(256x256).
Good robustness and | High computational
imperceptibility, High security. | complexity, vulnerability
P.Setal. Transform with salt & pepper noise
[44] (v=0.2), Gaussian noise
(v=0.1).
Pal et al. Spatial Good robustness and security. The method was tested only
[46] with  few attacks, the

imperceptibility degree was

not much improved.

2.3 Semi-fragile Watermarking approaches

In Huo et al. [101], the authors proposed a DCT based watermarking method for tamper

detection. Firstly, a watermark is generated from the cover image DCT coefficients, then an

embedding location is generated using a key, finally, the watermark generated bellow is

embedded in the location obtained. This method offers good effectiveness in terms of tamper

detection and locating, medium imperceptibility, good robustness with JPEG compression

attack. However, it requires an important computational complexity. Figure 2.7 show the

watermark embedding main steps.

Key
............................. |
Original image -—> DCT v \é\/:r;[z:g:?gﬁ
Key - \ /
Embedding » Embedding |—» Watermarked image :
Location O

Figure 2.7 Huo et[101] watermark embedding process.
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In Zhao et al. [98] presented a blind based image watermarking using Block Truncation
Coding (BTC), the idea is to decompose the cover image into non-overlapping blocks, then
perform BTC on each block, after that, each two watermark bits are embedded in each block
by modifying the pixel values in the block to be equal to the parity of BTC quantized high
mean and the parity of BTC quantized low mean. As a result, the proposed method gives good
performances in terms of imperceptibility, embedding capacity and robustness with some
attacks. However, this method does not provide any technique to protect the watermark bits,
where the watermarks bits could be extracted easily.

Lakshmi et al. [99] proposed a hybrid method based on SVD and Binocular Notification
Difference (BND). The main idea is to generate a watermark from the cover image using
Mersenne Twister Algorithm, then encrypt it using chaotic map, after that, embed it in the
cover image Singular Value’s using the BND scheme. The combination of SVD, BND and
chaotic map bring a trade-off between imperceptibility, security, tamper detection and
robustness with some attacks kinds, this is proved through the experimentation results.
However, it requires an important computational complexity. Figure 8 illustrate the method

embedding process.

Mersenne
Twister K\ey
............................ _ Algorithm \
: Original image : v > Watermark Y
Generation N
Chaotic
\ / Map
SvD » Embedding [« Encryption
. Watermarked image '

Figure 2.8 Prasad et al [99] watermark embedding process.

In Zhuvikin et al. [100], discusses a Haar Wavelet Transform (HWT) based image
watermarking method for image authentication. The method works on using the HWT
coefficients of the image central finite differences to embed the watermark data using
quantization. This method provides good robustness with JPEG compression attack
(QF<30%) and medium embedding capacity and computational complexity. However, it

offers low imperceptibility.
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Ustubioglu et al. [80] proposed a non-blind watermarking technique for medical images
using Modified Difference Expansion (MDE) and LSB techniques. The cover image is
segmented into two areas: a center area and a border area. The first one is used to embed the
watermark bits using MDE and LSB method, while the second is used to embed the location
map and its hash value of pixel used as a location for embedding the watermark bits. The
proposed method gives good performance in terms of imperceptibility and embedding
capacity, except that, it requires an important computational complexity, also the data is
embedded in ROI (Region of interest) and RONI (Region Of Non Interest); as a result, an
attacker could add his own RONI to make the data extraction difficult or even impossible.

Falgun et al. [81] proposed a blind watermarking technique based on DWT and SVD,
DWT is applied on ROI. Then the SVD is performed on LL sub-band. A pair of elements
with similar values is identified from the left singular value matrix of the blocks selected. The
values of these pairs are modified using certain threshold to embed a bit of watermark. The
proposed method offers good robustness against some attacks such: salt & pepper noise
(v<=0.005), histogram equalization attack, Gaussian noise (v<0.002) and JPEG compression
attack. However, it requires an important computational complexity. Figure 2.9 illustrates the

main steps of watermark embedding process.

o - o -

. |
| Original image —»| DWT [—» SvDonLL __l

. |Embedding on U

Matrix
: Watermark ——— Y
______ ! SvD'
! . |
DWT! |—» Watermarked ,
| Image I

Figure 2.9 Falgun et al.[81] block diagram of watermark embedding.

Mousavi et al. [82] presented a blind technique for medical image in the spatial domain.
The idea of the proposed technique is to encode the watermark bits referring to ROI pixel,
which will be embedded on RONI of cover image using LSB method. This method offers
good performances in terms of robustness with salt & pepper noise attack with different
variety of noise density, security, and imperceptibility. However, the method was tested only

against few attacks. Figure 2.10 show the watermark block diagram of embedding process.
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RK RONI e mbedding |——» Wiatermarked image
Encoding
© Watermark

Figure 2.10 Moussavi et al.[82] block diagram of watermark embedding.

In Ali et al. [96], the authors proposed an informed watermarking method using DWT.
the main idea consist of generating a digital signature (watermark) which is constituted from
the feature distribution of the cover image, this signature is extracted from the DWT
coefficients of the cover image, the signature is embedded in the cover image itself. The
proposed method gives good results in terms of alter detection and localization whether the
watermarked image is altered intentionally or unintentionally. However, it requires an
important computational complexity, and the digital signature inserted wasn’t secured.

In Hou et al. [97] proposed an informed watermarking method for alter detection and
recovery, the proposed method working on generating a watermark using binary random
matrix then embed it in Contourlet transform using the maximum absolute value quantization,
finally, a watermark recovery which constituted from the average grey level, is embedded in
the LSB of the cover image (see Figure 2.11). The proposed method offers the possibility of
locating the alteration and recovery the tampered regions. While, it present a major drawback
which is the low security of watermarks embedded and the important computational

complexity, also, the imperceptibility degree wasn’t mentioned.

| Original image —» CT

\4

»| Embedding

rom oo !

|
|
| Watermark 1 cri o LsB
 Z
- --- Embedding 1 Watermarked
| Watermark 2 :—'_’ ™ Image :

Figure 2.11 Hou et al.[97] main steps of watermark embedding process.
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In Liu et al. [94] proposes a blind zero watermarking technique for encrypted medical

images based on Dual-Tree Complex Wavelet Transform and Discrete Cosine Transform

(DTCWT-DCT) and chaotic map. The main idea is to encrypt the watermark image using a

logistic map and then embed it into the medical image after encrypting it using DTCWT-DCT

and logistic map. In this method, the advantages of DTCWT-DCT are considered to enhance

the performance of image watermarking in terms of good robustness. However, the

computational complexity and imperceptibility are high.

Table 2.2 shows the comparison of the semi-fragile watermarking techniques cited bellows.

The works are compared in terms of embedding domain (E.D), Strength points and drawbacks

remarked.

Table 2.2 Comparison of semi-fragile watermarking works.

and computational complexity

Works ED Strength Points Limits
Good effectiveness in terms of | High computational
Huo etal. Transform ;aer:ua?{y dztr?gtiorrc])bﬁrs]?nelszca:/i\/ri]?ﬁ complexity. Median
[101] JPEG compression attack. imperceptibility.
Good performances in terms of | This  method  doesn’t
imperceptibility, embedding | provide any technique to
Zhao et al. Spatial | capacity and robustness with | protect the watermark bits,
[98] some attacks. where the watermarks bits
could be extracted easily.
Good trade-off between | Require high computational
Lakshmi et | Transform | imperceptibility, security, tamper | complexity.
al. [99] detection and robustness with
some attack’s kinds
Good robustness with JPEG | Low imperceptibility.
Zhuvikin et | Transform | compression attack (QF<30%)
al. [100] and medium embedding capacity

Good performance in terms of
imperceptibility and embedding

capacity.

Requires an  important
computational complexity,

and the data is embedded in
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Ustubioglu et
al. [80]

Spatial

ROI and RONI, as a result
an attacker could add his
own RONI to make the data
extraction difficult or even

impossible.

Falgun et al.
[81]

Transform

Good robustness against some
attacks such: salt & pepper noise
(v<=0.005),
equalization
(v<0.002)
attack.

histogram
Gaussian
JPEG
Good

imperceptibility and security.

attack,
noise and

compression

Require high computational

complexity.

Moussavi et
al. [82]

Spatial

Good trade-off between

robustness, security and

computational complexity.

Low security, and the
method use RONI to embed
data, as a result an attacker
could add his own RONI to
make the data extraction

difficult or even impossible.

Ali et al. [96]

Transform

Alter detection and localization
whether the watermarked image
is altered intentionally or

unintentionally.

Require  an  important
computational complexity,
and the digital signature

inserted wasn’t secured.

Hou et al.
[97]

Spatial

Robustness with salt & pepper
noise and JPEG compression,
locate the alteration and recovery
the tampered regions.

Imperceptibility degree

wasn’t mentioned, low
watermarks

the

security  of
embedded

important

and
computational

complexity.

Liu et al. [94]

Transform

Robustness against geometric

attacks.

Imperceptibility mediocre
high

computational complexity.

and require
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2.4 Fragile Watermarking approaches

In Bouslimi et al. [83] presented a fragile based joint encryption/watermarking
algorithm for medical image protection, the main idea is to embed the watermark twice; in the
first, the watermark is embedded using QIM in the encrypted domain after carrying RC, while
in the second is embedding in the spatial domain using LSB, this gives the possibility to
control the integrity and authenticity. The proposed method gives good performances in terms
of security, embedding capacity, while keeping a good imperceptibility. However, it requires
an important computational complexity.

The authors Khalil et al. [91] present a blind watermarking method for holy Quran
images authentication. The main idea is to use two layers of embedding to enhance the
sensitivity of fragile watermarking: on wavelet and on spatial domains, the DWT is performed
on the cover image to embed the watermark on DWT coefficients, these coefficients are
inverted to spatial domain then the LSB is used to embed another watermark (see Figure
2.12). The proposed method gives good results in terms of data embedding capacity,
imperceptibility and capacity of tamper detection, this proved by the experimental results.
However, it require an important computational complexity for embedding, extracting and
tamper detection processes.

o I
: Original image —» DWT

A\ 4

»| Embedding

oo I v
I |
vatermark | DWT! —»| LSB
* - r=—=—r=—r=—————- |
Embedding | |, Watermarked
T I Image
; Watermark2 —— === =---

Figure 2.12 Khalil et al. [91] embedding process block diagram.

In Lin et al. [93] presented a reversible watermarking method for image authentication.
The main idea is to generate watermark and authentication code from the cover image, and
then embed it into the two rebuilt components of each color pixel by using an authentication
table. The proposed method provides tamper detection performance while keeping good
imperceptibility. However, it require an important time for embedding, extracting and tamper
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detection processing (generate authentication code, generate/read the authentication
table...etc.), and the embedding capacity is mediocre.

The authors in Munir et al. [88] proposed a semi-blind watermarking technique for image
authentication using chaotic map. The algorithm encrypts the watermark using chaotic map
then embed it in the LSB of the host image. The proposed approach gives good watermark
imperceptibility, with low processing time, while the watermark data are highly secured.
However, the embedding capacity is mediocre. Figure 2.13 show the block diagram of
watermark embedding phase.

: Original image : : Watermark : Chaotic Sequence
Extract LSB XOR
\4
LSB plane » Embedding

Figure 2.13 watermark embedding process of work presented in [88].

In Pinjari et al. [87], the authors present a new watermarking method for images
authentication using Local Binary Pattern (LBP). The watermarking process is achieved in the
spatial domain by embedding the watermark using two LSB. Then the pixel information’s are
used by the LBP to generate a data key, this is used to secure the watermark. The proposed

approach presents median imperceptibility and low computational complexity.

In Zhang et al. [92] the authors propose a hybrid watermarking method for image
authentication and tamper detection based on SVD and LSB. Firstly, a watermark is generated
from the cover image texture information, where the texture information’s are extracted from
the singular value’s matrix. Then the generated watermark is embedded in the LSB of the
cover image. The proposed method has high capacity for detecting and locating the altered
area while keeping good imperceptibility. However, the embedding capacity is mediocre.
Also, an attacker could easily modify the watermarked image, extract the texture information
from the modified watermarked image, generate new watermark and embed it in LSB without
paying attention from the receiver.

In Sikder et al. [89] the authors propose a new watermarking method based on both
Slant Transform (ST) and Lower Upper Decomposition (LUD). Firstly, the watermark image
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is scrambled, and then the host image is separated into red, green, and blue components. The
red channel is divided into 8x8 non-overlapping blocks. Secondly, the ST method is applied
to convert each block in ST coefficients. Finally, LUD is applied to obtain the lower and
upper triangular matrix from obtained ST coefficients. The watermark data’s are embedded
into the upper triangular matrix of ST coefficients. Figure 2.14 show the main steps of the
proposed method watermark embedding. The proposed technique offers good imperceptibility

but it require high computational complexity.

i-o_ri_irral_inTa_e_l _ | Blocks Decomposition T
: g g I—> Extract RGB channels > of red channel : Watermark :
n »| Embedding

In the upper

LUD left matrix

Figure 2.14 main steps of watermark embedding of work presented in [89].

In Haghighi et al. [43] proposed a fragile blind watermarking scheme based on LWT
(Lifting Wavelet Transform), Chebyshev System and GA (Genetic Algorithm). The idea is to
generates four compact digests using LWT by image blocks differencing, and then creates
four chances for recovering each 2x2 destroyed block. While, the Chebyshev System is used
to determine the mapping block for embedding, encrypting, and shuffling the information.
Finally, the GA is used to optimize the embedding parameter in order to maximize the
imperceptibility. This method offers good performances in terms of security, tamper detection
and recovery accuracy and imperceptibility, however, it requires an important computational
complexity.

In Garcia et al. [86], the authors present a fragile watermarking scheme using 2-LSB (Least
Significant Bits), the idea is to decompose up the host image into non-overlapping blocks,
then generate the watermarks from each blocks, which are embedded into different block
using the 2-LSB, where a bit-adjustment phase is subsequently applied to increase the quality
of the watermarked image. Finally, three recovery watermarks are embedded in different
positions. This approach gives results when it comes to tamper detection and recovery,
security, and computational complexity, but the imperceptibility degree is mediocre (less than
34dB).
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Other works, such in Akhtarkavan et al. [90], authors proposes a fragile method based on

LVQ (Lattice Vector Quantization). The main idea is to apply the IDWT (Integer-to-Integer

Discrete Wavelet Transform) on the host image. Then lattice vector quantization are used as

an embedding area. This approach gives good trade-off between embedding capacity and

imperceptibility; however, it requires high computational complexity.

Table 2.3 shows the comparison of the fragile watermarking techniques cited bellows. The

works are compared in terms of embedding domain (E.D), Strength points and drawbacks

remarked.

Table 2.3 Comparison of different fragile watermarking works.

Works E.D Strength Points Limits
Spatial + | Good performances in terms of | Require  an  important
Bouslimi et | Transform | security, embedding capacity, | computational complexity.
al. [83] while keeping a good
imperceptibility.
Spatial + | Good results in terms of data | Require  an important
Transform | embedding capacity, | computational — complexity
Khalil et al. imperceptibility and capacity of | for embedding, extracting
[91] tamper detection. and  tamper  detection
processes.
Provides tamper detection | Require an important time
performance while keeping good | for embedding, extracting
Linetal. Spatial | imperceptibility. and  tamper  detection
[93] processing, and the
embedding  capacity s
mediocre.
Good trade-off between | Low embedding capacity.
Munir et al. Spatial imperceptibility,  computational
[88] complexity and security.
Pinjari et al. Spatial Low computational complexity. Imperceptibility median to
[87] mediocre.
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High capacity for detecting and | The embedding capacity is
locating the altered area while | mediocre. Also, an attacker
keeping good imperceptibility. could easily modify the
watermarked image, extract
the texture information from
Zhang et al. | Transform the modified watermarked
[92] image, generate new
watermark and embed it in
LSB without paying
attention from the receiver.
Sikder et al. | Transform | Good imperceptibility. Require  an  important
[89] computational complexity.
Haghighi et | Transform | Security, tamper detection and | Requires an  important
al. [43] recovery accuracy and | computational complexity.
imperceptibility
Garcia et al. | Spatial Tamper detection and recovery, | Low imperceptibility.
[86] security, and  computational
complexity
Akhtarkavan | Transform | Good performances in terms of | Require high processing
et al. [90] Embedding capacity and | time.
imperceptibility.

2.5 Comparison and evaluation

The performances of the approaches cited bellow are compared and evaluated in this section.
These

imperceptibility and embedding capacity, while for the robust and semi fragile- methods we

performances are analyzed through computational complexity, security,
add comparison on vulnerability with attacks.

We have observed that almost most of the robust transform-based approaches require an
enormous computational complexity and gives median imperceptibility. While, spatial
methods are fragile in almost, but it requires low computational complexity and improves
good imperceptibility. Also, Non-blind extracting methods are less computationally complex

and more robust against signal processing attacks, but they are impracticable. Semi-blind
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methods reduce the size of auxiliary data and consequently they help in increasing the
embedding capacity, also they improve good imperceptibility especially in the case of zero-
watermarking, but it’s less practicable. Blind methods are more computationally complex and
require more space for embedding the auxiliary data, however this kind of schemes is more
imperceptible, practicable and effective.

As a result, we suggest that robustness and embedding capacity could be assured with
the hybridization in transform domain, extra security can be assured with the encryption of the
watermark and the good imperceptibility could be assured using spatial domain as an
embedding area. This make the proposing of a watermarking techniques that contain a trade-
off between the watermarking requirements very difficult and necessitate a deep study of tools

and methodology used.

2.6 Conclusion

With the appearance of new technologies, preserving security and authenticity of images
becomes a fundamental and necessary requirement. Over previous years, various
watermarking algorithms have been proposed by several different researchers, but each
method has a number of associated advantages as well as drawbacks. In this chapter, we
have presented many watermarking methods with explanations and comparisons between
them. The methods are categorized into three major categories: robust, semi-fragile and
fragile approaches. The performances of these approaches are analyzed through many
factors: robustness, computational complexity, embedding capacity, security, and
imperceptibility. From the analyses and study of these methods we conclude that the
challenging problem of image watermarking is still on-going to develop a method that can
provide watermark protection while keeping full imperceptibility. In this context, in the
future works we try to propose a method that can provide better performances.

The next chapters will focus on our contributions in robust, semi-fragile and fragile

methods.
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3.1 Introduction

Image watermarking is considered as a backbone to support advanced multimedia security in
various domains, particularly medical domain. It consists in embedding secret information
into a cover image to prove the ownership, authenticating data and/or protecting copyright.
However, the watermarked images could face threats, when transmitted through Internet
which leads to fair quality of watermark and even erasing. A new challenge in image
watermarking is to come up with a new robust method for ownership proofing which
guarantees resistance of the watermark by preserving the watermarked image quality in terms
of imperceptibility. Although existing watermarking techniques offer reliable methods for
ownership proofing, they suffer from the poor image quality [44, 71, 72].

In order to achieve these goals, we present in this chapter the novelties and contributions
in regards of the area of robust medical watermarking techniques in order to guarantee good
robustness and high imperceptibility. The rest of the chapter is organized as follows. Section 2
focuses on our contribution, i.e., the robust watermarking approach based on DCT and Weber
Descriptors to improve robustness of medical image watermarking scheme, and the semi-
blind watermarking approach based on Schur decomposition and DCT for medical images
ownership proofing. Section 3 synthesizes the proposed approaches and section 4 concludes
the chapter with some lessons learned.

3.2 Robust medical images watermarking methods

In the studied works, some issues appear to be common between the watermarking
techniques. These issues are of course related firstly to the robustness of the watermarking
techniques and secondly to the imperceptibility aspects. In the following, we detail our
contributions for securing medical image when dealing with robustness. One of the main
aspects that we must consider is guarantying a watermark resistance strategy by preserving

the watermarked image quality that can be achieved in transform domain.

3.2.1 A New Blind Medical Image Watermarking Based on Weber Descriptors
and Arnold Chaotic Map

We present in this section, a new watermarking technique for medical image. The proposed
technique combines Discrete Cosine Transform (DCT), Weber descriptors (WDs) and Arnold

chaotic map. This combination brings three significant steps. First, the watermark image is
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scrambled using Arnold chaotic map. Second, the DCT is performed on each medical image
block, and the watermark data are embedded in the DCT middle- band coefficients of each
block. Finally, a new embedding and extracting technique is proposed, based on WDs without
any loss by selecting the right coefficients. Through this approach, we improve the robustness
of the proposed algorithm against several scenarios of attacks such as noising, filtering and

JPEG compression.

3.2.1.1 Weber Law Descriptors (WDs)

The Weber Law Descriptors (WDs) represents the relation between the quantity and intensity
[28]. It consists of two descriptors namely: Differential Excitation y and orientation A. The
differential excitation y of the pixel S is the relative differences of its neighbor’s intensity. It’s
computed as follows:

-1 S(m)-S
<)

w(ij)=arctan (X0, S (3.1)

Where m is the number of neighbors of S, i and j are the coordinate of the pixel S.
The orientation A is the gradient orientation of the current pixel S. It can be computed in
different angles using different neighbors. The orientation A is computed using the following
equation:

S(i+4)-S(
A(i,j) = arctan (ﬁ (3.2)

Where i:{O...g-l} (n is the number of neighbors of the pixel S).

The embedding and extracting process of the proposed method is achieved in the frequency
domain by using the WDs (A) with the DC coefficients.

3.2.1.2 Arnold Chaotic Map

Arnold scrambling is a method in image encryption domain. It is the most
commonly used map in chaos-based image encryption processes. The main idea, is to shift
each pixel couples in order to generate a new image with the same size of the original image.

The Arnold scrambling transformations is defined as follows:
1] = [} 21 [}] mod N, where i°, ", i, = {0.N-1} (3.3)
Where i, j represent the pixel coordinate of the original image, i’, j’ represent the pixel

coordinate of the scrambled image and N is the watermark size. The corresponding inverse of

Arnold scrambling is obtained based on the following equation:
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(1= ]+ N mod N (34)
In the proposed method, Arnold Chaotic map is used mainly to encrypt the watermark image

in order to ensure its security.

3.2.1.3 Proposed Watermarking Method

The proposed method consists of two processes: the watermark embedding process and the
watermark extraction process. Figure 3.1 to Figure 3.3 illustrates the watermark embedding

and extraction processes respectively.

e Watermark embedding process

The watermark embedding process is illustrated in Figure 3.1. The used medical images are
in grayscale of size 256 x 256. The embedding process consists of embedding the scrambled
binary watermark. This process is achieved in two phases, namely: preprocessing phase and

embedding phase.

Cover Image ROI selection 4x4 Block Embeddi
Decomposing mbedding
Watermarked
A Image
Binary Watermark Arnold
Image scrambling
Preprocessing phase Processing phase

Figure 3.1 Watermark Embedding Process.

a. Preprocessing phase

The first step of the watermark embedding process is performed as follow:

Step 1: select the ROI from the whole medical image.
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Step 2: decompose the ROI selected bellow into non-overlapping blocks of size 4x4 pixels, in
order to conserve the image quality; one watermark intensity (Bit) is embedded on each block.
Step 3: scrambling the binary watermark image using Arnold Chaotic Map [108] in order to

secure the watermark.

b. Watermark embedding phase (Processing phase)

This phase describes the main steps of embedding the binary watermark bits. Figure 3.2

shows the watermark bits embedding process steps which are described as follows:

Select a Block B;

\ 4
A

i+1
T+l

MBi)<45°

\4

Change c1, c2, ¢3, ¢4 using Eq.3.6|| Eq.3.7.

All Watermark Bits
are embedded?

lYes
END

Figure 3.2 Watermark Bit embedding phase.
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Step 4: select a block (Bi) and perform DCT on it. Then select 4 coefficients (c1, c2, c3, c4)
from the middle band coefficients (the locations of the coefficients selected are the same for
all blocks). These four coefficients are used to embed watermark intensity (one bit).

Step 5: calculate the orientation (1) of Bj as follow:

MBi) = | Arctan (Cl_cz) | (3.5)

c3—c4

Step 6: Select an intensity (Bitj) from the scrambled binary watermark, and embed it
according the following cases:
Case 1: Biti =1 and A(Bi)<45°, in this case the values of c1, c2, c3, c4 are modified as follow:

Permute (c1, c3).
Permute (c2, c4). (3.6)
cl=cl+K

Where K is an embedding strength used to reinforce the watermark presence.
Case 2: Bitj =0 and A(Bi)>=45°, in this case the values of c1, c2, c3, ¢4 are modified as

follows:

Permute (c2, c4). (3.7)

{ Permute (c1, c3).
c3=c3+K

Another case: past to step 7.
Step 7: perform the DCT inverse on Bi. If not all the watermark bit are embedded back to step
4 with i=i+1.

e Watermark extracting process

The watermark extracting process is shown in Figure 3.3. As mentioned below, the proposed
method is blind, which mean only the embedding secret key is required to extract the
watermark image. Similarly to embedding process, the extracting process executes also two

phases: preprocessing phase and watermark extracting phase.

4

Extracting |[—»| Watermark

I
iy

T
T
i3

||||||||

Watermarked Image ROl 4x4 Block image
Image selection Decomposing
Preprocessing phase Processing phase

Figure 3.3 Watermark extracting process.
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a. Preprocessing phase
Step 1: select the ROI from the whole medical image.

Step 2: decompose the ROI selected bellow into non-overlapping blocks of size 4x4.

y

Select a Block B;

DCT
A
. M(B)
x
No
M(B;)<45° Yes
\ 4
Bit=1 Biti=0

All Watermark bits are
extracted?

END

Figure 3.4 Watermark Bits extracting phase.

a. Watermark extracting phase (Processing phase)
The processing phase steps are shown in Figure 3.4.
Step 3: select a block (Bi) and perform DCT on it. Then select 4 coefficients from the middle
band coefficients (the same coefficients locations used in embedding process).
Step 4: calculate A(Bi) using Eq.(3.5).
Step 5: the bit (Bit;) of the scrambled binary watermark is extracted according the following
cases:

Case 1: M(Bi)<45°, in this case Bit;j=0.

Case 2: M(Bi)>=45°, in this case Biti=1.
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Step 6: perform the DCT inverse on Bi. If all the watermark bits are extracted go to step 7,
else go back to step 3 with i=i+1.
Step 7: apply the invers Arnold scrambling on the extracted watermark image to get the

original watermark image.

3.2.1.4 Experimental results and discussions

We performed our tests on grayscale medical image database that contains thirty images of
size 256x256. The presented watermarking method use a binary watermark image of size
32x32 where each pixel could take two values 0 or 255 expressed as one byte (0 for black
and 1 for white). In simulation, we defined the embedding strength K=30. We evaluated our
proposed watermarking technique against several kind of attacks such as: noising, filtering
and JPEG compression and other kind of geometric distortions.

The experimental results are evaluated using well-known metrics such: PSNR, NC and
SSIM. Figure 3.5 show a sample of cover images and watermark used in experimentation.
The used images are from [66]. Table 3.1 illustrates an example of the realized application of

proposed method.

(@)

@ ()

Figure 3.5 (a)-(h) Cover medical images (i) Watermark.
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Image name: (a)

Cover Image

Watermark image

A

Encrypted Watermarked Extracted Decrypted Performance Results
Watermark Image Watermark Extracted
watermark
Image

A

Embedding Time

1.5288 s

Imperceptibility
PSNR : 43.761 dB

Extracting Time

0.6082 s

e Imperceptibility measurement

To evaluate the imperceptibility of the proposed method, we use the PSNR defined via the
Mean Square Error (MSE) (detailed in Chapter 1 Section 4). High PSNR value means a

higher imperceptibility degree. Table 3.2 presents the obtained PSNR values between the

original image and the watermarked image in different medical images. We noticed that the

obtained results by our method are very encouraging (e.g. the PSNR values greatly exceed

34db) and helpful in the preservation of the watermarked image quality compared to the
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original image. The main reason is that the middle band coefficients of blocks are slightly

modified to embed the binary watermark data’s.

Table 3.2 PSNR values between the original and the watermarked images.

H (@) (b) (©) (d) (€) () (9) (h)

PSNR (dB) 43.761  44.078  44.098 43548  45.934  43.463 45.73 43.026

e Robustness measurement

This experiment was designed to evaluate the proposed method in terms the robustness.
Using Stirmark benchmark software [63] and MATLAB, we apply different types of attacks
on the watermarked images. We calculate the robustness values using the NC/SSIM measures
between the original watermark and the extracted one. The averages of the obtained
NC/SSIM results are shown in Table 3.3 and Table 3.4. It’s clear that the proposed method
provides high robustness to the watermark improved by the high values of NC/SSIM except
for Rescale (RESC), Remove Line (RML), Random Distortions (RNDDIST) and Translation
attacks. These findings are practically significant and accomplish robustness, signify that the
orientation (1) of the coefficients used for embedding the watermark data is slightly changed
when the coefficients are modified. So the watermark bit extraction still possible even that

the watermarked image is altered.

Table 3.3 The obtained Robustness measurement for the first serie (using Stirmark Benchmark).

Attacked watermarked images Extracted watermark NC SSIM
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I i__'_' l._':
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Table 3.4 The obtained robustness measurement for the second serie (Using MATLAB).

Attacked watermarked Image

P
1 AT

Extracted Watermark

58

TR
R
»

Wit d w

0.8574

NC

0.8188

0.9539

0.8262

0.9755

0.9559

0.5468

SSIM

0.5044

0.8022

0.6157

0.8662

0.7877
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e,
m i ﬁ 0.4167  0.092
[

e Computational Complexity measurement

r

Translation

All our experiments are realized through a DELL LATITUDE E5410 Laptop/Intel Core
i5 2.67 GHz, 4 GB PC using Matlab. Table 3.5 illustrates the execution time needed for
embedding and extracting the watermark in different medical images. Experimental results
show that our proposed method allows fast execution time (doesn 't exceed 2 second for the
embedding process and 1 second for the extracting process). A fast execution time obtained
via a fast technique for embedding/extracting the binary watermark image in/from the

medical images.

Table 3.5 Time required for embedding and extracting the watermark.

Images Embedding time (Second) Extracting time (Second)
(a) 1.5288 0.6084
(b) 1.5132 0.624
() 1.6224 0.5928
(d) 1.5159 0.6148
(e) 1.5912 0.6369
(f) 1.6536 0.6084
(@) 1.7316 0.608
(h) 1.6692 0.651

e Performances comparison

We studied the watermarking techniques’ performance and compared them to some other
works in order to illustrate the efficiency and the effectiveness of our approach. The different

performance measures are determined and the obtained results are shown in Table 3.6, 3.7 and
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3.8. Table 3.6 shows the imperceptibility measure compared to some relevant works such as
[21] and [64]. Table 3.7 shows the computational complexity results compared with [67]. It’s
clear that the proposed approach requires low computational complexity than other methods
exploited in the spatial domain. Table 3.8 shows the robustness results compared with some
works in [65] and [64]. The proposed method allows fast execution time and low
computational complexity, preserves medical images quality and gives-better robustness than

other works.
Table 3.6 The obtained PSNR values of our method compared with other works [21, 64].

Approach Approach in [21] Approach in [64] Our proposed approach

PSNR (dB) 43.0388 32<PSNR<37 44.306

Table 3.7 The obtained computational complexity of our method compared with [67].

Parameters Approach in [67] Our proposed approach
Cover image size 128x128 256x256
Watermark size 8x8 32x32
Watermark encryption? No Yes
Average embedding time 45s 1.603 s
Average extracting time 456 s 0.618 s

Table 3.8 Performance analysis under NC values.

Attacks Approach [65] Approach [64] Proposed approach
Salt & Pepper noise (v=0.01) <0.8 0.9478 0.9540
Speckle noise(v=0.001) - 0.9455 0.95197
Rotation 5° <0.95 0.9667 0.9673
Median filtering 0.865 0.8663 0.9276
JPEG compression Q=50 0.795 1 0.925

3.2.2 Schur and DCT Decomposition Based Medical Images Watermarking

We present in this section, a new robust semi-blind based watermarking technique for

medical images, using Schur decomposition and DCT. The main idea is to embed the
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watermark derived from the cover image blocks in the DCT middle band coefficient, after

carrying out the Schur decomposition on the image’s blocks.

3.2.2.1 Digital Imaging and Communication in Medicine (DICOM)

Digital Imaging and Communication in Medicine (DICOM), is a standard designed to
cover the whole large aspect of medical images, including data transferring, storing and

display protocol built [4, 106].

a) Why DICOM
The principal objectives behind the DICOM developments are [106]:
= Ensure the communication of medical data’s regardless the device manufacturer.
= Facilitate the development and expansion of medical data archiving and
communication systems.
= Allow the creation of diagnostic information data bases that can be interrogated by

heterogeneous devices which are geographically separated.

b) DICOM Basic File structure

The DICOM file is constituted from two principal components (Figure 3.6), namely: Header
and Body [4]. The header contains the File Meta information’s. While the body contains the

medical data’s set (a set of data element which constitute the medical image).

Meta data’s } Header

Data’s set

Figure 3.6 DICOM File Basic Structure.

c) DICOM Terminologies

e The header

The header constituted with three essentially components [106]: the file preamble, the
DICOM prefix and the File Meta elements (Figure 3.7).
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File Preamble }128 Bytes

DICOM Prefix } 4 Bytes

File Meta elements

Figure 3.7 DICOM Header elements.

v" File Preamble

The File Preamble used to facilitate access to the images and other data in the DICOM
file by providing compatibility with the image file formats, if it’s not used by an application,
all 128 bytes shall be set to O0H, in order to facilitate the recognition that the preamble is
used. The File Preamble contains information enabling a multi-media application to randomly
access images stored in a DICOM data set, it’s can be accessed in two ways: by a multi-media
application using the preamble and by a DICOM application which ignores the preamble.

v DICOM Prefix

The DICOM prefix contains the character string "DICM™ encoded as uppercase characters of
the 1ISO 8859 GO Character Repertoire. This four byte prefix is not structured as a DICOM
Data Element with a Tag and a Length.

v’ File Meta Information’s

This part of header contains the real information’s relative to the medical image (patient,

physician, hospital...etc.) (Figure 3.8).

. Chest X-ray Report:
Patient Name Observer: ClunieDavid™A"Dr.
. History: malignant melanoma excised 1Y
Patient ID Findings:
- finding: multiple masses in both lung fields
Study Date - best illustration of findings:
:> Conclusions:
.. - conclusion: cannon-ball metastases
Medicine Name - conclusion: recurrent maligant melanoma
Diagnosis Codes:
...etc. - diagnosis: 172.9/1CD9
- diagnosis: 197.0/1CD9

Figure 3.8 DICOM Meta information example.
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The Meta information’s are presented as a set of attribute where each attribute have: a tag,
value representation (VR), value length and value field. Figure 3.9 show an example of a
DICOM Meta information:

Patient Birthdate: (0040,e040) | OB 16 12/14/15

14 December 2015

Figure 3.9 DICOM meta information representation.

e The DICOM Data Set (Body)

The DICOM body contain the graphical medical data, which constituted by a set of pixel Cell.
The image pixel data’s are divided into two regions (Figure 3.10): Region Of Interest (ROI)
and Region Of Non-Interest (RONI), the ROI area is depending on the availability of clinical
finding and its features in the medical image, it constituted from the significates pixel, while
the RONI is the area where there is not any clinical finding (insignificants pixels) [4, 106].

JFK IMAGING CENT

|~ Meta Data
-

Figure 3.10 DICOM image principal component.

3.2.2.2 Proposed Watermarking Method

The aim of the presented watermarking method is to transmit the watermarked images from
sender “A” to remote receiver “B” as is depicted in Figure 3.11. An input image (cover
image) “I” is transmitted over an unsecured communication channel. The watermark
embedding process is applied to “i” using Schur decomposition and DCT prior to
transmission to generate a watermarked image iw. The watermarked image iw (potentially
attacked) is sent to receiver B, where the attacked watermark image wa is extracted using the
same operation in embedding process (symmetric operation). The Watermark

embedding/extracting process is detailed in the next sections.
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Sender « A »

Recetver « B »
Attack

Watermark Embeding ) 5 o J Watermark Extraction |
LTkbed b C e

Extracted
Ipt | Shur Decomposition W (A Shur Decomposition ||

=" +DCT i Attacked +DCT Watermark
Image § Watermarke
Image iy Watermarke Wa

T Image iy
Original Watermark [mage Orignal Watermark Image

Figure 3.11 General generic model of the proposed method.

e Watermark embedding process

The watermark embedding process is based on Schur decomposition and DCT, as illustrated

in Figure 3.12 and detailed as follow:

Stepl. Decompose up the cover image into 2x2 non-overlapping blocks.
Step 2. Perform Schur decomposition on each block (Bi):

Schur(B;) =[U,V] (3.8)
Step 3. apply DCT on the V matrix obtained bellow and the watermark image.
Step 4. Select a block’s coefficients (BCi) and two watermark DCT coefficients (WCj and
WCi+1), and embed them in the middle band coefficients of BCi , using scaling factor a as
follow:

{BCi (12)=BC, +(1—a)*WC, 39)
BC(2,1) =BC, +(1-a)*WC,,

Where o in ]0,1].
Embedding two watermark DCT coefficients in the middle band DCT coefficients of the V
matrix doesn’t affect the cover image intensity (Fig 3.13) due to the good characteristics of
DCT and Schur decomposition [68,69,71,9, 42].
Step 5. Apply DCT! on BCi to obtain the watermarked V matrix (Vw), then perform Schur?
to obtain the watermarked block using the following equation:

Schur™ =U*V,, *U’ (3.10)
Step 6. If not all the watermark DCT coefficients are embedded go back to step 4 with i+1
and j+2. Else end.
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Figure 3.12 Watermark embedding process.
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Figure 3.13 Example of new blocks pixel intensity values after embedding of watermark.

e Watermark extracting process

The extraction process is semi-blind since it requires the original watermark image. The
detailed extraction process is illustrated with a block diagram in Figure 3.14 and discussed as

follow:
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1 Decompose up the host image into 2x2 non-overlapping blocks.

2 Perform Schur decomposition on each block (Bi) using Eq.3.8.

3. Apply DCT on the V matrix obtained below.

4 Select a block’s coefficients (BCi) and two watermark intensities (WIljand Wil;+1).
And then extract the watermark DCT coefficients as follow:

WIi32) 1-«

WC, = *BC,(1,2)
ot o (3.10)
WCi,, = WaD 1-a *BC;(2,1)
(24 (24
5. If not all the watermark blocks are extracted go back to step 4 with i+1 and j+2. Else

Apply DCT* on the extracted watermark coefficients to get the extracted watermark block.

Received watermarked Image iwa

22 block Partitions

Perform Shur Decomposition on

each block: [U, V] = Schur{By)

:

Perform DCT transform on V Onginad Watermark w

l

Select ablock’s coefficients BC and two intensity coefficients !
Wls to extractthe watermarke WL e+ (1-0) / o xBC L

!
Perform DCT? and Schur

'

Extracted watermak wa

|EI
S

Figure 3.14 Watermark extracting process of the proposed method.

3.2.2.3 Experimental Results

We studied in this section, the technique’s performances and compared them to some relevant
work results [44, 71, 72] in order to illustrate the effectiveness and the robustness of our

approach.

e Performance evaluation measures and data used
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In order to evaluate the performances of the proposed technique in terms of imperceptibility
and robustness, a data set of DICOM images of size 256x256 are used (from [78, 106]), while
the watermark image is of size 128x128. We use some similarity measures such as MSE,

PSNR, NC, CC and BER. The principles of these measures are well detailed in chapter 1,

section 4.

Figure 3.15 illustrates the watermark image used for our experiments, while Figure 3.16

present a sample of tested medical images.

A

Figure 3.15 Watermark image used in experiment.

Colon Brain Knee

Ankle

Figure 3.16 Sample of medical images used in experimentation.

Figure 3.17 presents the watermarked images with different values of alpha a (0.01, 0.5 and

0.98) to achieve visible, semi-visible and invisible watermarking respectively.
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Watermarked image (brain)  Watermarked image (brain) Watermarked image (brain)
with 0=0.1 with a=0.63 with 0=0.98

Watemmarked image (knee) Watermarked image (knee) Watermarked image (knee)
with a=0.1 with 0=0.63 with 0=0.98

Figure 3.17 Watermarked images with different values of a.

In the following, we use a scaling factor a of value 0.98.

e Imperceptibility evaluation
The first performance was used to evaluate the proposed method in term of imperceptibility.
A higher imperceptibility value means a high similarity between the original image and the
watermarked one. This factor o is important on the medical images application, since a
mediocre imperceptibility degree means an impracticability of the watermarking method. The
quality degradation of medical image implies wrong interpretation from physician, which may
direct to wrong diagnosis and treatment. Table 3.9 illustrates the imperceptibility degree in

terms of PSNR. PSNR average value of all dataset images was around 41 dB.
Table 3.9 Imperceptibility evaluation of the proposed watermarking method.

Images Colon Knee Hands Spine
PSNR(dB) 40.44 40.47 43.39 40.98

We measured the PSNR values between the proposed approach and the related works [71, 44,

72] as shown in Figure 3.18.
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Figure 3.18 PSNR (dB) comparison results with the works described in [71, 44, 72].

The obtained results in Table 3.9 and Figure 3.18 show that the proposed method gives better
imperceptibility. These results confirm that by embedding a watermark DCT coefficients
involves a little changes in the Schur DCT coefficients of the cover image blocks, Fig 3.13
prove that the proposed method keep a good imperceptibility compared to relevant related
works [71, 44, 72].

e Robustness Evaluation

The second performance was used to evaluate the proposed method in term of robustness.
Robustness is the degree of resistance of an embedded watermark against different attacks
performed to remove it or to confuse the image authentication. In our experimentation, we
applied some geometric and non-geometric attacks on the watermarked image then evaluate
the extracted watermark image using NC, BER and CC measures between the original
watermark and the extracted one. Table 3.10 gives the NC values of the extracted watermarks
from the attacked watermarked images. Table 3.11 shows the robustness comparison results
between the proposed method and the approaches described in [65, 44]. The results show that
our approach is more robust against different kind of attacks than other approaches [65, 44].
It’s obvious that the proposed model offers good robustness (i.e. NC and CC values are very

close to 1, while BER is close to 0).
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Table 3.10 NC values of the extracted watermark from the different attacked watermarked images.

Attacks Colon Knee Hands Spine
Salt & pepper noise v=0.05 0.91 0.91003 0.913 0.91

White noise v=0.05 0.885 0.885 0.887 0.885
DICOM JPEG compression attacks QF=50 0.996 0.996 0.994 0.996
Rotation 45° 0.994 0.994 0.995 0.995
Cropping 10% 0.993 0.993 0.993 0.994
Shearing 0.99 0.9907 0.99 0.99

Table 3.11. Robustness comparisons under NC values between the proposed method and works
presented in [65, 44].

Attacks Mansoori et al.[65] Prasanth et al.[44]  Proposed method
Salt & pepper noise v=0.01 0.90 0.99 1
Salt & pepper noise v=0.05 - 0.91 0.91
White noise noise v=0.01 0.90 0.94 0.981
Rotation 5° 0.93 - 1
Rotation 45° 0.89 0.90 0.99

3.3 Synthesis and discussion

Two new robust watermarking techniques were presented in transform domain. The first
efficient technique leverages of the DCT coefficients and Weber descriptors technique, makes
it power to offers more significant advantages such as in good imperceptibility and security
(e.g. as shown in Table 3.9 PSNR values exceed 41 dB.) and low computational complexity
(e.g. as shown in Table 3.5) compared to related watermarking techniques. However, the
embedding capacity is limited (a watermark bit is embedded in a block of size 4 x 4, which
means a binary watermark of size N x N necessitates at least a cover medical image of size 4N
x 4N), and the limited robustness degree with some geometric attacks such as translation,
rescale (RESC), remove line (RML) and random distortions (RNDDIST). This is requiring an
improvement by enhancing the ideal emplacement for embedding the watermark. To this end,
the second enhancement technique of the first one was proposed. This method uses both
benefits and features of Schur decomposition and DCT. It achieves better performance in term
of robustness compared to the first method (Table 3.10). We noticed also that our second
proposed approach ensures good imperceptibility when important amount of data is
embedded. However, it requires a high computational complexity and it couldn’t be applied

with real time e-health applications. This must be taken in consideration in the future works.
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3.4 Conclusion

This chapter presented two contributions in robust medical image watermarking field. The
first contribution is a new blind medical image watermarking in frequency domain which
means that the embedded watermark could be extracted without the need of the original (i.e.,
watermark and/or cover) image. This technique based on Weber Descriptors and Arnold
Chaotic Map. It provides better performance in terms of robustness compared to other related
methods. It achieves a remarkable robustness against several attacks such as JPEG
compression, median filtering...etc., and guarantees watermark imperceptibility compared to
same related methods. The second contribution is a semi-blind watermarking medical image
watermarking based On Schur decomposition and DCT. Embedding two watermarks DCT
coefficients in the middle coefficients of the DCT middle band coefficient of the cover image
blocks, after carried out the Schur decomposition on the image’s blocks. This gives the
possibility to benefits from the good features of Schur decomposition and DCT. Experimental
results demonstrate that the proposed scheme not only improve the efficient robustness
against many attacks such as JPEG compression, rotation and noising, but also ensures a
good imperceptibility when embedding an important amount of data.

In the next chapter, we will present our contributions in the semi-fragile techniques.
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4.1 Introduction

Image watermarking is an effective and powerful solution in multimedia security especially
when it comes to data authentication and integrity checking, where the semi-fragile
watermarking methods are the ideal tool for that purpose. In the sequel, blind watermarking
technique increases the security factor in the medical field, but unfortunately the majority of
the proposed watermarking techniques available in literature are semi-blind or non-blind.

This chapter presents two blind semi-fragile watermarking approaches in the frequency
domain. The goal is to achieve low computational complexity and good imperceptibility. The
rest of the chapter is organized as follows: section 2 focuses on our contribution, i.e., it details
the proposed watermarking blind semi-fragile approach. We will present the processes of
watermark embedding and the processes of watermark extracting. Section 3 presents a
synthesize discussions and comparison between the proposed approaches. Section 4

concludes the chapter.

4.2 Semi-fragile watermarking approach’s

In this section, two semi-fragile watermarking methods in frequency domain. The first is
based on DWT combined with Schur Decomposition. While the second scheme based on

Schur Triangulation and Chaotic Sequence.

4.2.1 A Fast and Effective Watermarking Method for Medical Data Security

In this section, presented a novel watermarking method to protect the sensitive medical data
transmitted through unsecured network. The proposed method benefits from the combination
of DWT and Schur decomposition for embedding watermark bits. The proposed technique is
blind which means that the data embedded is extracted without the needing of original or
watermark images, where experimental results in end of this section, demonstrate the

performances of the proposed scheme.

4.2.1.1 Proposed Watermarking method

In this section we describe in detail the proposed watermarking methods.

A. Embedding process

The watermark embedding process steps are presented in the Algorithm 4.1 and shown in
Figure 4.1.
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Algorithm 4.1 Watermark embedding process.

Input : Original image, Watermark image, block size.

Output: Watermarked medical image.

Begin

While not all the watermark bits are embedded Do
- Decompose the medical image into mxm non-overlapping blocks.
- Select a block Bi and a watermark bit Wi.
- Scrambling Bjusing Arnold chaotic map [1].
- Apply DWT [6] on Bj then perform Schur decomposition [7] on the LL sub-bands:
o Schur (LL)=[U,V] 1)
- Select the V matrix block (BV) and compute their weight (We) using the following
equation:

We=37," £i,(BVGR0) + T2, 5 (BVG.K) -

2
22 (BV(, m —j + 1)) 2)
- Embed Wiinto BV according to We value:
If We <0 and W ==1
Repeat
min (BV(j,m —j + 1))+e {j=1:m} 3)
Until We>=0
Else if We >=0 and W, ==
Repeat
min (BV(j,m —j + 1))-e {j=1:m} 4)
Until We>=0
Where € is the embedding strength.
- Apply Schur?succeeded by DWT -1, and descrambling Bi to
End While
Return the watermarked medical image.
End.
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Figure 4.1 Watermark embedding process main steps.

B. Extraction process

The extraction process steps are described in the Algorithm 4.2 and described in Figure 4.2.
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Figure 4.2 Watermarking extraction process main steps.

Algorithm 4.2 Watermark Extraction Process.

Input : Watermarked medical image, block size.
Output: Watermark image.
Begin

While not all the watermark bits are extracted Do

Decompose the whole medical image into mxm non-overlapping blocks.

Select a block Bi and scramble it using Arnold chaotic map.

Apply DWT [6] on B; then perform Schur decomposition [7] on the LL
sub-bands (Eqg. 1).
Select the V matrix block (BV) and compute their weights (We) By Eq. 2.
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- Extract the W; from BV using the following equation:

{W_i = 0;if We < 0 5)
Wi = 1; otherwise

End While

Return the watermark image.
End.

4.2.1.2 Experimental results and Evaluation

In order to prove the efficiency of the proposed method; a data set of medical images of size
256x256 in DICOM format [79] and watermark of size 32x32 are used (in our
experimentation we use a block size of 4x4 and an embedding strength €=5).

Figure 4.3 show a sample of images used in experimentation and watermark, where all
images used are from [78, 79].
We evaluate the proposed digital watermarking method in terms of imperceptibility,

robustness.

Colon Brain Knee Shoulder

Ankle Chest Hands Spine A

Watermark

Figure 4.3 Sample of medical images used and watermark used in experimentation.

e Imperceptibility measurement
The imperceptibility [74] has a high impact in the medical field, where a mediocre
imperceptibility could lead to a serious consequences. Table 4.1 shows imperceptibility
degrees of the proposed method in terms of PSNR (dB) [75].
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Table 4.1 PSNR (dB) values of the proposed method.

Images Colon Brain Knee Shoulder | Anckle Chest Hands Spine

PSNR(db) | 38.11 | 36.83 | 43.17 40.97 37.89 | 45.13 | 48.87 43.21

Examining the obtained results in Table 4.1 concludes that the proposed method
improves good imperceptibility. The reason is that the embedding of a watermark bit
necessitates a small unnoticeable change in the V matrix after Schur decomposition on the LL
sub-bands of DWT value of the cover image blocks. To this end, the watermarked images

keep the good imperceptibility comparing to the original one.

e Robustness measurement

In order to evaluate the robustness [74] of the presented method, some attacks are applied to
the watermarked image, and then NC [75] measure is evaluated between the original
watermark and the extracted one. Table 4.2 shows the list of attacks used in the
experimentation, while tables 4.3 show the NC values of the extracted watermark after attacks

listed in table 4.2.

Table 4.2 List of attacks used in experimentation.

Attacks Names Abbreviations
DICOM JPEG Compression Lossless DJL
DICOM JPEG Compression Lossy (QF=50) DJLY
DICOM JPEG 2000 compression Lossless DJ2L
DICOM JPEG 2000 compression Lossy (QF=50) DJ2LY
Rotation 0.1° RT
Salt & Pepper noise V=0.01 SPn
White noise V=0.0001 WN
Speckle noise VV=0.0001 SPeN

It’s clearly indicated from Tables 4.3 that our technique performs good robustness under
different attacks used in experimentation. The reason is that the watermark data is embedded
into the ideal location (DWT-Schur coefficients) which makes it robust against these kinds of

attacks.
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Table 4.3 Robustness measurement under NC values.

Attacks
Images DJL DJLY DJ2L DJ2LY RT SPn WN SpeN
Colon 0.97 0.978 0.977 0.96 0.668 096 | 0.676 | 0.716
Brain 0.985 0.984 0.985 0.978 0.64 0.97 | 0.681 | 0.742
Knee 0.971 0.97 0.971 0.97 0.646 0.96 0.67 | 0.743
Shoulder | 0.983 | 0.981 0.97 0.97 0.639 0.97 | 0.682 | 0.742
Ankle 0.98 0.984 0.979 0.97 0.642 0.97 | 0.678 | 0.732
Chest 0.986 | 0.986 0.985 0.981 0.651 | 0978 | 0.685 | 0.74
Hands 0.974 0.971 0.97 0.97 0.624 0.96 | 0.652 | 0.74
Spine 0.985 0.981 0.985 0.98 0.642 0.97 | 0.668 | 0.741

e Performances comparison

In this section, we compare the proposed method with some recent techniques in terms of

imperceptibility and robustness. Table 4.4 show the comparison of imperceptibility values

(dB) of our approach with work presented in [64, 80, 81]. It’s very clear that our approach

performs better performances neither with medical images or other images.

Table 4.4 Comparisons of imperceptibility results of our approach with different approaches [64,80,81]

using medical images.

Methods

[64]

[80]

[81]

Proposed method

PSNR (dB)

44

44

33

44.5

Table 4.5 illustrates the performance comparison of the proposed scheme with some recent

methods [65, 81, 82] in terms of robustness using NC values.

Table 4.5 Robustness comparison with works presented in [65, 81, 82].

Attacks [65] [82] [81] Proposed approach
Salt & Pepper noise <0.8 0.96 0.88 0.97
(v=0.01)
Salt & Pepper noise 0.96 0.98 1 1
(v=0.001)
Rotation 15° 0.90 - - 0.613
JPEG compression Q=50 0.795 - 0.919 0.97
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It’s clear that the comparison of the proposed technique shown in tables 4.4 and 4.5
proof the superior performances of the proposed method compared to some recent existing
watermarking approaches in terms of imperceptibility and robustness. This makes our method

legible to be practicable in telemedicine applications.

4.2.2 A Novel Blind Medical Image Watermarking Scheme Based on Schur
Triangulation and Chaotic Sequence

In this section, we present a new blind semi-fragile based watermarking technique for medical

images using Schur decomposition and chaotic sequence. An efficient chaotic method is

exploited to encrypt the watermark image and cover image blocks. A decomposition based on

Schur is employed to embed the encrypted watermark bits in the encrypted cover image

blocks. Finally, the watermarked image is obtained using the same chaotic sequence used in

encryption.

4.2.2.1 Chaotic Sequence

Chaotic sequence is an evolution function that exhibits some sort of chaotic behavior, where
each value of the chaotic sequence has a dependency to the initial value [5, 76, 77], and the

whole chaotic sequence could be obtained only with the presence of the seed.

The chaotic sequence is used as spread sequence to effectively encrypt and decrypt the
watermark embedded in image blocks. The aim is not only to reinforce the security but also

mainly to enhance the imperceptibility.

4.2.2.2 Proposed Watermark Embedding and Extracting Processes

Embedding watermark becomes more important to bits into medical images. A highly
imperceptible watermarked image is an essential requirement to accurate and assuring quality
diagnostics. Schur decomposition is a powerful technique that allows more imperceptibility
and provides stronger robustness against some attacks. The proposed watermarking method
consists of two processes: the watermark embedding process and the watermark extraction

process which are explained as follow:

e Watermark embedding process

The watermark embedding steps are illustrated through a block diagram in Figure 4.4
Summarized as follow:

1. Generate a Binary Chaotic Sequence (BCS) from a key K using Algorithm 4.3.
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Algorithm 4.3: binary chaotic sequence generation.

Input: K Key, n,m watermark size.
Output: BCS binary chaotic sequence.
Begin
BCS (1:8)= Binary value Of (K);
b=8;
For i=2:n*m/8
BCS(b:i*8)= Binary value Of (K+BCS(i-1));
b=i*8;
End For;

Return BCS.

2. Encrypt the binary watermark image by performing the XOR operation between the
Binary Chaotic sequence generated bellow and the watermark image.

3. Decompose up the encrypted cover image into 2x2 non-overlapping blocks.

4. Generate a chaotic sequence (CS) from a key K using the following equation:
CS(11)=K

CS(1j)=CS(Lj-1)+K

CS(i,1)=Cs(i-11)+K
CS(i,j)=Cs(i,j-1)+CS(i-1,j)-K

(4.6)

5. The Chaotic sequence generated bellow is decomposed up into 2x2 non-overlapping
blocks.
6. Each Block of the Cover image blocks is encrypted by adding the Chaotic sequence (CS)
generated in Step 4 to the pixel intensity of the original image (Ol) as follow:
Enc(i, j)=mod (OI (i, j)+CS (i, j)+ K2,X) (4.7)
Where Enc(i,j) is the encrypted intensity value, X=28 for JPEG format image and 2*° for
DICOM format image.

7. The encrypted watermark bits are embedded in the encrypted medical image blocks using

the following sub-steps:
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a) Select an encrypted Block Enci, and compute its weight W(i) using Eq 4.8.
4
W (i) =D Enc(j) (4.8)
j=1

Where “i” is the block number, and j is the pixel number.

b) Select a Watermark Bit WBx from the encrypted watermark bits and embed it
according to the following cases:

If mod (W(i),2)~=WB« then

[u,v]=Schur(Enc(i));

Min(v(1,2), v(2,1))= Min(v(1,2),v(2,1))+1 ;

Incrementing minimum (v(1,2) , v(2,1)) modify (increment or decrement) one pixel
intensity from the 2x2 block pixel intensities (Figure 4.5). This improve the
imperceptibility of the watermark.

Enc(i)=u*v*u'.

Else go to sub-step c.
c) If all the watermark bits are embedded go to step 8,

else go back to step 7-a with i+1 and k+1.

8. Decrypt the encrypted blocks using the same chaotic sequence to obtain the watermarked

image (WI) as follow:

WI (i, j)=mod (Enc(i, j)+CS (i, j) + K2,X) (4.9)
Blocks Values New Blocks Values
261 132 261 132
354 220 353 220
186 228 Incrementing Min (v(1,2),v(2,1)) 186 229
245 298 245 298
4080 4080 4080 4079
4080 4082 4080 4080

Figure 4.5 Example of new blocks pixel intensity values after embedding of watermark bits.
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Figure 4.4 Watermark embedding process.
e Watermark Extraction Process

The extraction process is illustrated with a block diagram in Figure 4.6 This process is

described as follow:
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Figure 4.6 Watermark extracting process.

1 Generate a binary chaotic sequence (BCS) from a key K using Algorithm 4.3.

2 Decompose up the watermarked image into 2x2 non-overlapping blocks.

3. Generate a chaotic sequence (CS) from a key K2 using Eq 4.6.

4

The Chaotic sequence generated bellow is decomposed up into 2x2 non-overlapping

5. Each Block of the Cover image blocks is encrypted by adding the Chaotic Sequence
generated in Step 4 to the intensity of the watermarked image using Eq 4.7.

6. The encrypted watermark bits are extracted from the encrypted medical image blocks
using the following steps:

a) Select an encrypted Block Enci, and compute its weight W(i) using Eq 4.8.
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b) A Watermark Bit WBk is extracted from the encrypted block intensity:
WB, =mod (W (i),2) (4.10)
C) If not all the watermark bits are extracted go back to step 5-a with i+1 and k+1.

7. Decrypt the extracted watermark bits by performing the XOR operation between the

Binary Chaotic sequence generated bellow and the extracted watermark image.

4.2.2.3 Experimental Results and Discussion

To evaluate the performance of the proposed technique in terms of imperceptibility and
robustness, a data set of DICOM images of size 256x256 provided by [78, 79] are used. All
experiments have been performed on a PC with Intel Core i5 2.67 GHz, with 4 GB of RAM,
250 GB hard disk and window 7 64 bits, using MATLAB R2013a.

Figure 4.7 shows the binary watermark image used, while Fig 4.8 gives a sample of tested

images in experimentation as host images.

—— Medical

=2l {Jelolgt

Figure 4.7 binary Watermark image used in experimentation.

Figure 4.8 Sample of host images used in experimentation.
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o Imperceptibility Measurement
Table 4.6 gives the imperceptibility degrees of the the presented scheme in terms of PSNR
(dB) for different watermark size.

Table 4.6 PSNR values (dB) using different watermark size.

Watermark Size

Images 16x16  24x24 32x32 48x48 64x64 80x80 96x96  128x128
Knee 74110 7122 68.887 6541 63.085 61.254 59.66 57.145
Hands 94185 90.480 88.332 84.705 82.119 80.352 78.689  76.115
Spine 94365 90.94 88.240 84.660 82.01 80.189 78.651 76.241
Chest 94842 90.918 88.360 84.842 8239 80.404 78.870  76.350
Colon 75415 71.780 69.380 65.730 63.12 61250 59.620 57.190
Brain01 75.090 71.660 68.159 64.879 63.09 60.959 59.030 57.001

Shoulder01 | 94.770 92.180 88.357 83.890 82.06 80.413 78.641 76.002
ImageX1 75.190 71.890 70.089 65.110 63.002 60.745 58.050 56.812
Arm 94690 92.145 88.148 83.810 81.11 79.101 77.090 74.220
Chest02 94418 90.980 88.200 84.630 82.09 80.250 78.660  76.200
ImageX2 80.453 76.487 71.220 68.112 66.745 62.921 60.812 58.660
ImageX3 89.451 86.745 83.480 80.227 785  75.265 72332 70.154

Table 4.7 depicts the imperceptibility degrees of the proposed scheme according to different

watermark sizes in terms of SSIM.

Watermark Size

Images
16x16  24x24 32x32  48x48 64x64 80x80 96x96  128x128
Knee 0.989 0.982 0978 0969 0.954 0949 0.942 0.939
Hands 0.99 0982 0979 0969 0.954 0.95 0.942 0.94

Spine 0.989 0.982 0.978 0.97 0.952 0.949 0941 0.94
Chest 0989 0982 0978 0968 0954 0.949 0.942 0.94
Colon 0.99 0982 0978 0969 0954 0.949 0.942 0.939
Brain01 0981 0982 0979 0969 0.954 0.95 0.942 0.94
Shoulder01 | 0.988 0.982 0.978 0.97 0952 0949 0941 0.94
ImageX1 0989 0982 0978 0968 0954 0949 0.942 0.94
Arm 0989 0982 0978 0969 0954 0.949 0.942 0.931
Chest02 0989 0982 0979 0969 0.954 0.95 0.942 0.94
ImageX?2 0.989 0982 0.978 0.97 0.952 0.949 0941 0.94
ImageX3 0989 0982 0978 0968 0.954 0949 0.942 0.94
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We present the comparison results among various techniques described in [35, 64, 80, 81-83],
as shown in Figure 4.9 in terms of PSNR (dB).

80
70
60
50 proposed method
40 B method in [83]
30 B method in [82]
20 B method in [81]
10 B method in [80]
0 B method in [64]
. B method in [35]
&
N\

Figure 4.9 Imperceptibility (dB) comparison between the proposed method and methods in [35, 64, 80, 81-83].

As shown in Tables 4.6, 4.7 and Figure 4.9, the proposed algorithm achieves high
imperceptibility when embedding a watermark of maximal size (128x128). Is due by

embedding of a bit, it need the increment of one-pixel intensity in a block of four pixels.

e Robustness Measurement
We attempt to evaluate the robustness of the proposed method against various attacks as
described in Table 4.8. Normalized Coefficients (NC) and Bit Error Rate (BER) measures are
used to evaluate the robustness of the proposed model. Table 4.9 shows the attacked
watermarked images and the correspondent extracted watermarks. While Table 4.10 provides
the values of NC and BER of the extracted watermarks from the attacked watermarked

images when a watermark size is of 128x128.

Table 4.8 The Applied attacks names abbreviation.

Attacks abbreviation Attacks names
Sp Salt & Pepper noise
Gn Gaussian noise
Sn Speckle noise
Af Average Filtering
Mf Median Filtering
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DJL DICOM JPEG Compression Lossless
DILY DICOM JPEG Compression Lossy
DR DICOM RLE Compression
DJ2L DICOM JPEG 2000 compression Lossless
DJ2LY DICOM JPEG 2000 compression Lossy
Rt Rotation
Gc Gamma correction
Sc Scaling
Tr Translation
Sh Shearing
Dt Dithering
Cr Cropping
WF Wiener Filtering
HE Histogram Equalization
RML Remove Line

RNDDIST Random Distortion

JPEG-Crop JPEG Compression combined with cropping

Table 4.9 the attacked watermarked images and the correspondent extracted watermark.

Attacked Extracted Attacked Extracted Attacked Extracted Attacked Extracted
— watermarked Img| watermark watermarked Img| watermark watermarked Img| watermark |[Watermarked Img watermark
Sp v=0.01 —
Medical
Report
Sp v=0.05
Sp v=0.1 S
Medicai
Refioit
Gn v=0.001
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Sn v=0.001

Af[2,2]

Mf [2,2]

DJL

DJLY QF=50

DR

DJ2L

DJ2LY QF=5(

Rt0.1°

Rt 1°

Gcy=0.95

Medical
Report

Ao

Medical
Report

Medical
Report

F =

Medical
Report

Medical
Report

Ao

Medical
Report

.rﬂedlica!
Report
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Gcy=0.9

Sc(1,1)

Sc(2,2)

Tr (2)

Sh

Dt

Cr 1%

Cr 10%

WF [2,2]

Medical
Report

Medical
Report

Medical
Report

HE

RML 2

RNDDIST

Medical
Report
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JC(50,1%)
Table 4.10 The NC and BER values of the extracted watermark from different images.
Knee Hands Spine Chest Baboon
Attacks NC BER NC BER NC BER NC BER NC BER
Sp v=0.01 0.980 0.002 | 0.99 0.001 | 099 0.002 | 098 0.002 0.95 | 0.009
Sp v=0.05 0930 0.008 | 0.93 0.008 | 0.93 0.008 | 0.92 0.009 0.88 | 0.014
Spv=0.1 0.850 0.160 | 0.85 0.15 | 0.86 0.150 | 0.84 0.170 0.81 | 0.240
Gn v=0.001 0.520 0.460 | 0.52 0.5 05 0500 | 049 0490 0.44 | 0.500
Sn v=0.0001 0690 0.280 | 0.69 028 | 0.68 0.270 | 0.67 0.290 0.60 | 0.350
Sn v=0.001 0540 0500 | 056 043 | 056 0420 | 058 0450 0.50 | 0.500
Af [2,2] 0530 0490 | 053 049 | 052 0490 | 052 049 0.50 | 0.500
Mf [2,2] 0540 0464 | 054 045 | 054 0460 | 054 0.460 0.50 | 0.500
DJL 1.000 0.000 | 1.00 0.000 | 1.00 0.000 | 1.00 0.000 | 0.88 0.011
DJLY QF=50 1.000 0.000 | 1.00 0.001 | 1.00 0.000 | 0.99 0.000 | 0.91 0.007
DR 1.000 0.000 | 1.00 0.000 [ 1.00 0.00 | 1.00 0.000 | 0.81 0.019
DJ2L 1.000 0.000 | 1.00 0.000 | 0.99 0.000 | 1.00 0.000 | 0.81 0.019
DJ2LY QF=50 0.850 0.090 | 0.88 0.030 | 0.92 0.040 | 0.88 0.110 | 0.68 0.250
Rt0.1° 0.890 0.070 | 0.51 0500 | 0.65 0.370 | 0.70 0.320 | 0.60 0.500
Rt 1° 0550 0.460 | 048 0500 | 0.63 0.400 | 0.61 0.410 | 050 0.700
Gc y=0.95 0.760 0.220 | 0.77 0.200 | 0.77 0.200 | 0.72 0.290 | 0.60 0.500
Gcy=0.9 0530 0.330 | 0.51 0500 | 053 0.350 | 0.53 0.300 | 0.50 0.510
Sc(1,1) 0580 0.3% | 06 0390 | 0.62 0.350 | 0.58 0.270 | 0.50 0.540
Sc(2,2) 0510 0470 | 051 0470 | 051 0480 | 055 0.300 | 0.50 0.660
Tr (2) 0.680 0.210 | 055 0530 | 055 0520 | 0.52 0.500 | 0.50 0.740
Sh 0510 0.490 | 049 0500 | 0.49 0480 | 050 0.480 | 0.50 0.530
Dt 0530 0.450 | 0.52 0.440 | 052 0.450 | 050 0.460 | 0.50 0.610
Cr1% 0.990 0.002 | 0.97 0.003 | 099 0.001 | 0.72 0.160 | 0.60 0.460
Cr 10% 0590 0.390 | 0.59 0400 | 058 0.390 | 0.56 0.430 | 050 0.520
WF [2,2] 0530 0.490 | 0.53 0490 | 052 0.490 | 0.52 0.490 | 0.50 0.500
HE 0530 0.330 | 0.51 0500 | 053 0.350 | 0.53 0.300 | 0.50 0.510
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RML2 0.930 0.008 | 0.93 0.008 | 0.93 0.008 | 0.92 0.009 | 0.88 0.014
RNDDIST 0.500 0.490 | 049 049 | 050 0.490 | 0.50 0.490 | 0.50 0.500
JC(50, 1%) 0970 0.003 | 0.97 0.003 | 0.98 0.003 | 0.96 0.004 | 0.60 0.460

We can notice that the proposed technique presents high robustness against some attacks
such: DICOM JPEG compression lossless, DICOM JPEG compression lossy, DICOM
JPEG2000 compression lossless, DICOM JPEG2000 compression lossy and salt & pepper

noise attacks. This is proved through the good NC and lowest BER values of the extracted

watermarks from the attacked watermarked images. Table 4.11 shows the comparison results

with some methods presented in [64, 81] in terms of robustness with salt & pepper noise (Sp)

attack with different noise density using NC values.

Table 4.11 NC values comparison on different variances between works in [64, 81] and the proposed
model for the extracted watermark image after salt & pepper noise attack (Sp).

Attacks
Methods Sp Sp Sp v=0.007 Sp Sp Sp
v=0.001 | v=0.005 v=0.01 v=0.02 v=0.05
Thakkar et al [81] - 0.98 0.95 0.88 0.73 -
Singh et al [64] 0.98 - - 0.76 - 0.61
Proposed 1 1 1 0.98 0.95 0.93

Table 4.12 Show the comparison results with Hernandez et al [84] technique in terms of

robustness after DICOM JPEG Compression lossy attack using NC values.

Table 4.12 NC values comparison between Hernandez et al [84] and the proposed scheme for the
extracted watermark image after DICOM JPEG Compression lossy attack.

Attacks

Hernandez et al [84]

Proposed scheme

DJLY (QF=50)

Under 0.98

1

e Comparison on Extraction mode, Watermark Security and Computational Complexity

We present a comparison with some recent works described in [35,64, 80-82] in terms

of extraction mode, watermark security and computational complexity which are illustrated in

Table 4.13.
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Table 4.13 Features comparison between works in [35, 64, 80-82] and the proposed method.

Extraction Mode Watermark Computational
methods . .
Security complexity

[35] Non-Blind No High

[64] Blind Yes High

[80] Non-Blind Yes High

[81] Blind No High

[82] Blind No Median
Proposed Blind Yes Median

According to experimental results of Table 4.13, the proposed method is more effective and practical
rather than other compared techniques. The reasons is that it’s blind where in the proposed model the
host image blocks and watermark are encrypted. This offers more security contrarily to works
presented in [35, 81, 82] where the watermark is embedded without encryption. Finally, the
computational complexity required by the proposed method is on average, while it became high in
works presented in [35, 64, 80,81].

4.3 Synthesis and discussions

The main objective of the presented blind semi-fragile watermarking methods is to keep high
quality watermarked images. The first proposed technique is a blind method that leverages
from the good features of the DWT coefficients. Experimental results showed that our
proposal method provides high imperceptibility, security and good robustness with attacks of
low densities. Furthermore, this method suffers from the important computational complexity,
and it’s vulnerable against many geometric and signal processing attacks of high densities.
For this purpose, we proposed another semi-fragile method as an enhancement for the first
one. It ensures the integrity of medical data by preserving the medical image quality. The
presented technique preserves a high-quality image (i.e. proved by highest PSNR values when
watermark image is in its maximal size (128x128)). However, it also suffers from the high
computational (i.e. the computational complexity is on average time (4.5s) in the embedding
process and (4s) in the extracting process). Unfortunately, it cannot be applied for real-time e-

Health applications due to time constraint.
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4.4 Conclusion

In this chapter, we present our contributions in the semi-fragile medical image watermarking
field in transform domain. The first method proposed is an efficient blind watermarking
technique to ensure the security of medical images transmitted through an untrusted channel.
This technique combined the DWT and Schur Decomposition, and it’s used to hide and
extract the watermark using a medical image in DICOM format as a cover image. The second
contribution presented is a blind approach based on Schur decomposition and chaotic
sequence; that enables more embedding capacity by keeping good imperceptibility. Moreover,
the proposed method is more imperceptible, secure and efficient compared to some related
methods. However, it still needs to be improved in future works in terms of computational
complexity.

In the next chapter, we will present our contributions based on fragile watermarking

method.
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5.1 Introduction

Digital multimedia security has become one of the most crucial issues in most health
applications. It contains sensitive data such digital radiography and patient’s private
information. Therefore, threats on such data may put medical applications holding these
digital images at high serious risk. The main aspects that should be considered while
protecting health data are image authentication and image tamper identification and
localization. To cope with this problem, the fragile image watermarking has recently been
proposed. It is an effective and powerful solution in multimedia security, especially when it
comes to image tamper identification and authenticity.

In this chapter, the proposed blind fragile watermarking techniques are presented for
image authentication and tamper identification. These solutions aim at meeting computational
complexity and imperceptibility constraints. The rest of the chapter is organized as follows;
Section 2 introduces a blind fragile approach for medical images authentication based on
SURF points and Weber Descriptors. Performance analysis and discussions are expatiated in

section 3. Finally, conclusions and future works are given in section 4.

5.2 Proposed fragile medical image watermarking methods

We present two fragile methods in spatial domain for image authentication and tamper
identification. The first method is a blind fragile watermarking-based for medical images
authentication based on SURF descriptor combined with Weber Descriptors (WDs) and
Arnold scrambling. The second method is also blind method, but it embeds the watermark in
the frequency domain where Schur decomposition coefficients are used basically for that

purpose.

5.2.1 A Novel Blind Fragile Watermarking-based for Medical Images
Authentication

A blind, fast and secure fragile-based watermarking algorithm in spatial domain for medical
images authentication is presented in this section. It’s based on SURF descriptor combined

with WDs and Arnold scrambling.

5.2.1.1 Speed Up Robust Features (SURF) descriptor and detector

SURF is a fast technique for detection and description of interest points. It is based on the

integral images and the convolution operation combined with the Hessian matrix [85].

96



Chapter 5: Fragile Medical Image Watermarking Techniques

Hessian matrix is used for determining the location and scale of the point. Hessian matrix

H(X, o) for a point X (X, y) is computed as follows:

Lo(%0) L,(x0)

Hx.o)= L, (x0) L,(x0) ®-1)

Where o is the scale of X, L,,(x,0) is the convolution of the Gaussian second order

derivative of the image | in point x.

In order to localize interest points in the image, the non-maximum suppression in a
neighborhood of 3x3x3 is applied. Next, the found maxima of the determinant of the Hessian
matrix are interpolated in scale and image space. The interest points detected by SURF are
characterized by their fast computing capacity and good recovery characteristic. A more

detailed description of the SURF interest point’s extraction can be found in [85].

5.2.1.2 Watermark embedding and extracting Processes

This section presents a new watermarking method using SURF points combined with the
well-known Weber Descriptors (WDs) and Arnold scrambling. This method seems to be
more interesting for reducing the computational complexity without affecting the image
quality. In fact, the proposed watermarking framework consists of two processes: the

watermark embedding and the watermark extraction (Figure 5.1 and Figure 5.4).

e Watermark embedding Process
The used medical images are in grayscale of size 256 x 256. The medical image embedding
process is achieved on two main phases, preprocessing phase and embedding phase. Figure

5.1 illustrates the watermark embedding process.
a. Preprocessing phase

The preprocessing phase is a 4-steps process:

Step .1 Select the Region Of Interest (ROI) from the entire medical image. The reason is that
the embedding in Region Of Non-Interest (RONI) offers low security to the watermark [39];
where an attacker could remove the RONI of the watermarked image and put his own RONI
which contain another watermark.

Step .2 The SURF Descriptors is applied on the selected ROI to extract the interest points.
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Step .3 The 3x3 non-overlapping blocks around each interest point are selected as an
embedding area. Each block embeds two watermark intensities (e.g. two bits).
Step .4: The Arnold chaotic map is applied to scramble the binary watermark image in order

to secure the watermark.
b. Processing phase

This step consists of embedding a binary watermark and generates an authentication
key which will be used in data’s integrity. Since, using a binary watermark image reduces the
computational complexity and offers more embedding capacity (the pixel intensity could take
two bits values 0 for black and 1 for white intensities). The processing phase is achieved as
the following steps (Figure 5.2).

Step .5 Select a block Bi and compute the orientations (A1, A2) as follows:

21(B,) = Arctan IE_IZ‘

i5—i

i3_i6 (5.2)
22(B,) = Arctan ol ‘

18—11

Where il to i8 are pixels intensities of the block Bi (see Figure 5.3).

Cover Image ROl selection SURF Points  3x3 Block

Selection
A Watermarked
R Image
Binary Watermark Arnold
Image scrambling
Preprocessing phase Processing phase

Figure 5.1 Watermark embedding process.
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i+1

i+2

Select a Block Bi

A 4

v

AL(BN)

Mod(L1(Bi) , 2) 1=Bit; Yes

Change pixels intensities

No

v v Using Eq 5.3

Mod(A2(Bi) , 2) !=Bitj«1

Change pixels intensities

v Using Eq 5.4
x(Bi)

All Watermark Bits
are embedded?

Generate authenticity key using Eq 5.6

y

END

Figure 5.2 Watermark Bits embedding phase.

i iz i3
i ® it
ib if it

Figure 5.3 3x3 Block illustration.
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Step .6 Select two watermark intensities (Bit;j and Bitj+1) from the scrambled binary

watermark and embed it on the block Bi according the the following cases:

1. If mod (A1(Bi), 2) ~= Bitj , in this case the values of i2, i4, i5, i7 are modified as

follows:

i2=i7, if Bit,==0

. . . (5.3)
iI2=i7+1 15=i4+1, Otherwise

2. If mod (A2(Bi) , 2) ~= Bitj+1 , in this case the values of i1, i3, i6, i8 are modified as

follow:

i3=i6, if Bit_, =0

i3=i641 i8=il+1l Otherwise (54)

Step .7 Compute the block Excitation y (Bi) of the new intensities values using the following

equation:

JOREN

7(B)= Arctan(z (5.5)

k=0

where the i(k) are the neighbors of the SURF point “S” (Fig 5.3).

Step .8 If other watermark bits are needed to be embedded go back to Step .5 with i=i+1 and
J=j+2, else go to step. 9.

Step .9 Compute the authenticity key (AK) using Eq 5.6. The AK is emitted to the receiver

side to check if the watermarked image is tampered or not.
AK =>" 7(B) (5.6)
i=1

e Watermark extracting process

The watermark embedding process is shown in Figure 5.4. The proposed method is blind,
meaning that the extraction process doesn’t require any of the original image or original
watermark. As and like embedding process, the extracting process consists of two phases,

preprocessing phase and extracting phase.
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The
—> . —»| Extracting | extracted
. " attacked
- watermark

Attacked . .
ROI selection SURF Points ~ 3x3 Block
Watermarked Selection

Image

Preprocessing phase Processing phase

Figure 5.4 Watermark extraction process.

a. Preprocessing phase

The preprocessing phase is achieved as the following steps:
Step .1 Select the ROI from the entire medical image.
Step .2 Apply the SURF Descriptors on the selected ROI to extract interest points.

Step .3 Select the 3x3 non-overlapping blocks around each interest point.
b. Processing phase

Figure 5.5 illustrates the processing phase of the watermark embedding process. It consists to
the following steps:
Step .4 Select a block Bj and compute the orientations (A1, A2) using Eq 5.2.

Step .5 Extract tow bits (Bitjand Bitj+1) of the scrambled binary watermark as follows:

{Bitj =mod(11,2) 5.7)

Bit;,, = mod(12,2)

Step .6 Compute y(Bi) using Eq 5.5.

Step .7 If all the watermark bits are extracted go to Step 8 else go back to Step 4 with i=i+1
and j=j+2.

Step .8 Perform the inverse of Arnold scrambling on the extracted watermark to get the
original watermark.

Step .9 Compute the Authenticity Key (AK) using Eq 5.6.

Step .10 Checks if the AK computed in the extraction process is equal to the AK computed in

the embedding process the image is authorized, else it’s unauthorized.
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A

Select a Block B

v

A1(Bi)

v

Bitj= mod (A1(B) ,2)

v

A2(Bi)

v

Bitj+1= mod(A2(Bi) , 2)

i+1
j+2

v

x(Bi)

All Watermark bits
are extracted?

Generate AK using Eq 5.6.

v

Authenticity decision

v

END

Figure 5.5 Watermark Bits extracting phase.

5.2.1.3 Experimental and performance results

The proposed approach is implemented using the programing language MATLAB. The
presented technique improves outcomes and provides helpful for authenticity and integrity in
different medical images. We performed our tests on a gray scale medical image of size
256x256 with binary watermark image of size 16x16 where each pixel could take two values
0 or 255 and expressed with 1 bit (O for black and 1 for white intensities). Most of performed
experiments use the Peak Signal to Noise Ratio (PSNR) as a metric for imperceptibility
evaluation. Figure 5.6 shows the cover images and the watermark used in the

experimentation. The tested radiology database is from [66].
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Figure 5.6 (a)-(d) Medical cover image (e) Watermark image.

e Imperceptibility measurement
To evaluate the imperceptibility of the proposed method, we measured PSNR (Peak
Signal to Noise Ratio). Table 5.1 shows the PSNR values between the original image and the
watermarked one. It’s clear that the proposed method preserves the quality of the
watermarked image compared to the original one. This proposed method can be applied with

only slight modification of pixels intensities to embed the binary watermark.

Table 5.1 PSNR values between the original and the watermarked images.
Images (@) (b) (© (d)
PSNR (dB) 60.838 61.554 61.099 60.801

e Computational complexity measurement
The computational complexity is the execution time needed for embedding and
extracting the watermark. Table 5.2 shows the execution time to embed and extract the
watermark binary image. The evaluations are performed on DELL LATITUDE E5410
Laptop/Intel core i5 2.67 GHz, 4.0GB RAM. It’s obvious that the proposed method ensures
fast execution times (doesn’t exceed 1 second for the embedding and extracting processes).
This is due to employ a fast technique to embed and extract the watermark binary image as

explained in the proposed system model.

Table 5.2 Time required for embedding and extracting the watermark.

Images Embedding time (second) Extracting time (second)
(a) 0.9788 0.6014
(b) 0.9974 0.8124
(c) 0.9481 0.5282
(d) 0.9832 0.6487
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e Authenticity verification

To prove the efficiency of the proposed technique, we measured the tamper detection

precision. The Authentication key (AK) values generated in the embedding process are

compared with the AK in the extraction process after minor alteration.

Table 5.3 shows the results of comparison grouped by image type, tamper type and AK in

both embedding and in extracting phases that could be compared. We can notice that even the

slightest alteration is detectable which prove an accurate and good performance of the

proposed technique. Performance refers to alter detection precision.
Table 5.3 Tamper detection precision of our technique.

Images AK in embedding Tamper type
Salt & pepper noise  V=0.001

45.002 White noise V=0.001

JPEG Compression  QF=99
Rotation 1°
Salt & pepper noise  V=0.001
202.8337 White noise V=0.001
JPEG Compression  QF=99
Rotation 1°
Salt & pepper noise V=0.001

593.1301 White noise V=0.001
JPEG Compression QF=99

Rotation 1°
Salt & pepper noise V=0.001
White noise V=0.001
416.5237 JPEG Compression QF=99

Rotation 1°

e Experimental comparison based on PSNR metric
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63.4349

210.9638

557.1027
142.125
2.7169
2.3454
1.7974
2.188
126.8699

247.8337

628.6678
362.9401
63.4349

0.5434
548.6202
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The performance of the proposed watermarking approach is evaluated by measuring PSNR,
and compared with some other recent proposed methods. Table 5.4 shows the average
imperceptibility PSNR value compared with other related work [43, 86-90].

Table 5.4 Comparison of the PSNR between our method and works in [43, 86-90].

Approach’s PSNR (dB)
Approach in [88] 51.14
Approach in [87] 43.58
Approach in [89] 45.69
Approach in [43] <47
Approach in [86] <34
Approach in [90] <60

Proposed approach 60.323

5.2.2 A blind fragile based medical image authentication using Schur
Decomposition

In this section we propose a new blind fragile watermarking method using Schur
decomposition. Indeed, perturbation due to watermark embedding is reduced using
Schur decomposition, which can be considered in designing a watermarking approach

to enhance imperceptibility and computational complexity. The main idea is to embed

the watermark in the Schur decomposition coefficients of the host image using a new
embedding technique.

The proposed approach includes two main phases: embedding and extracting. The general

structure of the proposed approach is illustrated in Figure 5.7.

n +
] 4

y

) Watermark Untrusted
Sender i Network Receiver
V I ‘ﬂ_‘ Aﬂ oy Watemnark —p Decision?
Embedding phase Extracting phase

Figure 5.7 Generic model for the proposed method.
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5.2.2.1 Watermark embedding phase

The watermark embedding phase is illustrated in Figure 5.8 and detailed below.

Step 1. Apply Schur decomposition on the cover image I:
Schur (N=[U, V] (5.8)

The reason behind choosing Schur decomposition for watermark embedding is that the
perturbation which may result from data embedding in the host image could be reduced when

data is embedded in Matrix V. This could improve the imperceptibility significantly.
Step 2. Decompose the V matrix into 2x2 non-overlapping blocks.

Step 3. Select a block’s coefficients (BCi) and compute its weight (Weight (BCi)) using
Equation (2) where 1 is the block number.

Weight (BCi)= X3-1 X1 (BCi(k,m) * (=1)k+m+imodz) (5.9)

Step 4. Select a watermark Bit (WB;) from the scrambled watermark bits after performing

Arnold chaotic map and embed it in BC; using the following case:
If WB ~= Weight (BC;) mod 2

Min(BCi(1,2), BCi(2,1))= Min(BCi(1,2), BCi(2,1))+1 mod S.
Where S is 28 for the JPEG format and 2'° for the DICOM format.

Note that adding 1 to minimum (BC; (1,2) , BC; (2,1)) modifies (increments or decrements)
one pixel intensity from the 2x2 block pixel intensities (see Figure 5.9), which could
improve the imperceptibility.

Else:

Go to Step 5.

Step 5._If not all the watermark bits are embedded go back to step 3 with i+1 Else go to step
6.

Step 6. Apply Schur? to obtain the watermarked image.
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Figure 5.8 Watermark embedding main steps.

5.2.2.2 Watermark extraction phase

The watermark extraction phase is illustrated in Figure 5.10 and detailed below.

Step 1. Apply Schur decomposition on the cover image using Equation (5.8).

Step 2. Decompose the V matrix into 2x2 non-overlapping blocks.

Step 3. Select a block’s coefficients (BCi) and compute its weight using Equation (5.9).
Step 4. Extract a watermark Bit (WB;) using the following case:

If Weight (BCi) mod 2 ==
WBi=1
Else

WB;=0.

Step 5. If not all the watermark bits are extracted go back to Step 3 with i+1 Else go to Step 6.
Step 6. Decrypt the extracted encrypted watermark bits, and compare them with the original

watermark bits, then decide if the image is authorized.
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Blocks Values Y matrix Watermark Bits  Block Weights New Blocks Values

261 132 21 13 261 132
0 5

354 220 3 0 153 220

186 228 5 2 185 228
i} 1

245 298 4 2 245 298

4080 4080 580 580 1 3 4080

4080 4082 580 578 4080 4080

Figure 5.9 Example of new blocks pixel intensities after embedding of bits.
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Figure 5.10 Watermark extracting main steps.

5.2.2.3 Experimental results

In order to measure the performance of the proposed technique in terms of imperceptibility
and computational complexity, a data set of DICOM images of size 256x256 are used (from
[78, 79]), while the watermark image is of size 32x32.
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Figure 5.11 shows the binary watermark image used in the experimentation, while Figure 5.12

show a sample of medical images used in the experimentation.

AL

Figure 5.11 Watermark image used in the experimentation.

Colon Brain Knee Shoulder

Ankle

Figure 5.12 Sample of image used in the experimentation.

Table 5.5 shows the imperceptibility degree in terms of PSNR. The PSNR average value of
all dataset images is around 54 dB.

Table 5.5 Imperceptibility evaluation of the proposed watermarking method.

Images Colon | Knee | Hands | Spine | Brain | Shoulder | Ankle | Chest

PSNR(dB) | 53.67 5496 |57.01 |57.03 |54.02 |53.09 54.12 57.03

Figure 5.13 show a comparison of the results obtained with the approaches described in [91-
93, 87, 92, 89] and our proposed approach in terms of PSNR (dB).
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Figure 5.13 Imperceptibility comparison between our proposed technique and methods described in [87, 89, 91-
93].

Table 5.6 show the execution time needed to embed and extract the watermark in different

medical images.

Table 5.6 execution time measurement.

images Colon | Knee | Hands | Spine | Brain | Shoulder | Ankle | Chest

Embedding
time 299 | 299 |348 3.22 3.04 | 296 3.08 3.49
(seconds)

Extracting
time 204 | 205 |256 2.22 219 | 211 2.14 2.59
(seconds)

Clearly, our proposed method yields better imperceptibility. The reason is that the embedding
of a watermark DCT coefficient necessitates a small change in the Schur DCT coefficients of
the cover image blocks (Figure 5.9). Consequently, the watermarked images keep a good
imperceptibility compared to the original ones. This is proved by results described in Table
5.5 and Figure 5.13.

It is also noticed that the computational complexity for the proposed method is acceptable
(i.e., about 3 seconds for embedding and 2 seconds for extracting). Such results are obtained
on a workstation with the following specifications: DELL LATITUDE E5410 Laptop/Intel
core i5 2.67 GHz, 4 GB using MATLAB.

However, the major drawback of the proposed method is the mediocre embedding capacity (a

watermark bit is embedded in a block of size 2 x 2, which means a binary watermark of size
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N x N necessitates at least a cover medical image of size 2N x 2N). This must be enhanced in

future researches.

5.3 Synthesis and discussions

The main objective of the first presented method is to achieve an efficient medical images
integrity using SURF Descriptors, WDs and Arnold chaotic map in the spatial domain. We
performed the experiments for blind fragile watermarking-based technique and other similar
related work for different medical images. As shown in Table 5.1, Table 5.2 and Table 5.3,
our technique provides a remarkable imperceptibility, high security level and low
computational complexity compared to other recent fragile methods. Moreover, the proposed
method achieves good medical image authenticity in terms of identification time (Table 5.4),
an efficient tamper identification and localization. This result confirms that by changing a
single pixel of the watermarked image. The watermarked image is considered as
unauthorized. However, the proposed method offers low embedding capacity, to solving that
problem, we propose another fragile blind watermarking method, based on Schur
decomposition, that’s gives better embedding capacity and imperceptibility than the first
method, however, it require high computational complexity than the first one. To this end, the
future researches will focus on developing a technique that can combines the advantages of

the two proposed techniques and fell their gaps.

5.4 Conclusion

In this chapter, we present our contributions in fragile medical image watermarking field. For
ensuring the integrity and tamper identification. The first technique combines Surf
Descriptors, WDs and Arnold chaotic map in the spatial domain. Experimental results on
different medical images prove a remarkable imperceptibility, high-level security, low
computational complexity compared to other recent fragile/semi-fragile methods and good
medical image authenticity. However, the proposed method offers low embedding capacity
and still need to be improved in future works. The second technique use Schur Coefficients as
an embedding area, it gives better embedding capacity and imperceptibility than the first
method, however, it require high computational complexity than the first one. To this end,
future works will focus on how benefits from the two method advantages.
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General Conclusion

Most of the existing watermarking technique suffer in finding a consensus between the
watermarking requirements such robustness Imperceptibility and security. By robustness, we
designate a strong visual similarity between the original watermark and the extracted one
after being attacked. Imperceptibility means that the watermark should not significantly
change the host image and should be invisible. While the security should guarantee the image
protection against any kind of attempted modification.

The work presented in this thesis consists in proposing new secure watermarking approaches
that provides good robustness (for the robust methods) by keeping good quality of the
watermarked image. To this end, we have proposed several watermarking techniques around

three main categories: robust, semi-fragile and fragile watermarking.

WORK INTERESTS

The work interests in this thesis are summarized as follows:
1. Developing new watermarking techniques for medical images that offers significant
security for the watermark by keeping good image quality.
2. Supporting telemedicine applications in order to implement an effective system for

sharing and using medical data in a secured manner.

CONCLUSION

The works presented in this thesis was mainly situated around many objectives such
imperceptibility, robustness, semi-fragility, and fragility, embedding capacity and
computational complexity. Our mainly goal is to ensure and guarantee the security
parameters of medical data by verifying the reliability during the transmission. The proposed
solutions are not only to protect medical secret information’s from malicious operations but
also used to verify the integrity of images and authenticating the transmitted medical image
across unsecured environments.

e The first axe concerns with proposing a new robust watermarking techniques for

medical images:
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A new blind medical images watermarking method based on DCT, Weber
Descriptors and Arnold Chaotic Map has been proposed. The cover image is
scrambled using Arnold chaotic map and transformed by DCT. The watermark
is embedded in the DCT middle-band coefficients using weber law
descriptor without any loss by selecting the right coefficients. The proposed
method leads to a lower computational complexity, imperceptibility and
robustness against various attacks. Moreover, this technique could extract the
watermark in a blind manner, and this present a challenge in the watermarking
systems.

Schur and DCT based medical images watermarking. The Schur method is
used to embed the watermark efficiently, on the DCT coefficients. The
proposed approach embeds the watermark in many blocks which, guarantee
better performance in terms of robustness and embedding capacity than the
first method. However, the computational complexity is much higher than the
first method. Also, the extracting mode is semi-blind which make it less

practicable.

e The second axe consists in proposing new semi-fragile medical images watermarking

techniques:

O

o

A new semi-fragile method based on DWT (Discrete Wavelet Transform) and
Schur Decomposition is proposed in order to guarantee the security and
preserve quality of medical images. The cover images are watermarked with
patient information. The host image is scrambled using chaotic map, then it’s
embedded in DWT-Schur coefficients in a blind way. The performance of this
method is not more sufficient when it comes to robustness and
imperceptibility.

A novel blind medical image-watermarking scheme based on Schur
Decomposition and Chaotic Sequence has been proposed. The proposed
approach exploits the chaotic sequence to encrypt the watermark and
embedded in Schur coefficients. This method gives good performance when it
comes to imperceptibility, computational complexity, and robustness against

some attacks. It is better than the first method.
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e The third axe is interested in developing new fragile medical images watermarking
techniques:

o A novel blind fragile watermarking approach based medical images
authentication has been proposed. This approach is fast and imperceptible and
provide a significant contribution in images authentication. It based on SURF
points and weber law descriptors, the method basically define the most robust
block to embed the watermark in the area around SURF points. Moreover, this
method could detect if the watermarked image is altered or not and
consequently deciding about the medical image authorization.

o A new blind based medical image authentication using Schur decomposition
has been proposed. Indeed, perturbation due to watermark embedding is
reduced using Schur decomposition, which gives high imperceptibility. The
principle of this method is to perform the Schur decomposition coefficients of
the host image, then decomposes up the V matrix into 2x2 non-overlapping
blocks. Finally, each bit from the binary watermark is embedded in a block
using a new embedding technique. The experiments results showed better
imperceptibility than the first proposed method. However, it requires higher
computational complexity than the first one.

Our contribution either in robust, semi-fragile or fragile are blind, except one which is semi
blind. The blind methods are very interesting in e-Health applications. The main advantages
of the proposed approaches compared to existing related works are: the less degradation on
the watermarked image, as well as, less execution time for embedding and extraction

processes, and remarkable robustness.

FUTURE WORKS

The work presented in this thesis has addressed various medical watermarking techniques
regarding preserving medical image quality and image authentication through unsecured
environment. To this end, some perspectives that seem to be relevant in future in order to
improve its performance. These perspectives are:

¢ Medical Image watermarking with tamper detection, locating and recovery

In the medical image. There is a strong need for a watermarking technique which could detect
the alteration and locate the tampered area, and then recover it. The reason is that the medical
image is very sensitive and could even altered unintentionally (e.g. corrupted data packet

through internet), to this end we attempt to use some intelligence techniques to find the most

114



General Conclusion

significant features for watermarking embedding, also the proposed work will contain
mathematical validation (in terms of robustness) between the original watermark and the
attacked one.

o Watermarking methods for medical video.

The new telemedicine applications generation use medical video in a large scale. To this end,
it necessary to develop a new watermarking approach for video authentication, integrity, alter

detection, ownership proofing and protection.
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Résumé

La protection des dossiers électroniques des patients stockeées et transmises, nécessite
I’intégrité, la confidentialité et la robustesse contre toutes tentatives intentionnelles ou bien
non intentionnelles. Pour Cela, nous avons développé plusieurs contributions en crypto-
tatouage. La principale contribution est la proposition de deux méthodes de tatouage d'images
médicales robustes : la premiere et aveugle basée sur la transformée DCT, le descripteur
Weber et la carte chaotique d’Arnold, et la deuxiéme et semi-aveugle basée sur les
transformées DCT et Schur. La seconde contribution est la proposition de deux nouvelles
méthodes semi-fragiles qui reduisant la complexité en termes de temps de calcul et assurant
I’authenticité des contenus des images médicales. La premiére méthode se base sur la
combinaison de deux transformées : DWT et Schur, alors que la deuxiéme méthode se base
sur la transformée Schur et la séquence Chaotic. Les derniéres contributions consistent a des
approches de tatouages fragiles assurant une imperceptibilité et une intégrité des données
médicales remarquables. Deux méthodes fragiles ont été introduites : la premiére combine les
descripteurs SURF avec les descripteurs Weber et Arnold alors que la deuxiéme se base sur la
Schur.

Mots clé: Watermarking, Sécurité des données médicale, intégrité, robustesse,
imperceptibilité, complexité computationnelle, attaques, DICOM.

Abstract

The protection of the transmitted and stored electronic patient information’s; need the
ensuring of many criteria such: confidentiality, integrity, and robustness against all intentional
or unintentional attempts that used to access or destroy these data. For these purposes, we
have brought many contributions in crypto watermarking. The main one is the proposition of
two robust methods: a blind medical image watermarking technique based on DCT transform,
Weber descriptor, and Arnold chaotic map, and a semi blind technique using DCT and Schur
Decompositions. The second contribution is the proposal of two new semi-fragile techniques
for medical image authentication with low computational complexity. The first technique
combines DWT and Schur transforms, while the second technique combines Schur transform
and Chaotic sequence. The last contribution is two fragile watermarking methods, which
achieves high imperceptibility and better integrity checking of medical data. The first method
combines the SURF and weber descriptors and Arnold chaotic map while the second based on
Schur transform.

Key words: Watermarking, Medical Data Security, Integrity, Robustness,
Imperceptibility, Computational complexity, Attacks, DICOM.



